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Introduction
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production and who may have use for a diagnostic tool to help measure user experience or identify performance
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Stratusphere Overview

Liquidware’s Stratusphere™ is a cornerstone desktop transformation and management solution for both physical
and virtual environments. The Stratusphere solution is made up of two products—Stratusphere™ FIT and
Stratusphere™ UX. As an assessment solution, Stratusphere FIT gathers a wide range of data about your existing
infrastructure to give a clear picture about how resources are currently consumed. Stratusphere UX is a unique
monitoring and diagnostics desktop management solution that independently defines and collects data metrics
about desktop user experience performance as well as the entire desktop infrastructure from endpoints, hosts,
network and storage.

When making computing resource decisions, organizations typically do not know what users have on their desktops
or where to start from a hardware or software perspective, performance perspective, or from a user experience
perspective. Without an assessment, they will either allocate minimal resources to the target environment, leading
to performance problems later, or over-provision resources, incurring higher costs. Stratusphere FIT is the solution
for the IT Manager or Director who is responsible for transforming the current environment into the next generation
of desktops.

Stratusphere FIT provides a sound assessment foundation on which management can make solid planning decisions
and will be able to set baselines in order to validate success at the project’s end. Stratusphere FIT:

e Assesses and baselines desktops, users, applications and infrastructure resources

e Measures endpoint to datacenter network latency

e Rates user, machine, and application fitness levels for virtualization: Good/Fair/Poor
e  Supports capacity planning (CPU, Memory, Storage, |IOPS)

e Enables design of optimum shared-image strategy

e Allows creation of remediation plans before migrating desktops to virtual platforms

From the day-to-day operations perspective, Stratusphere UX provides desktop administrators with a single pane-
of-glass to monitor ALL desktops—physical and virtual—to ensure they are performing to user expectations and
corporate SLAs. Desktop administrators can proactively monitor desktops through inspectors and dashboards. If
significant issues arise, Health Checks can be performed to troubleshoot the environment as well as optimize desktop
images and infrastructure design for best performance. Stratusphere UX delivers an ongoing and constant rating of
enterprise desktop performance—by application, group, or user—and independently tracks hundreds of metrics on
all integral layers of the infrastructure to ensure quality and consistent user experience across all desktops.
Stratusphere UX:

e  Provides end-to-end visibility - desktop to data center

e  Proactively monitors and rates user experience: Good/Fair/Poor

¢ Allows admins to identify, diagnose, and solve the root-cause of issues in the infrastructure

e Validates pilot and production infrastructure changes to ensure optimal performance

e Offers cross-platform support for physical and virtual machines on mixed platforms

e Operates as "read-only" for secure no touch access to critical data center systems

e  Supports Hyper-V and XenServer based virtual machines and provides advanced support for VMware
vSphere Server, VMware View PColP and VMware ThinApp

The Stratusphere solution is designed to save organizations time and money while boosting productivity. It
eliminates the guesswork associated with resource planning and allows administrators to proactively monitor
performance to keep users productive.
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Software Requirements

Stratusphere is available as a virtual appliance which is imported into your infrastructure’s hypervisor. Stratusphere
consists of three pre-packaged, self-contained virtual appliances: the Hub, the optional Database, and the optional
Collector. The Stratusphere Hub provides the central policy management, policy distribution, data collection,
reporting and alerting system for Stratusphere. The Stratusphere Connector ID (CID) Key software is a lightweight
agent that is distributed to the devices in your environment that you wish to monitor. The CID Key Agent collects
machine configuration and performance information from those devices and reports back either directly to the
Stratusphere Hub or, in larger environments, to Collector appliances that send data from grouped CID Keys back to
the Hub. The Stratusphere Database appliance is an optional add-on for larger environments. It provides a central
storage option for the Hub’s data collection and allows administrators to navigate and report on larger amounts of
data more efficiently. The Stratusphere Collector appliance is another optional add-on that can be configured to not
only collect CID Key data but also monitor all the network activity of virtual desktops tracking stats including network
latency, response times and bandwidth consumption.

Stratusphere Hub Appliance Requirements

The primary user interface for the Hub is accessed through a standard web browser, but the virtual
appliance also has a command line console for appliance setup and administration. The Stratusphere Hub
appliance requires the following for installation:

Component Requirements
Hypervisors VMware ESXi 5.5 and higher, Citrix XenServer 6 or higher, Microsoft Hyper-V
Supported on Windows Server 2012 and higher & Azure, AWS EC2, Google Cloud

Platform, Red Hat KVM, and Nutanix Acropolis 2016.04.19 and newer

Note: VMware vSphere Virtual Machine Hardware Version

Based on some recently published vulnerabilities, VMware has recommended
using higher virtual machine hardware versions. Please make sure to upgrade
the Stratusphere appliance virtual machine hardware version to at least 10
and higher as supported by your infrastructure. Please reference this
Knowledge Base article from VMware for additional information on how to
upgrade virtual machine hardware versions.

Note: In an unlikely scenario where the appliances need to be run on VMware Player,
VMware Server, and VMware Workstation, we recommend the use of VMware
Converter 4.x to convert the appliance file formats.

Integrates with VMware vSphere 5.5 and higher, Nutanix Prism, and Microsoft Active
Directory 2003 and higher

Browsers Chrome 22.x, Firefox 12.x, or Internet Explorer 11 and higher versions.
Supported
CPU 4 virtual CPUs — Larger installations may require more.
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Component

Requirements

Memory 8GB RAM (default) — Please use the Stratusphere Sizing Guide to determine
your optimal configuration.

Storage 57.2 GB pre-allocated hard disk space — Larger installations may require more
disk space depending on data retention needs and a fast storage system (local
storage can be a good solution).

Languages US English

NOTE: Should you see performance issues with a 4-vCPU configuration, you may want to decrease from 4

to 2 vCPUs—we have seen instances where the hypervisor will not schedule a machine with 4 vCPUs as

often as a machine with 2 vCPUs. Related, 4 vCPUs may not provide maximum benefit if the Hub and

Database appliances are not completely utilizing available CPU resources (assuming no other VMs are

running on the same host).

Stratusphere Connector ID Key Requirements

The Connector ID Key software is a lightweight agent distributed to all end-point devices in your

environment that you want to monitor, whether they are virtual or physical. Please note that the Windows

Advanced CID Key development has been paused.

Component

Requirements

Operating Systems
Supported

Windows 7/8/8.1/10, Windows Server 2008/2008 R2/2012/2012
R2/2016/2019, Linux (RHEL 5/6/7/8; CentOS 5/6/7/8; Ubuntu
10/12/13/14/16/18; Fedora 12/13; SUSE 11/12), Apple macOS (El Capitan &
higher), 32-bit and 64-bit where applicable on desktops, servers, thin clients
(IGEL, Stratodesk, 10Zig), physical & virtual machines

Display Protocols

Remote Desktop, VMware PColP stats on ESX 5.1 and higher, Citrix ICA stats on

Supported Presentation Server 6.5 and higher, VMware BLAST on View Horizon Agent 7.3
and higher

CPU 1 CPU at 1 gigahertz (GHz) or faster. The agent consumes less than 1.0% of the
CPU resources.

Memory 20-40 MB RAM

Storage 15-20 MB available hard disk space

Languages US English
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Stratusphere Database Appliance Requirements (Optional)

The Stratusphere Database appliance is an optional add-on used in environments dealing with larger
amounts of data collection. The Database appliance requires the following for installation:

Component Requirements
Hypervisors VMware ESXi 5.5 and higher, Citrix XenServer 6 and higher, Microsoft Hyper-V
Supported on Windows Server 2012 and higher & Azure, AWS EC2, Google Cloud

Platform, Red Hat KVM, and Nutanix Acropolis 2016.04.19 and newer

Note: VMware vSphere Virtual Machine Hardware Version

Based on some recently published vulnerabilities, VMware has recommended
using higher virtual machine hardware versions. Please make sure to upgrade
the Stratusphere appliance virtual machine hardware version to at least 10
and higher as supported by your infrastructure. Please reference this
Knowledge Base article from VMware for additional information on how to
upgrade virtual machine hardware versions.

Note: In an unlikely scenario where the appliances need to be run on VMware Player,
VMware Server, and VMware Workstation, we recommend the use of VMware
Converter 4.x to convert the appliance file formats.

CPU 4 virtual CPUs — Larger installations may require more.

Memory 16 GB RAM (default) — Please use the Stratusphere Sizing Guide to determine
your optimal configuration.

Storage 91.85 GB pre-allocated hard disk space, expandable as per sizing guidelines

Languages US English

Note: When using the Database appliance, the Database appliance must be on the same host as the Hub to
ensure fast network access. The Hub and Database must be on separate datastores with fast disk 10,
especially for the database.
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Stratusphere Collector Appliance Requirements (Optional)

The Stratusphere Collector appliance requires the following for installation:

Component Requirements
Hypervisors VMware ESXi 5.5 and higher, Citrix XenServer 6 and higher (bonded NICs not
Supported supported), and Microsoft Hyper-V on Windows Server 2012 and higher &

Azure, AWS EC2, Google Cloud Platform, Red Hat KVM, and Nutanix Acropolis
2016.04.19 and newer,

Note: VMware vSphere Virtual Machine Hardware Version

Based on some recently published vulnerabilities, VMware has recommended
using higher virtual machine hardware versions. Please make sure to upgrade
the Stratusphere appliance virtual machine hardware version to at least 10 and
higher as supported by your infrastructure. Please reference this Knowledge
Base article from VMware for additional information on how to upgrade virtual
machine hardware versions.

Note: In an unlikely scenario where the appliances need to be run on VMware Player,
Vmware Server, and VMware Workstation, we recommend the use of VMware Converter
4.x to convert the appliance file formats.

CPU 2 virtual CPUs or higher

Memory 4 GB RAM — Please use the Stratusphere Sizing Guide to determine your
optimal configuration.

Storage 31.40 GB pre-allocated hard disk space

Languages US English
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Upgrading Stratusphere

On-Premises Versions: If the current on-premises (VMware vSphere, Microsoft Hyper V, Citrix XenServer, Nutanix)
installed version of Stratusphere is at 6.1.x, or 6.0.x, or 5.8.5 or higher, please use the instructions in Migrating to
Stratusphere 6.5.0 Appliances, to migrate network settings, certificates, and data from 5.8.5 and higher appliances
to the 6.5.0 appliances. If the current installed version is earlier than 5.8.5, please upgrade to 5.8.5 and then perform
a migration using the instructions mentioned above. Alternatively, contact Support@Liquidware.com for further
assistance.

Cloud Platform versions: If the current installation of Stratusphere is on any of our supported Cloud Platforms (AWS,
Azure, Google Cloud Platform), the 6.5.0 versions of the appliances are still in the onboarding process within each
cloud platform vendor. As soon as they become available, the Migrating to Stratusphere 6.5.0 Appliances guide will
be updated with relevant instructions for each platform.

To find out which version of the Stratusphere appliance you are running, start the Stratusphere Web Ul and look in
the lower left-hand corner for the version number. You can compare this version number with what is available on
Liquidware Software Download Area (https://www.liquidware.com/Download/).

liquidware
)  Stratusphere
Log In
Product = Administration v Product Valid until License Details
Domain | Local Directory ¥ " Stratusphere FIT Forever 530/unlimited machines, 148/unlimited users
+ Stratusphere UX Forever 530/unlimited machines, 148/unlimited users, 8/100 collectors
User
name _ - S
Contact szles@liguidware.com for additional licensing needs.
Password

Licensed to Liquidware Labs, Inc. © 2018 Liquidware Labs, Inc

Alternatively, the version number is also shown on the console when the Stratusphere Hub virtual machine is
powered on.
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Installing the Stratusphere Virtual Appliances

The Stratusphere Hub, Database, and Collectors are all virtual appliances that can be installed directly from the
Liqguidware web site. The Stratusphere Hub is the data collector and reporting system for VDI diagnostics, and it also
includes the data collection software agents that will be deployed within the desktop VMs. The first step is to install
the Hub appliance on an appropriate virtual host. Since this is a data collection and reporting appliance, it is
recommended that you deploy it on a host appropriate for server applications; not a host used for virtual desktops
(although for initial evaluation you may choose to share hosts but, in this case, note that Hub performance may be
affected). The following instructions can be used to install the Hub as well as other optional appliances within your
virtual environment.

For VMware Virtual Environments

To install the Stratusphere appliances directly onto your VMware host:

1. Open the VMware vSphere Client and connect to your target VMware vCenter host.

2. In the vSphere Client, select File > Deploy OVF Template... and provide the URL for the
Stratusphere appliance (OVF) that is listed on the Liquidware Product Download page. (Visit
http://www.liquidware.com/Download/ to register and get access to fully functional evaluation
copies of the Stratusphere software.)

() Deploy OVF Template — O >

Source
Select the source location,

Source
OVF Template Details
Name and Location
Host f Cluster
Resource Pool
Disk Format Deploy from a file or URL

Ready to Complete = _
6_Collector STABL 5/artifactfovfs/collector fcollector. ovijid Browse...

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back | Mext = I Cancel
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3. Complete the appliance installation wizard by:
a. accepting the evaluation license terms,
b. providing the name, and
c. selecting the host, data store, and network port.

4. The virtual appliance will then automatically be downloaded and installed.

For Citrix XenServer Virtual Environments

To install the Stratusphere appliances directly onto your XenServer host:

1. Download the XVA ZIP file from the Liquidware Product Download page and un-zip the file. (Visit
http://www.liquidware.com/Download/ to register and get access to fully functional evaluation
copies of the Stratusphere software.)

2. Open the XenCenter Client and connect to your target XenServer host.

3. Inthe XenCenter Client, select File > Import VM... and proceed through the wizard, specifying the
location of the downloaded XVA file.

File | Vieww Pool  Server WM Skc

| Imnpoark YM.., T fdd b
u Irmport Search... =
P

abis01

=1 DVD drives
= Local storage

e R . S,

4. For VM resizing purposes, make sure Start VM after import is unchecked. Then click Finish.
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X Import

@ Complete the import 9

Import source
Click the Finish button to complete the import process and close the wizard,
Home server

Storage The import process may take several minutes,

Network

Automatically stark new Y

Ta have your new WM start up as soon as the import process is complete select this checkbox,

-
CIiTRIX

() R
e

——

For Microsoft Hyper-V Virtual Environments

To install the Stratusphere appliances directly onto your Microsoft Hyper-V host:

1. Download the Hyper-V ZIP file from the Liquidware Product Download page and un-zip the file.
(Visit http://www.liquidware.com/Download/ to register and get access to fully functional
evaluation copies of the Stratusphere software.)

2. Open the Microsoft Hyper-V Manager Client and connect to your target Hyper-V host.

3. Right click on the Hyper-V host and select the Import Virtual Machine... menu option.
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EEHyper-¥ Manager =] E3

=5 File  Action Yiew ‘Window Help |;|i|1|
= 2=
53 Hyper-v Manager Actions
EE] ) WIN-42WOOIESXIP -
State CPU Usage LUplime Operations
Impart Virtual Machine. .. oI Mew »
Hyper-¥ Settings... irn sl Rurining [1p:4 1214:56:32 | Import Yirtual Maching...
‘irkual Mebwork Manager ... e-hub Runting 0% 4.00:33:00 .
o TR 7= Hyper-¥ Settings...
Edit Disk. . F1 virtual Network Manager...
Inspeck Disk. ..
A Edit Disk,.,
Stop Service
Remaove Server Lgl Inspeck Disk...
Refresh @ Stop Service
View 4 | x Remove Server
Rlew Window from Here L
e G Refresh
Hel ————)
=R View L4
The selected virtual machine has no snapshots. New window from Here
Help
stratusphere-hub s
E:;é Connect. ..
5;'*_‘ Settings...
@ Turn Off...
@ shutDown..
@ Save
Il Pause
Ib Reset
Created: 7/21/2017 2:01:55 PM Heartbeat: Mo Contact =% Snapshot
Notes:  Mone Memory Usage: 1024 MEB =] Rename
Help
4 1]

Displays the import existing wirtual machine user interface. |

4. Click on the Browse button to select the folder that contains the files that were extracted from the
ZIP file.

Import ¥irtual Machine |
[mport Path || Browse |

™ Reuse old vitual machine 1D,

| [ rpurt I Cancel |

After impart, the files under thiz import folder will be uzed by the impaorted
wirtual machine. Thiz folder cannot be imported again.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 16



5. Onceimported, select the Settings link for the imported virtual machine. You can choose to update
the amount of Memory and Processors associated with the Stratusphere Hub. You can also add an
additional disk to an available hard disk controller. Please make sure the Network Adaptor is
connected to a valid VM Network with the right VLAN ID tags.

Settings for hub481 = =]
Wg Hardware [l Add Hardware
A BIOS ‘ou can use this setting to add devices ko your virtual machine.
Bont: from 0 Select the devices vou want to add and click the Add butkan,
W [Memory
1024 MB Mebwork Adapter
D Processar Legacy Metwork Adapter

1 Wirtual processor
= I IDE Controller 0

—u Hard Drive
hub4s1_1.vhd

_u Hard Drive
hub451_2,vhd

= B IDE Controller 1

Add

¥ou can attach virkual hard disks ta a SCSI contraller ko increase the amount of starage
. ) available to a virtual machine, Install the integration services in the guest operating
o % DYD Drive system ko improve performance when Using storage atkached toa SCST conkraller, Do
Mone not attach a system disk to a SCSI contraller, & wirtual hard disk that contains an
[ Legacy Metwork Adapter operating system must be attached to an IDE controller,
WM Mebwork
oML
Mone
Wcomz
More
I Diskette Drive
Maone
# Management
L Mame
hubea1
"‘_ Integration Services
&l services offered
{5 Snapshot File Location
CiUserstAdministratoriDocuments. ..
_i_i- Aukomatic Stark Ackion
Feestart if previously running
I8) Automatic Stop Action
Save

0K I Cancel Boply

For Other Virtual Environments

To install the Stratusphere appliances in other virtual environments, you will need to provide your virtual
host with the URL for the OVF Stratusphere appliance that is listed on the Liquidware Product Download
page. The OVF versions of the Stratusphere appliances are generic virtual machines that should work on
most other virtualization platforms. (Visit http://www.liquidware.com/Download/ to register and get
access to fully functional evaluation copies of the Stratusphere software.)
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Installing Stratusphere Appliances on Amazon Web Services

The Stratusphere Hub, Database & Collector appliances can also be installed easily on Amazon Web Services (AWS)
using Amazon Machine Image (AMI) names available in each data center within AWS. The Stratusphere Hub
appliance is available as a Bring Your Own License (BYOL) and an Hourly Metered Marketplace appliance. Depending
on your licensing and usage scenarios, you can select any one of these types of appliances.

The Stratusphere Hub appliance is the data collector and reporting system for diagnostics and it also includes the
data collection software agents that will be deployed within the machines. The Stratusphere Database appliance is
a dedicated database appliance for higher performance and scale for larger installations. The Stratusphere Collector
appliance is a dedicated data collector appliance that is used to offload this load from the Hub appliance. Please use
the Liquidware Stratusphere Sizing Guide to determine resource sizing guidelines for the Hub and CID Collector
appliances. The first step is to install the Hub appliance and, if the sizer states based on your configuration, install
the Database and Collector appliances as well. Since these virtual appliances are basically server appliances with a
web front end, data collection and storage, and reporting appliance, it is recommended that you deploy them on
AWS Instance Tiers appropriate for high performance server applications. The following instructions are meant to
install the Stratusphere Appliances within your AWS data center location within your Virtual Private Circuit (VPC).

Note: Since the instructions for the Hub, Database and Collectors are the same, please use the appropriate AMIs
and note the differences in AWS Instance Types, models as well as resource requirements regarding vCPUs, RAM,
number of disks and disk space required between the Hub, Database and Collector appliances.

Stratusphere BYOL & Hourly Metered Marketplace Hub Appliances

Liquidware provides BYOL and Hourly Metered Marketplace Hub appliances. If you already have a perpetual
Stratusphere license, you can use it to migrate your data from your on-premises installation into AWS.
Contact Liquidware to migrate the license to the new Stratusphere Hub appliance when you need to apply
the new BYOL license to this new Hub in the cloud. If you chose to use the Hourly Metered Stratusphere
Hub, you can simply subscribe to it using AWS subscription. AWS will charge you as part of your standard
billing cycle based on a User per Hour charging model. The Stratusphere Database and Collector appliances
are only available as public AMIs in each region. They can be used with the BYOL or Hourly Metered Hub
appliances.

Preparation

1. Please acquire administrative credentials to the Amazon Web Services EC2 environment for your
organization.

2. Please use the Liquidware Stratusphere Sizing Guide to appropriately size the Stratusphere Hub and
Collector appliance for your installation base.

Instructions
1. Please refer to the Liquidware Product Download page for the most up to date Stratusphere Hub,

Database, and Collector AMIs for your data center.
2. Loginto your Amazon Web Services EC2 site using your administrative credentials.
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3. Make sure you select the appropriate Data Center Location on the top right of the page. Click on the
EC2 link to manage all your virtual machines in the cloud.

AWS ~

Amazon Web Services

. EC2
Virtual Servers in the Cloud

T CoZ conmer serice
Run and Manage Docker Containers

Elastic Beanstalk
Run and Manage Web Apps

Lambda
Run Cde in Respanse to Events

Storage & Content Delivery

L=
Scalabls Storaga in the Cloud

Developer Tools

CodeCommit
Store Code in Private Git Repositories

[ CodeDeploy

Automate Code Deployments

= CodePipeline
> Release Software using Continucus Delivery

Management Tools
GloudWatch

Monitor Resources and Applications

CloudFormation
Creata and Manage Resources with Templates

Intemet of Things

AWS loT
Conneot Devices to the Cloud

Game Development
& Gamelift

'® Deploy and Scale Session-based Multiplayer Games

Mobile Services

Mobile Hub
Build, Test, and Monitor Mobile Apps

r_ Cognito
J User Identity and App Data Synchronization

Jon McDonald

Resource Groups

A resource group is a collection of
resources that share one or mere tags
Create a group for each project,
application, or environment in your
account.

Additional Resources

Getting Started (2
Read our documentation or view our

Learn more

o CloudFront CloudTrail o Device Farm .
W Global Content Delivery Netwark Track User Activity and AP1 Usage WP¥ Test Android, I0S, and Web Apps on Real Devices in the training to laam mare about AWS.
A, <EVIEW Cloud
o Elastic File System "=/ = Config ’ . AWS Console Mobile App
w* Fully Managed File System for EC2 WP Track Resource Inventory and Changes == Mobile Analytics - .
T Collect, View and Export App Analylics View your resources on the go with our
Glacier ‘ OpsWWorks AWS Console mobile app, available from
Archive Storage in the Cloud Automate Operations with Chef SNS .
. W L oireaton sonves Amazon Appstore, Google Play, oriTunes.
Snowball ‘ Service Catalog
Large Scale Data Transport Create and Use Standardized Products X X »
Application Services AWS Marketplace (7 .
. Storage Gateway ® Trusted Advisor Find and buy software, launch with 1-Click
Hybrid Storage Integration "W Optimize Performance and Security d; APl Gateway " by the h
™ Build, Deploy and Manage APIs and pay by the hour.
Database Security & Identit < AppStream
e Y T Low Latsncy Application Sirearming AWS re:Invent Announcements (21
. RDS ? Identity & Access Management Explore the next generation of AWS cloud
Managed Relational Database Servics Manage User Access and Encryption Keys q~| CloudSearch bilities. See what'
. Managed Search Service capabilfies. See whal's new
g% DynamoDB giy Directory Service

4. Then select the Instances link on the left side list. To create a new virtual machine, without selecting
any existing machine, click on the Launch Instance button to begin.

AWS ~  Services ~ Jon McDonald v N.

~  Support

EC2 Dashboard

Launch Instance Actions v
-
Events 1 o # 0
Tags Q Q 1to8of8
Reports
Limits Name - Instance ID - | Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS - PublicIP
) INSTANCES ec2nethelper  i-03880b0D1b6697a...  t2.micro us-east-e @ running @ 22checks... None % ec2-54-164-165-182.c0...  54.164.
Instances awsconsole i-03f95a366a702172  12.micro us-east-1e @ running @ 22checks... None %  ©c2-52.91-150-84.comp... 52.91.1
Spot Requests profileunity 1080541679eac20534  t2.medium us-east-1e @ running © 22checks... None % 0c2:54-87-212-19.comp... 54.87.2
Reserved Instances flexapppkg i-08365b591ef2941f 12 medium us-east-le @ running @ 22checks... None %  ec2:52-87-216-21.comp.. 52872
Rl e hub_2016052...  -0coc38466/b226090  12.medium us-east-1a @ running @ 22checks..  None % ec2-54-175-102-4.comp.. 54175
Dedicated Hosts N
ad i-0e7c517bc31992672  12.medium us-east-le @ running @ 2/2checks... None s  ©c2-52207-208-240.c0...  52.207.:
= IMAGES stratusphere i-0e91a4263edablc  12.large us-east-1e @ running @ 22checks... None %% ec2:52.91-136-151.com... 52.91.1
AMIs [P, - L. . o o0 o . -
Bundle Tasks
Select an instance above _ N Q=]
=] ELASTIC BLOCI Al
Volumes
Snapshots

= NETWORK & SECURITY
Security Groups
Elastic IPs

5. As part of this wizard, on STEP 1: CHOOSE AN AMAZON MACHINE IMAGE (AMI) page. Select Community
AMis or AWS Marketplace on left side. Search for the AMI ID (Hub, Database or Collector) for your
region and select it. Click Select to proceed.

AWS ~ rvices v Jon McDonald « inia v Support ¥
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 8. Gonfigure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Gancel and Exit
An AMI is a template that contains the software ion ing system, application server, and required to launch your instance. You can select an AMI provided by AWS, our user community, or

the AWS Marketplace; or you can select cne of your own AMIs.

Quick Start 1to 10of 1 AMIs
Q ami-4657202b)| X
My AMIs
import-ami-fg7skb51 - ami-4657a02b m
AWS Marketplace A
AWS-VMImport service: Linux - CentOS release 5.11 (Final) - 2.6.18-407.6l5 sa-bit
Community AMis Root device type: ebs  Virtualization type: hvm
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6. On STEP 2: CHOOSE AN INSTANCE TYPE page, for the Hub we recommend selecting the m4.xlarge instance
for starters. Depending on the Stratusphere Sizing Guide, please select the appropriate model with
adequate number of vCPUs and RAM. Click on the Next: Configure Instance Details button.

NF  AWS v  Services v Jon McDonald ~  N. Virginia v | Support v

2.Choose Instance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and
networking capacity, and give you the flexibility to choose the appropriate mix of resaurces for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by:  Allinstance types v Current generation v  Show/Hide Columns

Currently selected: m4.xlarge (13 ECUs, 4 vCPUs, 2.4 GHz, Intel Xeon E5-2676v3, 16 GiB memory, EBS only)

Family - Type - vCPUs (i - Memory (GiB) - Instance Storage (GB) (i) - EBS-Optimized Available (i)~  Network Performance (i
General purpose t2.nano 1 05 EBS only - Low to Moderate
General purpose 1 1 £8S only - Low to Moderate
General purpose 2.small 1 2 EBS only - Low to Moderate
General purpose 12:medium 2 4 EBS only - Low to Moderate
General purpose 2.large 2 8 EBS only - Low to Moderate
General purpose m4.large 2 8 EBS only Yes Moderate
a General purpose md xlarge 4 16 EBS only Yes High
General purpose md.2xlarge 8 32 EBS only Yes High
General purpose m4.4xlarge 16 64 EBS only Yes High
Cancel Previous Next: Configure Instance Details
@ Feedback (@ English Privacy Policy ~ Terms of Use

The following chart shows which Amazon EC2 Instance Types and minimum model sizes are supported
to run Stratusphere UX Hub appliances. Please choose one of these Instance Types using the minimum
model size or higher as needed to accommodate the CPU and RAM requirements calculated by the
Stratusphere Sizing Guide.

Instance
T Description Minimum Model | Recommended | Supported Tested
ype

M4 General Purpose xlarge

M5 General Purpose xlarge Yes Yes Yes
M5a General Purpose xlarge Yes Yes Yes
M5d General Purpose xlarge Yes Yes Yes
T3 General Purpose xlarge Yes Yes Yes

The Stratusphere Collector appliances on AWS require 2 vCPUs and at least 4 GB of RAM. Liquidware
recommends using the m4.large model for Collector appliances that have 2 vCPUs and 8 GB of RAM.
Please set the disk space requirements as per the Sizing Guide mentioned above.
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7. On STEP 3: CONFIGURE INSTANCE DETAILS page, enter 1 as Number of instances and select the appropriate
Network VPC as shown below and then click on the Next: Add Storage button.

NJ AWS v  Services v Jon McDonald v N, Virginia v Support v

1.Choose AMI 2. Choose Instance Type 3, Gonfigure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the
instance, and more.

Number of instances (i 1 Launch into Auto Scaling Group (i
Purchasing option (i Request Spot instances
Network (j WpC-90565c4 (172.31.0.0/16) (default) B C Create new VPC
Subnet (i No preference (default subnet in any Availability Zone) B Create new subnet
Auto-assign Public IP (i Use subnet setting (Enable) ™
IAM role (i Nona B C Create new 1AM role
Shutdown behavior (j Stop
Enable termination protection (j "I Protect against accidental termination
Monitoring (i Enable GloudWatch detailed monitoring

Additional charges apply.

Tenancy (i Shared - Run a shared hardwar instance ™
Additional charges will apply for dedicated tenancy.
» Advanced Details
Cancel Previous [GEVCWENCIENTSN  Next: Add Storage
@ Feedback (@ English Privacy Policy ~ Terms of Use

If you are installing multiple Stratusphere appliances, such as a Hub and a Database or a Collector, AWS
provides Placement Groups to enhance network connectivity and reduce latency between the
Stratusphere appliances. Liquidware recommends creating a Cluster based Placement Group and
adding each Stratusphere appliance to this Placement Group during configuration itself. Here is an
example, with an appropriately named Stratusphere Placement group:

Subnet (j | No preference (default subnet in any Availability Zon V‘ Create new subnet
Auto-assign Public IP  (j lUse subnet setting (Enable) v‘
Placement group (j M Add instance to placement group
Placement group name (i @® Add to existing placement group

O Add to a new placement group

[ Stratusphere (cluster) ‘

Capacity Reservation (i [ Open \ C Create new Capacity Reservation

IAM role (i [None v] C create new IAM role
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8. On STEP 4: ADD STORAGE page, enter the appropriate hard disk sizing details based on Stratusphere
Sizing Guide recommendations, an example of which is shown below. Please note that the AWS
storage devices may not be listed in alphabetical order. Make sure the AWS label matches the Sizing

Guide. For example, “/dev/sdg” is “HD 3”, which is to be used for database storage. Click on Next: Tag
Instance to proceed.

Nl AWS v Services v

Jon McDonald v N. Virginia v Support v
1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type (i Device (i) | Snapshot (i Size (GiB) (i) | Volume Type (i 1oPs (i IM"’B“/:)Q"'?"' _':::::;:t’l‘m i E"i"“”“‘“’

Root /dev/sdal snap-05bff4fbdc237ba50 23 General Purpose SSD (GP2) B 1o0/3000 N/A Not Encrypted
EBS B rdevsdt [ snap-087bSe70ee241 8 Ganeral Purpose SSD (GP2) B 10073000 NA Not Encrypted €3
EBS B rdevsda [ snap-04e2924810d7E 10 General Purpose SSD (GP2) B 100/3000 N/A Not Encrypted @
EBS ] Idey/sdh e snap-085007375a402 10 General Purpose $5D (GP2) i 100/3000 N/A Not Encrypted €3

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel  Previous Review and Launch Next: Tag Instance

@ Feedback (@ English Privacy Policy ~ Terms of Use

9. On STEP 5: TAG INSTANCE page, enter Stratusphere or Hub or CIDCollector or a similar value for the Key,
Value pair to tag the virtual appliance properly. Click on Next: Configure Security Group to proceed.

N AWS v  Services v

Jon McDonald v N. Virginia v Support +

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5, Tag Instance 6. Configure Security Group 7. Review

Step 5: Tag Instance

A tag consists of  case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webssrver. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)
Name Stratusphere (%]
Create Tag (Up to 10 tags maximum)

Cancel  Previous Review and Launch Next: Configure Security Group

@ Feedback (@ English Privacy Policy  Terms of Use
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10. On STeP 6: CONFIGURE SECURITY GROUP page, select or create an appropriate security groups that would
allow traffic to the Stratusphere Hub appliance. For convenience, you could create a sample security
group that allows ALL INTERNAL TRAFFIC to this appliance for now and then come back later to allow only
the protocols and ports that are required for the Stratusphere Hub appliance. Click on Review and
Launch to proceed.

WF AWS v Services v Jon McDonald v N. Virginia v Support v

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Sterage 5. Tagnstance 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules te allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EG2

security groups.
Assign a security group: ~ Create a new security group
OSelect an existing security group
Security Group ID Name Description Actions.
5g-86f5befe default default VPC security group Copy to new
@ sg-977c40ef Internal Allow All Internal Traffic Copy to new
sg-fa231e82 RDP Allow RDP from LWL Copy to new
5g-0db7bf75 SSH Allow SSH from LWL Copy to new
Inbound rules for sg-977c40ef (Selected security groups: sg-977c40ef) _§-N=|
Type (i Protocol (i Port Range (i Source (i
All traffic Al All 10.0.0.0/8
All traffic All All 172.16.0.0/12
All traffic Al All 192.168.0.0/16
@ Feedback @ English Privacy Policy ~ Terms of Use

11. On STEP 7: REVIEW INSTANCE LAUNCH page, review and verify the selection of the right AMI, all the
Instance settings and Security Group configurations. Once validated, click on the Launch button to
create, install, configure and launch the Stratusphere Hub or Collector Appliance.

NF AWS v Services v Jon McDonald ¥+ N. Virginia v Support +

1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration optiens, or storage devices. Learn more about free usage tier eligibility and usage
restrictions.

JorT show e This again
~ AMI Details Edit AMI
import-ami-fg7skb51 - ami-4657a02b
O AWS-VMImport service: Linux - CentOS release 5.11 (Final) - 2.6.18-407.el5

Root Device Type: ebs  Virtualization type: hvm

¥ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GIB} Instance Storage (GB) EBS-Optimized Available Network Performance
t2.large Variable 2 8 EBS only - Low to Moderate
~ Security Groups Edit security groups
Security Group ID Name Description
5g-977c40ef Internal Allow All Internal Traffic

All selected security groups inbound rules

@ Feedback (@ English Privacy Policy  Terms of Use
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12. Amazon recommends usage of key pairs for accessing AMls. Please make a selection from the options
provided:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Choose an existing key pair
Select a key pair
| default

¥ 1 acknowledge that | have access to the selected private key file (default.pem), and that
without this file, | won't be able to log into my instance.

Cancel [EEULGTSELEENTH

13. The AWS EC2 Ul will now return to the list of your AMiIs. It will show the Stratusphere appliance being
prepared with a State showing pending and once finished will switch to the running state. The
Instance Status column will display Initializing... for some time and will then perform some checks to
show Check 2/2. The entire import, install, and configuration process should take about 10-15min
after Launch time. It needs some time to perform some startup configuration tasks before it is ready
for use.

14. Make note of the Local IP address, DNS Name, and host name for the appliance. For a Hub appliance,
use the Local IP address of the appliance displayed in the bottom half of the AWS Ul and use your
preferred browser to navigate to the following address: https://<enter.hub.ip.address>.
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15. While following the instructions in the standard documentation that follows, we would like for you to

note the following differences:

a. AWS does NOT allow default passwords for appliances i.e. sspassword. So anywhere you see

sspassword please replace it with the Instance ID of the virtual machine as seen on the EC2 page
for the details of the Hub appliance. This applies to the default ssadmin user on the Web Ul of
Stratusphere Hub.

W AWS v  Services v Edit v Jon McDonald + N Virginia = Support =
B2 Dashboerd Launch instance - BIR L R o8 0
Events Q
Tags (] 1to 11 of 11
Reports
Limits Name Instance ID Instance Type - Availability Zone - Instance State ~ Status Checks ~ Alarm Status Public DNS Public IP

whs-file i0Bdd(774e8140eca8  cd xlarge us-east-1a @ running © 2i2checks.. None %
Instances profileunity 10B054f6786ac29534 2. madium us-sast-le @ running & 22 chacks Nons %  8c2:54-87-212-18.com, 54.87.212
Spot Requests fexapppkg 108365059f4ef2841f  t2.medium us-east-1e @ stopped None Y
Reserved Instances N

support-hub 10e5590426400931...  t2Jarge us-east-1b @ running @ 2i2checks..  None % ec2-174-129-121-108c..  174.129.1%
Scheduled Instances
B eated Hosts ad i-087c517bc31992672  12.medium us-east-le @ running © 22checks.. None Y ec2-52-207-208-240.co..  52.207.206

edicated Hos
@ sratusphere -0e81a4263Tedabic | t2large us-east-1a & running & 202 checks None Yo ec25291-136-151c0. 5281136
r marketplace-, -0fBBB4675383fad8d 12 medium us-east-1e @ running @ 2/2 checks None ‘4 ec2-52-201-211-33.ca. 52201211
AMIs
Bundis Tasks whs-net-heloer  1-0I772a4(7778b25  t2.micro us-east-1a @ runnina @ 2i2checks..  None A -
Instance: | i-0e91a4263f7Tedabic (stratusphere)  Public DNS: ec2-52-91-136-151.compute-1.amazonaws.com [_ =l =]
Volumes Description  Status Checks Monitoring  Tags
Snapshots
Instance ID i-0e91a42637edablc Public DNS ~ ec2-52-91-136-151.compute-1.amazonaws.com
Instance state  funning Public P 62.91.136.151
Security Groups Instance type  t2.large Elastic IPs
Elastic IPs Private DNS  ip-172-31-38-130.ec2.intemal Availability zone  us-east-le
Placement Groups Private IPs ~ 172.31.39.130 Security groups  Internal . view rules
Key Pairs. Secondary private IPs Scheduled events  No scheduled events
Network Interfaces VPCID  vpc-90565ci4 AMIID  Gannot load details for ami-2e8f8c44. You may
not be permitted to view it
SubnetID  subnet-a7fchdda Platform -

Load Balancs
I Network interfaces ~ 8th0 AMole -
Target Groups Source/dest. check  True Key pair nama  default
@ Feedback (@ English Privacy Policy ~ Terms of Use

b. If using PUTTY to SSH into the Stratusphere Hub, as per AWS recommendations, we recommend
using SSH key pairs associated with the automatically created AWS User ID: ec2-user. If you
want to switch to root user while logged into the console for Stratusphere Hub, you should use
‘sudo <command>" to execute commands that require elevated permissions.

16. Please use the standard documentation to now log into the Hub Web Ul and configure the appliance.

17. Before beginning use of Stratusphere appliances in production, Liquidware would like to remind you
to please use the Liquidware Stratusphere Sizing Guide to appropriately size the Stratusphere Hub
appliance and Collector appliance for your installation base.

18. After installing the Hub, repeat these same instructions to install the Database and Collector

appliance(s). Once installed, please see the instructions below to establish trust between a Database

& a Hub before using the standard process of joining them together, as well as how to add and

register Collector appliances to the Stratusphere Hub.
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Establish trust between Stratusphere Hub and Database

AWS does not allow usage of standard passwords to log into appliance consoles. As documented above,
SSH keys must be setup to establish trust between appliances before the join can be performed. For the
join to work:

A. The ec2-user on the Hub must be able to SSH without a password to the ec2-user on the
Database, and

B. The root user onthe Hub must be able to SSH without a password to the ec2-user on the Database
for upgrade purposes.

C. The root user on the Database must be able to SSH without a password to the ec2-user on the
both the Hub and Database appliances

Here is the list of items to prepare for and instructions to establish trust between these appliances before

you can use the standard join process:

Preparation
1. Ensure the security policy of each appliance allows SSH connections between the Hub & Database.

2. Ensure the security policy of the Hub appliance allows connections to the Database appliance on port
TCP/5432.

Instructions

In some commands below, <right-click-mouse-to-paste>isa placeholder for the action of right-
clicking the mouse within PuTTY — this action automatically pastes the contents of the clipboard into the
PuTTY command line. Neither the actual characters such as <and > nor the text, right-click-mouse-
to-paste, should be typed in on the command line. This merely represents the action that should be
taken at that point in the command line.

t# Hub Instructions Database Instructions

Using a tool like PUTTY, open two SSH connections to each appliance and place them side by side.
Connect to the Stratusphere appliance consoles using the standard ec2-user with the associated
AWS keys. Here is a link to a quick refresher on how to do so from the AWS documentation.

To address point (A) above:

Within the SSH console of the Hub appliance,
while logged in as the ec2-user, generate a
new SSH key by executing the following
command and accepting the defaults by
pressing ENTER:

ssh-keygen -t ecdsa -q -N ""

DO NOT enter a passphrase if prompted by the

keygen command. Leave the field empty.
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# Hub Instructions Database Instructions

% 3sh-kevgen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to sawe the key (/home/eciZ-user/.ash/id ecdsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/eci2-user/.ssh/id ecdsa.
Your public key has been saved in /home/ecd-user/.s3sh/id ecdsa.pub.
The key fingerprint is:
60:1e:bl:5b:d3:£3:46:57:c3:12:50:b3:3d:94:e8:ec ec2-ugerfip-172-30-33-135
The kevy's randomart image is:

+——-[ECDSA 256] ——+

| 5 - O+H+oo |
| o . o=+. |
| = o 0 +.00 |
| o=.++ |
| o 5 + |
| - E |
| |
| |
| |
e +

Within the same SSH console of the Hub
appliance, print the contents of the SSH public
key by executing the following command, and
then use your mouse to select the entire

3 | sequence of characters displayed, that forms
the public key, to copy it to your clipboard:

> cat .ssh/id _ecdsa.pub

£ cat .s33h/id ecdsa.pub

ecdsa-shal-niscpd56 AAAAF2V)IHNhLENoYTIIthbmlzdHAYNTYARRARAThm] 2dHAYNT YARABBEOgHSASD
£ >

Now switch to the SSH console on the Database
appliance, and add the Hub’s ec2-user
public key to the authorized list of keys that can
connect as the ec2-user by using the echo
command and pasting the key copied from

4 above, and sending it to the
authorized keys file:

» echo "<right-click-mouse-to-
paste>" >>
.ssh/authorized keys

Now, from within the SSH console on the Hub
5 | appliance, verify whether the Hub can now

connect without a password to the Database as
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# Hub Instructions Database Instructions

the ec2-user. You will have to accept the
SSH keys and then logout from the connection:

» ssh <db.ip.or.dns>

% 3sh 172.30.33.212

The authenticity of hoat "172.30.33.212 (172.30.33.212)" can't be esatablished.
BSL key fingerprint is da:ad4:30:af:26:45:70:9f:fb:ed:5e:24:04:30:1e:£9.

Lre you sure you want to continue connecting (vea/noc)? yea

Warning: Permanently added '172.30.33.212" (B5A) to the list of known hoats.
Last login: Tue Jun 4 18:285:21 2019 from 10.10.2.185
[ec2—user@ip-172-30-33-212 ~]% exit

logout

Connecticon to 172.30.33.212 closed.

To address point (B) above:

Now that we have confirmation for ec2-
user, we need to redo the same process for
the root user. Within the SSH console on the
Hub, switch to root and generate a new SSH
key. Press ENTER to accept the defaults:

6 | sudo bash
ssh-keygen -t ecdsa -q -N ""

DO NOT enter a passphrase if prompted by the

keygen command. Leave the field empty.

& 3sh-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to aave the key (/root/.3ah/id ecdsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been asaved in /root/.ash/id ecdaa.
Your public key has been aaved in /root/.ash/id ecdaa.pub.
The key fingerprint ia:
60:1e:bl:5b:d3:£3:46:57:c3:12:50:b3:3d:94:e8:ec ec2-ugerfip-172-30-33-135
The key's randomart image ia:

+--[ECDSA 256]---+

| . -o+Hoo|
| o . o=+. |
| =00 +.00 |
| o= .+ +

| o 5 +

|

|

|

|

I
I
- E |
I
I
I

Within the same SSH console of the Hub
appliance, print the contents of the SSH public
key by executing the following command, and
then use your mouse to select the entire
sequence of characters displayed, that forms
the public key, to copy it to your clipboard:
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Hub Instructions Database Instructions

»> cat /root/.ssh/id ecdsa.pub

§ cat .ssh/id ecdsa.pub
ecdsa-sha2-nistp256 AAAAE2ViZHNhLXNoYTItbmlzdHAYNTYAAAATbm] zdHAYNTYAAABBBOgHSASD

Now switch to the SSH console on the Database
appliance, and add the Hub’s root user public
key to the authorized list of keys that can
connect as the ec2-user by using the echo
command and pasting the key copied from
above, and sending it to the authorized_keys
file:

» echo "<right-click-mouse-to-
paste>" >>
.ssh/authorized keys

Now, from within the SSH console on the Hub
appliance, verify whether the Hub can now
connect without a password to the Database as
the ec2-user. You will have to accept the SSH
keys and then logout from the connection:

> ssh ec2-user@<db.ip.or.dns>

# 3ash ec2-userfl72.30.33.212

The authenticity of hoat "172.30.33.212 (172.30.33.212)" can't be established.
RSA key fingerprint is da:a4:30:af:26:45:70:9f:fb:e4:5e:24:0d4:30:1e:£9.

Are you sure you want to continue connecting (vea/nc)? yes

Warning: Permanently added '172.30.33.212'" (RSA) to the liast of known hoata.
Last login: Tue Jun 4 18:28:21 2019 from 10.10.2.1%98
[ec2-userfip-172-30-33-212 ~]& exit

logout

Connection to 172.30.33.212 closed.

10

Now, from within the SSH console on the Hub
appliance, log out as root to return to the
ec2-user to prepare for the next set of
commands below.

> exit

To address point (C) above:

11

Within the SSH console of the Database, switch
to root user using the command:

» sudo bash
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Hub Instructions Database Instructions

12

Within the same SSH console on the Database,
generate a new SSH key as the root user by
executing the following command and accepting
the defaults by pressing ENTER:

ssh-keygen -t ecdsa -q -N ""

DO NOT enter a passphrase if prompted by the

keygen command. Leave the field empty.

# s3sh-keygen -t ecdsa

Generating public/private ecdaa key pair.

Enter file in which to save the key (froot/.ash/id_ecdsa) :
Enter passphrase (ermpty for no pasaphrase):

Enter same passphrase again:

Your identification has been saved in frocot/.s3sh/id ecdsa.
Your public key has been saved in /root/.33h/id_ecdss.pub.
The key fingerprint is:
f1:15:fc:6e:c0:8a:1f:el:4b:74:85:f4:27:03:b5:6c rootfip-172-30-33-212
The key's randomart image is:

+——[ECD5A 256]——+

| o |

| 2o |

| 5 moo |

13

Within the same SSH console of the Database
appliance, print the contents of the root user’s
SSH public key by executing the following
command, and then use your mouse to select
the entire sequence of characters displayed,
that forms the public key, to copy it to your
clipboard:

» cat /root/.ssh/id ecdsa.pub

# cat /root/.3sh/id_ecdsa.pub
ecdsa-gha2-nistp25e ARRREIVIZHNhLENoYTItbmlzdHAVNIYARRAThm] 2dHAYNT YARABEECTPD38Uv+Hy

£ >

14

Within the same SSH console on the Database
appliance, add the Database’s root user public
key to the authorized list of keys that can
connect as the ec2-user by using the echo
command and pasting the key copied from
above, and sending it to the
authorized keysfile:

» echo "<right-click-mouse-to-
paste>" >> /home/ec2-
user/.ssh/authorized keys
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Hub Instructions Database Instructions

15

Now, from within the SSH console on the Hub
appliance, add the Database’s root user public
key to the authorized list of keys that can
connect as the ec2-user by using the echo
command and pasting the key copied from
above, and sending it to the
authorized keys file:

» echo "<right-click-mouse-to-
paste>" >> /home/ec2-
user/.ssh/authorized keys

16

From within the SSH console of the Database,
verify whether the root user of the Database
can now connect without a password to the Hub
as the ec2-user. You will have to accept the
SSH keys and then logout from the connection:

» ssh ec2-user@<hub.ip.or.dns>

# ash ec2-userf@l72.30.33.135

The authenticity of hoat "172.30.33.135 (172.30.33.135)" can't be established.
RSA key fingerprint is 06:52:f3:2a:2b:3a:32:e4:f8:7c:41:62:94:6a:45:14d.

Are ¥ou sure you wWant to continue connecting (yea/no)? yes

Warning: Permanently added "172.30.33.135" (B5A) to the list of known hosts.
Last login: Tue Jun 4 18:35:34 20193 from 10.10.2.193
[ec2-userfip-172-30-33-135 ~]& exit

logout

Connection to 172.30.33.135 closed.

17

From within the same SSH console of the
Database, we must also verify whether the
root user of the Database can connect to
itself as the ec2-user user. Again, you will
have to accept the SSH keys and then logout
from the connection:

» ssh ec2-user@localhost

# 33h ecZ-userflocalhost

The authenticity of hoat "localhost (::1)" can't be established.

B5h key fingerprint i3 b7:ca:c5:05:0a:af:ef8:17:38:29:cB:68:c3:83ep241f.
Lre you sure you want to continue connecting (yes/noc)? yes

Warning: Permanently added 'localhost' (BE34) to the list of known hosta.
Last login: Wed Bug 7 18:12:53 2019 from 172.30.38.232
[ec2-user@ip-172-30-43-169 ~]& logout
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# Hub Instructions Database Instructions

Now that the trust connections between the Hub and Database using the ec2-user and root

18 user have been verified, you can now proceed to the instructions provided in the Connecting the
Hub and Database appliances section to formally join a Hub and Database together.
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Add & Register a Stratusphere CID Key Collector to the Hub

1. Once a Stratusphere CID Key Collector is up and running within your AWS EC2 VPC environment, log
into ADMINISTRATION product of the Stratusphere Hub’s Web Ul. Use the default credentials and the
Instance ID as password to log in.

Navigate to Collector Administration > Collectors tab.

3. Click on New to add a new Collector.

On the following form, add the host name as Name, DNS Name and Local IP Address as observed on
the AWS EC2 page for the Collector’s details.

IIq}JIdWGre Administration ¥ Print = Help = Log Out

Stratusphere

Hub Administration Collector Administration Inventory Event Log Licensing

] Colectors | Metwork Collector Policies Policy Restore Time Windows Service Levels

Create Collector

New Collector

Collector Group: | Default Collector Group ~

*Name: | ‘

*DNS name: | ‘

*Local IP Address: |
This will not change the Collector's IP address. Set the IP address in SSconsole
and ensure it matches here.

Description:

Create Collector Cancel

5. Click on Create Collector to save and create a new Collector.

6. The Hub will reach out to the Collector and help register it. Once registered, the Collector may
potentially reboot, get the registration information from the Hub, and then show up as a CID Key
Collector within the main Collector Administration > Collectors page.

7. Repeat these same instructions for adding and registering additional Collectors.
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Installing Stratusphere Appliances on Microsoft Azure

The Stratusphere Hub, Database & Collector appliances can also be installed easily on Microsoft Azure available in
each data center within Azure. The Stratusphere Hub appliance is available as a Bring Your Own License (BYOL)
appliance.

The Stratusphere Hub appliance is the data collector and reporting system for diagnostics and it also includes the
data collection software agents that will be deployed within the machines. The Stratusphere Database appliance is
a dedicated database appliance for higher performance and scale for larger installations. The Stratusphere Collector
appliance is a dedicated data collector appliance that is used to offload this load from the Hub appliance. Please use
the Liquidware Stratusphere Sizing Guide to determine resource sizing guidelines for the Hub and CID Collector
appliances. The first step is to install the Hub appliance and, if the sizer states based on your configuration, install
the Database and Collector appliances as well. Since these virtual appliances are basically server appliances with a
web front end, data collection and storage, and reporting appliance, it is recommended that you deploy them on
Azure Instance Types appropriate for high performance server applications. The following instructions are meant to
install the Stratusphere Appliances within your Azure data center location.

Note: Since the instructions for the Hub, Database and Collectors are the same, please use the appropriate option
and note the differences in Instance Types as well as resource requirements regarding vCPUs, RAM, number of disks
and disk space required between the Hub, Database and Collector appliances.

Stratusphere BYOL Marketplace Hub Appliances

Liquidware provides BYOL Marketplace Hub appliances. If you already have a perpetual Stratusphere
license, you can use it to migrate your data from your on-premises installation into Azure. Contact
Liqguidware to migrate the license to the new Stratusphere Hub appliance when you need to apply the new
BYOL license to this new Hub in the cloud. The Stratusphere Database and Collector appliances are available
in each region and can be used with the BYOL Marketplace Hub appliances.

Preparation
1. Please acquire administrative credentials to the Microsoft Azure environment for your organization.
2. Please use the Liquidware Stratusphere Sizing Guide to appropriately size the Stratusphere Hub,
Database and Collector appliance for your installation base. Stratusphere best practices strongly
recommend having the Hub and Collectors as close to the Database as possible, at least within the
same region and preferably on the same host. If the sizing guide recommends or requires a Database
and Collector appliances, Liquidware strongly recommends:
a. Creating a HosT GRouP within Azure (may result in additional charges)
b. Creating a PROXIMITY PLACEMENT GROUP within Azure.
3. From a planning perspective, if you need to understand some of the resources associated with the
Stratusphere UX solution, please go to the Stratusphere UX App on Microsoft’s Azure Marketplace or
search for ‘Stratusphere UX’ on the Microsoft Azure website, and select the following on the page:

Stratusphere UX MARKETPLACE
https://azuremarketplace.microsoft.com/en-us/marketplace
/apps/liquidware.stratusphere

Stratusphere UX provides onboarding, advanced monitoring,
diagnostics, and troubleshooting for WVD
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4. On the main PRODUCTS > STRATUSPHERE UX page, it will start by displaying the basic OveRvIEW tab with
introductory information on Stratusphere including links to release notes, installation and
configuration guides, sizing guide, etc. Click on the PLANS + PRICING tab to see the available software
plans. Start with the drop down under Select a software plan and select Stratusphere UX (x.x.x) option.
This is the main component of the solution called the Hub. The other two plans are optional software
components called Stratusphere UX (x.x.x) Database and Collector.

Select a software plan

Stratusphere UX 6.1.4 BYOL
Stratusphere UX Hub is the main component of the Stratusphere UX Solution.

After using the instructions below for installing the Hub, depending on the recommendations of the
Stratusphere Sizing Guide, please use the Stratusphere UX Database and Stratusphere UX Collector
options for installing the other appliances — the instructions below remain the same.

Select a software plan

Stratusphere UX Database 6.1.4 BYOL
Stratusphere UX Database is an optional external database component that requires Stratusphere A
Hub.
Select a software plan
Stratusphere UX Collector 6.1.4 BYOL w

Stratusphere UX Collector is an optional external data collector that requires Stratusphere Hub.

5. To verify it is available within your region, choose the region that you want to deploy the Stratusphere
UX solution within.

Pricing by virtual machine instance Download table as CSV
Show: () Publisher recommendations () All virtual machine instances
Regicn

The publisher recommends the following 4 virtual machine instances for use with this software

Central US plan.
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6. Use the Stratusphere Sizing Guide to enter the number of machines that need to be monitored, and
based on its recommendations, determine the right instance out of the suggested machine instances
under the Publisher recommendations. Liquidware has already chosen a list of instances for each of its
appliances running on Azure.

Here are instances recommended for the Stratusphere Hub:

Virtual Machine Configuration Cost per hour

Instance Category Cores RAM Disk Space Drive Type Infrastructure Cost Software Cost

D4sv3= General Purpose 4 16GE 32GB 55D $0.22 BYOL

DasvV3* General Purpose & 32GB 64GB 55D $0.44 BYOL

D165V3= General Purpose 16 4GB 128GB SsD $0.88 EYOL

DEPIAERE  General Purpose 32 128GB  256GB 55D $1.78 BYOL

*Premium storage is available for this type of virtual machine, Learn more

Here are the instances for the Stratusphere Database:

Virtual Machine Configuration Cost per hour
Instance Category Cores  RAM Disk Space Drive Type Infrastructure Cost Software Cost
D4sv3* General Purpose 4 16GE 32GB 55D 50.22 BYOL

DasV3* General Purpose 8 32GB 64GE 55D 5044 BYOL

D165V3™ General Purpose 16 6458 128GB 55D 50.88 BYOL

[REFIATE General Purpose 32 128GB  256GB 55D 51.76 BYOL

*Premium storage is available for this type of virtual machine, Learn more

Here are the instances for the Stratusphere Collector:

Virtual Machine Configuration Cost per hour
nstance Category Cores RAM Disk Space Crive Type nfrastructure Cost Software Cost
m Standard 2 4GE  8GB 55D $0.052 BYOL
General Purpose 2 BGE  16GB 55D $0.11 BYOL

*Premium storage is available for this type of virtual machine, Learn more
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Instructions

1. To begin the installation process, log into the Microsoft Azure Portal and click on the CREATE A
RESOURCE button at the top of the home page.

2. Search for ‘Stratusphere UX’ within the search box provided and select the Stratusphere UX search
result.

3. It should take you to the following page. If you are starting your Stratusphere UX installation, select
STRATUSPHERE UX X.X.X option from the SELECT A SOFTWARE PLAN dropdown. If you are adding a Database
or Collector, then select the appropriate option under the SELECT A SOFTWARE PLAN dropdown. Then click
on the CREATE option button.

Home > Stratusphere UX

Stratusphere UX

Liquidwar

Stratusphere UX © saveror later

Liquidware

Select a software plan
| Stratusphere UX 6.1.4 ~ | | Start with a pre-set configuration |

4. The Create option will present a new wizard based CREATE A VIRTUAL MACHINE page with a series of tabs
that can be used to customize the installation for your environment.

Home > Stratusphere UX > Create a virtual machine

Create a virtual machine

-

Basics Disks Networking Management  Advanced Tags Review + create

5. Under the BasIcs tab:
a. Select your SUBSCRIPTION ACCOUNT and your RESOURCE GROUP.
b. INSTANCE DETAILS:

i. VIRTUAL MACHINE NAME: Enter a Virtual machine name that meets the criteria for host
names. Please do NOT use periods within the host name.

ii. REGION: Select a Region for your organization.

iii. AVAILABILITY OPTIONS: Select the default NO INFRASTRUCTURE REDUNDANCY REQUIRED option.

iv. IMAGE: Use the preselected with STRATUSPHERE UX X.X.X to install and start with the
Stratusphere UX Hub.

V. AZURE SPOT INSTANCE: No.

vi. Size: Select the default selected instance Standard D4s v3 or the one closest to what the
Stratusphere Sizing Guide recommended.
C. ADMINISTRATOR ACCOUNT:

i. AUTHENTICATION TYPE: SSH public key. Liquidware recommends using SSH public keys
although passwords are supported as well.

ii. USERNAME: az-user. Liquidware recommends using an easy to remember username for
logging into the appliance. We require the same username/password on both the Hub
and the Database. The two appliances cannot be joined unless their credentials match.

iii. SSH PUBLIC KEY: Paste the public part of your SSH key into this field. For information on
how to create SSH keys, please refer to this article published by Microsoft to Create &
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use SSH keys for Azure. You can also use the following article which uses PuTTYgen - SSH
Key generator on Windows.
d. Click Next : Disks > button.
6. Under the Disks tab:
a. DISK OPTIONS
i. OSDISK TYPE: Premium SSD (across all appliances)
ii. DATADISKS: These options are appliance dependent:

Hub Data Disks:

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching
0 Pre-defined by the selected image | Read/write kv |
1 Pre-defined by the selected image | Read/write ~ |

Database Data Disks:

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
tempaorary disk.

LUN Name Size (GiB) Disk type Host caching

] Pre-defined by the selected image | Read/write ~ |
1 Pre-defined by the selected image | Read/write ~ |
2 Pre-defined by the selected image I None v |

b. ADVANCED can be ignored.
c. Click NexT : NETWORKING > button.
7. Under the NETWORKING tab:
a. NETWORK INTERFACE:
i.  VIRTUAL NETWORK: You may choose to create a new virtual network or use an existing
virtual network.
ii. PusLICIP: If the Stratusphere Hub is going to be accessible over the Internet, please use
a Public IP.
iii. NIC NETWORK SECURITY GROUP: Advanced is auto selected as there are preconfigured NSG
rules for Stratusphere Hub, Database and Collector appliances already.
iv. CONFIGURE NETWORK SECURITY GROUP: Choose an existing group or create a new one.
v. ACCELERATED NETWORKING: Off
b. LOAD BALANCING:
i.  PLACE THIS VIRTUAL MACHINE BEHIND AN EXISTING LOAD BALANCING SOLUTION? No.
c. Click NEXT : MANAGEMENT > button.
8. Under MANAGEMENT tab:
a. AZURE SECURITY CENTER: Your subscription determines mostly includes this option.
b. MONITORING:
i. BOOTDIAGNOSTICS: On
ii. DIAGNOSTICS STORAGE ACCOUNT: Choose new or existing storage account.
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c. IDENTITY:

i. SYSTEM ASSIGNED MANAGED IDENTITY: Off (Note: This is not available in Azure Government
Cloud)

d. AUTO-SHUTDOWN:

i. ENABLE AUTO-SHUTDOWN: Off

e. Click on NExT : ADVANCED > button.

9. Under ADVANCED tab:

a. EXTENSIONS: Liquidware does not require or support any VM extensions as of now.

b. CLouD INIT: Liquidware does not require or support Cloud init.

c. HosT:

i. HosT GRouP: Liquidware recommends hosting all Stratusphere UX appliances on the
same host for best performance. If there is a host group available, Liquidware strongly
recommends using it to assure best performance of the Stratusphere UX solution by
hosting the Hub, Database and Collector on the same host group. This may result in
additional charges.

d. PROXIMITY PLACEMENT GROUP: Liquidware recommends placing the Stratusphere UX Hub, Database
and Collector within a proximity placement group so that they are physically closer together in
the same region. Please create one prior to installation if possible. Note: This is not available in
Azure Government Cloud. Please use these instructions to place the virtual machine in a
Proximity Placement Group post-deployment.

e. VM GENERATION: No change as these are Gen 1 VMs.

f.  Click on NexT: TAGS > button.

10. Under the TAGS tab: Liquidware does not require or recommend any specific tags as of now but will
support any standard operating procedures your organization uses for tagging virtual machines. Click
on NEXT : REVIEW + CREATE > button.

11. The ReVIEW + CREATE page will perform some basic validations and provide all the information entered
in the prior tabs for review purposes. Please ensure all information and settings are as entered. Then
click the CReATE button and wait for the instance to be created.

12. Please repeat these instructions to install optional Stratusphere UX Database or Stratusphere UX
Collector appliances on Azure based on the Stratusphere Sizing Guide recommendations.

The Azure Create Instance page will display the progress of how the appliances are being created and will
display basic information when they are live and ready for use. Liquidware recommends the use of the
Boot diagnostics under Support + Troubleshooting to see the console boot up. Liquidware has seen this
the boot up process take anywhere up to 10 minutes sometimes. In case of the Stratusphere Hub, use the
public or private IP Address / DNS to connect to the web Ul for the Hub and proceed as shown in the
sections below. In case of the Database and Collector appliance, proceed to the sections below.
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Establish trust between Stratusphere Hub and Database

Microsoft Azure supports usage of standard passwords and SSH keys to log into appliance consoles. As
documented above, Liquidware recommends the usage of SSH keys and uses them to establish trust
between appliances before the join can be performed. For the join to work:

A. The az-user (Azure user) on the Hub must be able to SSH without a password to the az-user

(Azure user) on the Database, and
B. The root user on the Hub must be able to SSH without a password to the az-user on the Database

for upgrade purposes.
C. The root user on the Database must be able to SSH without a password to the az-user on the both

the Hub and Database appliances
Here is the list of items to prepare for and instructions to establish trust between these appliances before
you can use the standard join process.

Preparation

1. Liquidware has already preconfigured a set of Network Security Group rules that allows access to the
Hub appliance on SSH (TCP/22), HTTP (TCP/80), and HTTPS (TCP/443) ports. Similarly, NSG rules for
the Database SSH (TCP/22) & Postgres (TCP/5432) and Collector SSH (TCP/22) and HTTPS (TCP/443)
are also preconfigured.

2. Please make sure you download and install an SSH client such as PUTTY on your computer prior to
beginning the process below.

Instructions

In some commands below, <right-click-mouse-to-paste>isa placeholder for the action of right-
clicking the mouse within PuTTY — this action automatically pastes the contents of the clipboard into the
PuTTY command line. Neither the actual characters such as <and > nor the text, right-click-mouse-
to-paste, should be typed in on the command line. This merely represents the action that should be
taken at that point in the command line.

# Hub Instructions Database Instructions

Using a tool like PUTTY, open two SSH connections to each appliance and place them side by side.
Connect to the Stratusphere appliance consoles using the standard az-user with the associated
1 | keys, skipping password authentication deployment. Here is a link to a quick refresher on how to
do so from the Azure documentation.

To address point (A) above:

Within the SSH console of the Hub appliance,
while logged in as the az-user, generate a
new SSH key by executing the following
command and accepting the defaults by
pressing ENTER:

ssh-keygen -t ecdsa -q -N ""
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# Hub Instructions Database Instructions

DO NOT enter a passphrase if prompted by the

keygen command. Leave the field empty.

$ ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/az-user/.ssh/id_ecdsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/az-user/.ssh/id_ecdsa.

Your public key has been saved in /home/az-user/.ssh/id_ecdsa.pub.

The key fingerprint is:

60:1e:b1:5b:d3:£3:46:57:¢3:12:50:03:3d:94:e8:ec az-userfip-172-30-33-135
The key's randomart image is:

+-=-[ECDSA 256)---+

| - .0++00]

| o . o=+. |
| =00 +.00 |
| o= .+ + .|
| c S -
|
|
|
|

|
|
|
|
|

Within the same SSH console of the Hub
appliance, print the contents of the SSH public
key by executing the following command, and
then use your mouse to select the entire

3 | sequence of characters displayed, that forms
the public key, to copy it to your clipboard:

» cat .ssh/id _ecdsa.pub

% cat .3sh/id ecdsa.pub
ecdsa-sha2-nistp256 ARRRE2V]ZHNhLENcYTItbml=zdHAyNTYARRATbm] zdHAyNTYARRBBBOgHSASD

£ >

Now switch to the SSH console on the Database
appliance, and add the Hub’s az-user public
key to the authorized list of keys that can
connect as the az-user by using the echo
command and pasting the key copied from

4 above, and sending it to the
authorized keys file:

» echo "<right-click-mouse-to-
paste>" >>
.ssh/authorized keys

Now, from within the SSH console on the Hub
5 | appliance, verify whether the Hub can now

connect without a password to the Database as
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# Hub Instructions Database Instructions

the az-user. You will have to accept the SSH
keys and then logout from the connection:

» ssh <db.ip.or.dns>

$ ssh 172.30.33.212

The authenticity of hest '172.30.33.212 (172.30.33.212)' can't be established.
RSA key fingerprint is da:a4:30:af:26:45:70:9f:fb:e4:5e:24:0d:30:1e:£9.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.30.33.212' (RSA) to the list of known hosts.
Last legin: Tue Jun 4 18:28:21 2019 from 10.10.2.198
[az-user@ip-172-30-33-212 ~]§ exit

leogout

Connection to 172.30.33.212 closed.

To address point (B) above:

Now that we have confirmation for az-user,
we need to redo the same process for the
root user. Within the SSH console on the Hub,
switch to root and generate a new SSH key.
Press ENTER to accept the defaults:

6 | sudo bash
ssh-keygen -t ecdsa -q -N ""

DO NOT enter a passphrase if prompted by the
keygen command. Leave the field empty.

£ ash-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to save the key (/root/.ssh/id ecdsa):
Enter pasaphrase (empty for no passphrase):

Enter same paasphrase again:

Your identification has been saved in /root/.ssh/id ecdsa.
Your public key has been saved in /root/.ssh/id ecdsa.pub.
The key fingerprint is:
60:1e:bl:5b:d3:f3:46:57:c3:12:50:b3:3d:94:ef:ec az-nuserfip-172-30-33-135
The key's randomart image is:

+-—[ECDSA 256]-—-+

| - « OO0 |
| o . o=+. |
| =00 +.00 |
| o= . + +

| o35 +

|

|

|

|

|
|
« E |
|
|
|

Within the same SSH console of the Hub
appliance, print the contents of the SSH public
key by executing the following command, and
then use your mouse to select the entire
sequence of characters displayed, that forms

the public key, to copy it to your clipboard:
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Database Instructions

»> cat /root/.ssh/id ecdsa.pub

§ cat .ssh/id ecdsa.pub

ecdsa-sha2-nistp256 AAAAE2V)ZHNhLXNoYTItbmlzdHAYNTYAAAATIbmlzdHAYNTYAAABBBOgHSASD

>

Now switch to the SSH console on the Database
appliance, and add the Hub’s root user public
key to the authorized list of keys that can
connect as the az-user by using the echo
command and pasting the key copied from
above, and sending it to the authorized_keys
file:

» echo "<right-click-mouse-to-
paste>" >>
.ssh/authorized keys

Now, from within the SSH console on the Hub
appliance, verify whether the Hub can now
connect without a password to the Database as
the az-user. You will have to accept the SSH
keys and then logout from the connection:

> ssh az-user@<db.ip.or.dns>

# ssh az-user@172.30.33.212

The authenticity of host '172.30.33.212 (1
RSA key fingerprint is da:a4:30:af:26:45:70:9f:fb:e4:5e:24:0d:30:1e:£9.
Are you sure you want to continue connecti

Warning: Permanently added '172.30.33.212°'
Last login: Tue Jun 4 18:28:21 2019 from
[az-user@ip-172-30-33-212 ~]$ exit
legout

Connection to 172.30.33.212 closed.

72.30.33.212)"' can't be established.

ng (yes/no)? yes
(RSA) to the list of known hosts.
10.10.2.198

10

Now, from within the SSH console on the Hub
appliance, log out as root to return to the az-
user to prepare for the next set of commands
below.

> exit

To address poi

nt (C) above:

11

Within the SSH console of the Database, switch
to root user using the command:

» sudo bash
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12

Within the same SSH console on the Database,
generate a new SSH key as the root user by
executing the following command and accepting
the defaults by pressing ENTER:

ssh-keygen -t ecdsa -q -N ""

DO NOT enter a passphrase if prompted by the

keygen command. Leave the field empty.

# 3sh-keygen -t ecdsa

Generating public/private ecdsa kev pair.

Enter file in which to sawve the key (/root/.3sh/id ecdsa):
Enter pasasphrase {empty for noc pasaphraae):

Enter same pasaphrase again:

Your identification haa been saved in /root/.3ah/id_ecdaa.
Your public key has been saved in /root/.33h/id ecdsa.pub.
The kev fingerprint ia:
fl:15:fc:he:c0:8a:1f:el:4b:T4:8f:f4:27:03:b5:6c rootfip-172-30-33-212
The kev'a randomart image ia:

+——[ECD5A 256]-———+

| oy |

| s |

| s ooo |

13

Within the same SSH console of the Database
appliance, print the contents of the root user’s
SSH public key by executing the following
command, and then use your mouse to select
the entire sequence of characters displayed,
that forms the public key, to copy it to your
clipboard:

> cat /root/.ssh/id ecdsa.pub

# cat /root/.a3sh/id_ecdsa.pub
ecdsa-gha2-nistp25e ARRREIVIZHNhLENoYTItbmlzdHAVNIYARRAThm] 2dHAVNT YARABERCTPD38Uv+Hy

£ >

14

Within the same SSH console on the Database
appliance, add the Database’s root user public
key to the authorized list of keys that can
connect as the az-user by using the echo
command and pasting the key copied from
above, and sending it to the
authorized keysfile:

» echo "<right-click-mouse-to-
paste>" >> /home/az-
user/.ssh/authorized keys
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Now, from within the SSH console on the Hub
appliance, add the Database’s root user public
key to the authorized list of keys that can
connect as the az-user by using the echo
command and pasting the key copied from

15 above, and sending it to the
authorized keys file:
» echo "<right-click-mouse-to-
paste>" >> /home/az-
user/.ssh/authorized keys
From within the SSH console of the Database,
verify whether the root user of the Database
can now connect without a password to the Hub
16 as the az-user. You will have to accept the

SSH keys and then logout from the connection:

» ssh az-user@<hub.ip.or.dns>

# ssh az-user@172.30.33.135
The authenticity of host '172.30.33.135 (172.30.33.135)' can't be established.
RSA key fingerprint is 06:52:£f3:2a:2b:3a:32:e4:£8:7c:41:62:94:6a:45:1d.

re you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '172.30.33.135' (RSA) to the list of known hosts.
Last login: Tue Jun 4 18:35:34 2019 from 10.10.2.198
[az—userfip-172-30-33-135 ~]§ exit

logout

Connection teo 172.30.33.135 closed.

From within the same SSH console of the
Database, we must also verify whether the
root user of the Database can connect to
itself as the az-user user. Again, you will
17 have to accept the SSH keys and then logout
from the connection:

» ssh az-user@Rlocalhost

# 3sh az-user@localhost

The authenticity of host 'localhost (::1)' can't be established.

RSA key fingerprint is b7:ca:c5:05:0a:af:e8:17:38:29:c8:68:c3:83:ee:41.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'localhost' (RSA) to the list of known hosts.
Last login: Wed Aug 7 18:12:53 2019 from 172.30.38.232
[az-userfip-172-30-43-169 ~]§ logout
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Hub and Database appliances section to formally join a Hub and Database together.

Now that the trust connections between the Hub and Database using the az-user and root
user have been verified, you can now proceed to the instructions provided in the Connecting the

Add & Register a Stratusphere CID Key Collector to the Hub

1. Once a Stratusphere CID Key Collector is up and running within your Microsoft Azure environment,
log into ADMINISTRATION product of the Stratusphere Hub’s Web Ul. Use the default credentials to log

in.
2. Navigate to Collector Administration > Collectors tab.
3. Click on New to add a new Collector.

4. On the following form, add the host name as Name, DNS Name and Local IP Address as observed on

the Azure page for the Collector’s details.
liquidware
N

Stratusphere

Hub Administration Collector Administration Inventory Event Log Licensing

Collectors Metwork Collector Policies Policy Restore Time Windows Service Levels

Administration ¥ Print

Log Out

Create Collector

New Collector

Collector Group: | Default Collector Group >

*Name: |

*DNS name: |

*Local IP Address: |

This will not change the Collector's IP address. Set the IP address in SSconsole

and ensure it matches here.

Description:

Create Collector Cancel

5. Click on Create Collector to save and create a new Collector.

The Hub will reach out to the Collector and help register it. Once registered, the Collector may

potentially reboot, get the registration information from the Hub, and then show up as a CID Key

Collector within the main Collector Administration > Collectors page.
7. Repeat these same instructions for adding and registering additional Collectors.
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Installing Stratusphere Appliances on Nutanix Acropolis Hypervisors

The Stratusphere Hub, Database, and Collectors are all virtual appliances that can be installed directly from the
Liquidware web site on Nutanix Acropolis Hypervisor. The Stratusphere Hub is the data collector and reporting
system for VDI diagnostics, and it also includes the data collection software agents that will be deployed within the
desktop VMs. The first step is to install the Hub appliance on an appropriate virtual host. Since this is a data
collection and reporting appliance, it is recommended that you deploy it on a host appropriate for server
applications; not a host used for virtual desktops (although for initial evaluation you may choose to share hosts but,
in this case, note that Hub performance may be affected). The following instructions can be used to install the Hub
as well as other the other appliances within your virtual environment.

Please note that only CID Key Collectors are currently supported on the Nutanix

Acropolis platform. Network Collectors are not supported at this time.

Preparation

1. Please acquire administrative credentials to the Nutanix Acropolis environment for your organization.

2. Please use the Liquidware Stratusphere Sizing Guide to appropriately size the Stratusphere Hub
appliance and Database appliance for your installation base.

3. Identify the links to the Nutanix Acropolis files for the Hub, Database, and Collector appliances on the
Liquidware Stratusphere Download page and keep them handy. If your Nutanix Acropolis Cluster
does NOT have direct access to the Internet, please download the QCOW?2 files to your local
environment in preparation to be uploaded to Acropolis.

4. Nutanix does NOT provide a virtual container format such as OVF or XVA. Thus, each QCOW2 must be
uploaded separately first, and then virtual resources such as vCPUs, RAM, Disks, NICs, etc. need to be
manually configured for each appliance.

Instructions

1. Loginto your Nutanix Acropolis cluster using your administrative credentials.
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2. Make sure you select the appropriate Cluster > Home on the top left of the page.

LAB
Overview - Table
Hypervisor Summary Top User VMs by Controller IOPS VM Critical Alerts VM Events
) Win7 010PS
Nutanix
VERSION
VM Summary Top User VMs by Controller IO Laten
Ava... Best Effort Win7 Oms
On 2
2 or o
VM(S L o
. o
CPU Top User VMs by Memory Usage VM Warning Alerts
Win7 100%
z
RESERVED CPU
Memory Top User VMs by CPU Usage
Win7 7%
18ais
TOTAL RESERVED

3. Then click on the gear icon on the top right and select Image Configuration.

Overview Table
Hypervisor Summary Top User VMs by C4
. Win7
AHV Nutanix
weevson 20150513
VERSION
VM Summary Top User VMs by C{
Ava.. Best Effort Win7
2 2
o
VM(S 0
o
CcPU Top User VMs by M|
Win7
O Hz
RESERVED CPU
Memory Top User VMs by CPU Usage
Win7 723%
18cis
TOTAL RESERVED
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4. Inthe Image Configuration window, click on the + Upload Image button to upload the appliance
VMDK images.

Manage the images to be used for creating virtual disks.

+ Upload Image

NAME ANNOTATION STATE

Windows VIRTIO Dri... ACTIVE

Windows7 ACTIVE
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5. Inthe Create Image window, enter a unique name for this disk image for Name, select Disk for Image
Type, and leave the default container selected for Container. For Image Source, if your Nutanix
Acropolis cluster has access to the Internet, choose the From URL option and paste in the link to the
first disk or DiskO of the appliance. Alternatively, if your environment is isolated from the Internet,
please choose the second option Upload a file, and browse to your local desktop to upload the Disk0
VMDK to your Nutanix cluster. Repeat this step for each disk for each appliance you intend to use.

NAME
Hub5851-Disk0

ANNOTATION

IMAGE TYPE
DISK

CONTAINER
default-container-387947416261976164

IMAGE SOURCE

© From URL JLE/lastSuccessfulBulld/artifact/ovfs/hub-stock/hub-stock-Ovmdk| |

O Upload a file Browse No file selected

Gapeet

6. On clicking Save, the disk image will be uploaded from the Stratusphere Download location to your
cluster. Depending on the bandwidth available, this may take a minute or more.

Uploading file 8%
=}
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7. After uploading DiskO for the Hub, follow the same process to upload remaining 3 disks for the Hub,
about 5 Disks for the Database appliance if required, and for the Collector as well. Please keep in
mind that these disk images need to be added to the Stratusphere Hub virtual machine in the right
order so please make sure you use an appropriate naming convention for Hub, Database, & Collector
QCOW?2 images. After adding all 4 disks for the Stratusphere Hub appliance, it should look like the

example below. Click Close button to finish adding disk images.

Successfully created image Hub5851-Disk3

Manage the images to be used for creating virtual disks.

+ Upload Image

NAME ANNGTATION

Hub5851-Disk0

Hub5851-Disk1

Hub5851-Disk2

Hub5851-Disk3

Windows VIRTIO Dri...

Windows7

STATE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE
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8. Navigate to Cluster > VM and select the + Create VM option.

LAB

Overview - Table

Hypervisor Summary

AHV

HYPERVISOR

VM Summary

2

VM(S)

CPU

3

PROVISIONED
VCPU(S)

Memory

18:is

TOTAL
PROVISIONED

Nutanix

20150513

VERSION

Ava.. Best Effort

(-]

o
[ ]
.

on 2
off
Suspen...
Poused

© o o

O Hz

RESERVED CPU

18:is

TOTAL RESERVED

.“ﬁ 4 NCE

Top User VMs by Controller IOPS VM Critical Alerts

Win7 010PS

Top User VMs by Controller 10 Laten«

Win7 Oms
No Alerts

Top User VMs by Memory Usage VM Warning Alerts

Win7 100%

Top User VMs by CPU Usage

Win7 20.4%
No Alerts

VM Events

No Events

9. Inthe Create VM window, enter a Name for the Stratusphere Hub appliance and Description for it.
Based on the Stratusphere Sizing Guide, enter the number of vCPUs and Memory recommended.

General Configuration

NAME

sha585.se.wl.corp

DESCRIPTION

Liquidware Labs Stratusphere Hub on Nutanix Acropolis

Compute Details
VCPU(S)

4

NUMBER OF CORES PER VCPU

1

MEMORY

| 8.589|

v

sy
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10. Scroll down to see the Disks section. Click on the x to remove the CDROM!. It will prompt you for
confirmation.
Disks

+ Add new disk

YPE ADDRESS PARAMETERS

CDROM EMPTY=true; BUS=ide s - X

11. To add the first DiskO for the Hub appliance. Click on + Add new disk button.

12. On the Add disk window, select DISK for Type, CLONE FROM IMAGE SERVICE for Operation, and IDE
or SCSI for the Bus Type. In older versions of Nutanix, the first disk i.e. DiskO HAD to be of type IDE.
Each subsequent disk can be of type PCI for performance, but the first disk had to be of type IDE.
There is no such requirement in the newest version of Nutanix. Then select the appropriately named
Hub DiskO and give it the same size recommended by the Stratusphere Sizing Guide. Click Add.

TYPE

DISK

OPERATION

CLONE FROM IMAGE SERVICE

BUS TYPE

IDE

IMAGE

Hub5851-Disk0

SIZE {GIB)
18.626

auy m

13. After the first disk is added, it will look as shown below.

MEMORY

8.589

Disks

+ Add new disk

TYPE ADDRESS PARAMETERS

SIZE=1GIB; BUS=ide
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14. Please repeat the steps to add 3 additional disks to the Stratusphere Hub appliance, 5 disks for the
Database appliance if required, and ones for the Collector appliance. Here is an example of the
second disk Disk1 being PCl of Bus Type.

TYPE
DisK

OPERATION

CLONE FROM IMAGE SERVICE

BUS TYPE

| pai

IMAGE

Hub5851-Disk1

SIZE (GIB)
[ 3725

Cancel

15. Once all the disks have been added, it should look like the example below. Now click on the + Add
new NIC button.

| + Add new disk

ADDRESS PARAMETERS
SIZE=18.63GiB; CONTAINER=def...
SIZE=373GiB; BUS=pci
SIZE=18.63GiB; BUS=pci

SIZE=10GiB; BUS=pci

Volume Groups

Network Adapters (NIC)

+ Add new NIC
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16. On the Create NIC window, select the appropriate VLAN Name you want the Hub to be on and click
on Add button to finish adding the NIC.

VLAN NAME

VMNetwork

VLAN ID
vian0

VLAN UUID
43a368d46-3e2b-42a-b17d-39b61511e00

NETWORK ADDRESS / PREFIX
NONE

gance! m

17. The Stratusphere Hub virtual machine is now fully created. Click on Save to finish creation of the VM.

18. Before beginning use of Stratusphere appliances in production, Liquidware would like to remind you
to please use the Liquidware Stratusphere Sizing Guide to appropriately size the Stratusphere Hub
appliance and Database appliance for your installation base.

19. Use the same instructions to install the Database and Collector appliances. Then use the standard
instructions to configure and join/register them with the Stratusphere Hub appliance.

20. Now select the Table view under the Cluster > VM tab. Select the newly created Stratusphere Hub
appliance and chose the Power On option to boot the Stratusphere Hub appliance.

21. Then click on the Launch Console link to open a browser-based console of the Hub appliance. If you
need to configure the appliance, we recommend using PuTTY to SSH to the appliance as outlined in
the next section.
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Configuring Stratusphere Hub Appliance Settings

After the Hub import into the virtual host completes, you can customize the Hub settings for your environment. In
addition to other configuration options, you can edit settings on the Hub to set the CPU/Memory settings. If you
would like to expand an existing disk or add an additional hard disk, please see our online Stratusphere Sizing Guide
to calculate the required amount of space. The sizing guide and instructions are available on our Stratusphere FIT
and UX documentation pages on the Liquidware Support Portal.

To get started with the configuration process, power ON the virtual appliance and open a console to watch the boot
sequence. Once the Hub is booted, you will see something like the console view below. The Hub can be configured
by either using the Web Ul or the Console Ul.

pierrewin?3Z2Z.atl. lwl.corp

Local (Runmingl
8 a8-8

top - 18:32:48 wp 37 min, A users, load average: B.82, B.83, B.87
8862184k 4633188k 3428916k 41544k
4298556k Ak 4298556k 1166748k

Root Z.86 (61x) 1.3G6 (3%:2)
Database 184H (22D 9.8G6 (98]
Audit 1.6M (2] 87M (98:)

Temp Space 23M (1) 9.8G (99:2)

https: - I
ssadmin
sEpassword

IR Login to Console (or press ENTER) JREll This Screen
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Using the Web Ul

If Dynamic Host Configuration Protocol (DHCP) is enabled on the local network subnet, the Stratusphere
Hub will acquire a DHCP network address. On completion of the boot sequence, the virtual appliance will
provide a URL to connect to the web-based Administration Interface.

To configure the Stratusphere Hub using the Web Ul:

1. Enter the Administration Interface URL found in the console view into a browser.

pierrewin?3Z2Z2.atl. lwl.corp
Local (Rumning)
a B-a

top - 18:32:48 up 37 min, B users, load average: B.82, 8.83, 8.87
8862184k 4633188k 3428916k 41544k
4290556k Ak 4290556k 1166748k

Root 2.8G (b1x) 1.36 (394
Database 184M (2 9.8G (98)
Audit 1.6M (Zx) 87M (98
Temp Space 23M (1) 9.8G (99:2)

https: .- I
ssadmin
sspassword

QR Login to Console (or press ENTER) 3§ ¥l This Screen
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2.

3.

At the web login page, enter your User name and Password.

The default Administration Interface credentials for the Stratusphere

Hub web version are:
User name: ssadmin
Password: sspassword

Note: For AWS, use your VM Instance ID for the password.

'q) Stratusphere’
Product  Administration ¥ Product Valid until License Details
+ Stratusphere FIT Nov 8, 2018 0/5 machines, 0/5 users

Domain  Local Directory ¥

« Stratusphere UX Nov 8, 2018 0/5 machines, 0/5 users, 1/1 collectors

User | ssadmin
name . " .
Contact sales@liquidware.com for additional licensing needs.
Passwiord

Please enter the required product registration information.

liquidware

License

Thank you for downloading and installing the Liquidware virtual appliance. This virtual appliance indudes:

= Stratusphere FIT — for assessment and capacity planning
= Stratusphere UX — for diagnostics and service level assurance

Please enter your company information and license below to get started and obtain techical support. Note that this information will be sent to Liquidware.

Please complete the information below to obtain technical support. Note that this information will be sent to Liquidware.

* Your name: |John Doe

* Your email: [john.doe@mycorp.com

|
|
* ¥our phone number: |555,55571212 |
|
|

= Your company: |My Corp

= Company installed at: |My Corg|

* L - S
License: () Generate an evaluation license

This evaluation license will allow you to evaluate all product capabilities for 15 days, on up to 5 desktops. To
receive a production license, or to request an extended evaluation, please contact Liguidware.

Generate a license key from a Stratusphere License Code and Activation Code

Stratusphere appliances require an activation process that generates a license based on a machine-specific
Activation Code combined with a License Code. The two codes are combined in a secure Activation Portal and a
unigue license is generated for your Stratusphere Appliance. Your License Code was provided in an email sent to
‘your organization's Stratusphere license administrator. Click on the Activation Code below to begin the license
generation process in the Stratusphere Activation Portal.

Activation Code: piMa+g0MNODXHfFemOATTc7 GBIy 1wD7p8oBGIuSD/zsU

If you are unable to access the above link, you can go to https://secure.liquidwarelabs.com/Iwlfactivate/ where
you will need to cut and paste the Activation Code and License Code.
Copy the d License text from the Activation Portal and paste it into the box below.

a. If you have not received a License Code and are evaluating the software, choose to

Generate an evaluation license. Then click Get Started.
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b. If you have purchased the software and received a License Code, choose Generate a
license key from a Stratusphere License Code and Activation Code. Then click on the
Activation Code link. This Activation Code is unique, and the link will take you to the
Liquidware Stratusphere License Activation Portal where your Activation Code will be
prefilled for you.

quyidwcre"

Stratusphere License Activation

Stratusphere Version: 5.8 or Newer ¥ °

License Code: ‘ |
(Sent via email to the Stratusphere License Administrator)
Activation Code: ‘kOR‘f’lMJAeA)(uB+e|FnL\arTPmAnRJ3G|3SYGSc‘f’l]Lo |

(Generated by the Stratusphere Hub Appliance once installed)

Indicates Required Field

Copyright @ 2017 Liguidware Labs, Inc. All Rights Reserved.

i. Enter your unique License Code that was sent to you by email from Liquidware
and click Proceed.
ii. Copy the generated License text from the Activation Portal and paste it into the
box on the Update License tab in the Hub Administration module.
iii. Click Get Started to finish.

4. Read through the End User License Agreement (EULA). If you agree to the terms and wish to
continue, check the checkbox indicating you have read all license agreements that apply to you.
Then click on the | Agree button.
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liquidware

License

P o I S R P Y =

413 Entire Agreement The Agresment sets farth the entire agreement and between Liquidv d Customer with respect to the subject matter thereof and, supersedes and merges all prior oral and
written ings between Liguidhiare and Customes with respect to the subject mattr heseof Neithr Liguidware nor Castomer shall be bound by any conditions, inducemments o
!epruenhhmsﬂtharihmasexprgsl\ provided for herein. Notwitistanding the foregoing, the Agrecmment will ot supersde the ferms of aay ron-d entered into betiween Liguid d Customer
mless & written addendum refers to the specifi that the A des. [f the provisions in an Order and this Ag[mmenl contlict,the provisions of this Agreement will govern and
contrel to the extent of such conflict unless  provision in an Order is expressly agreed to by Liquidware, in which case and culy o the extent expresly zgreed, the Order will gover. The terms of an Order and this
Agreement will prevail over any conflicting provision in any purchase order or any cther instrument of Custorer regardless of execution by Liquidware unless such provision is expressly agreed to by Liquidware.

4.14 Miscellaneous. I£ any provision hereof is declared invalid by a court of comptent jurisdiction, such provision will be ineffective only to the extent of such invalidity, so that the remainder of that provision and
all remaining provisions of this Agreement will be valid and enforceable o the fullest extent permitied by applicable law. No waiver or modification of any provision of this Agreement will be effective unless it is in
writing, refers o this Agreement, and is signed by authorized representatives of the parties. No failure or delay by either party to exercise any right, power, or remedy constifutes a waiver of that right, power. or
remedy. A party’s waiver of the performance of any covenant or any breach is not o be construed s & waiver of any succeeding breach or of any other covenant

4.15 Governing Law and Venue_

(a) This Apreement will be exclusively construed, governed and enforced in all respects in accordance with the infemnal laws (excluding all conflict of 1law rules) of the following: (i) Enzland and Wales if Customer is
located in Territory A, (if) Switzerland if Customer is located in Territory B, or (iif) the State of Illinois, USA, if Customer is located in Territory C. The United Nations Convention on Contracts for the Intenational
Sale of Goods will not apply in any respect to this Agreement or the parties thereto.

() If Customer is located in the United States, then the exclusive jurisdiction and venue for all disputes resarding this Agreement will be a conrt of competent jurisdiction in Cook County, Illinois_ Otherwise. all
disputes regarding this Agreement shall be finally resolved by binding arbitration before a single arbitrator pursuant to the then-existing Rules of Conciliation and Arbitration (“Rules™), and under the auspices. of the
International Chamber of Commerce (“ICC™). The arbitrater shall be kmowledgeable in the chosen law and the software industry. At either party’s request, the arbitrater shall give a written opinion stating the factusl
basis and legal rescning for the decision. The arbitrator shll have the authority to determine issues of arbitrability and to award damages as permitted by this The parties, their , and ay
ofher participants shall held the existence, content, and result of arbitration in confidence. The arbitration proceedings will be in English and wil take place in Chicago, Illinois, USA. Tudgment on the arbitation
award may be entered in ny court having jurisdiction. Notwithstanding the foregoing, Liquidware may, at its sole discretion, seek preliminary judicial relief in any court of competent jurisdiction (including, but not
limited to, preliminary injunctive relief) as necessary to enforce its rights in its Proprietary Information or mtellectual property.

() The officil langusge of this Agreement s English. Al contract sterpretaions, 5otoes and dispute resolutions av o bein English. Auy avizehments or amendments 12 s Agreement are 0 be i Enghish.

T ions of any agreement d are not to b d as official or original versions of the documents.

[¥] 1 have read and accepted the terms of the applicable Liquidware Labs, Inc. license: Evaluation Software License, End User Software License.

5. Now you can customize the Hub’s network configuration. When you are done, click Save Changes
to save your configuration settings. If you have configured the new Static IP address correctly, the
browser will redirect you to your new IP address-based URL.

Administration ¥ Print Help ¥ Log Out

liquidware

Collector Administration Inventory
Overview | Configuration | Data Retention Connector ID Keys VM Directories Directories Upgrades

Recommended Configuration Items

= Host Name: |hub01 mycorp.com | *CID Key Callback DNS Name: \hubm.mycarp.cum |
DNS resolvable address. Use IP address if DNS is not configured.
Necessary for CIDs to call back and send data

* IP Address: 10.51.0.16 |
Use static IP address DIS Search Suffixes: ‘prod MyCorp.com, mycorp.com |

* Network Mask: [255.255.254.0

| Comma-separated

DNS Server Addresses: 10.50.0.20, 10.50.0 25 |
| Comma-separated

* Default Gateway: [10.51.0.1

SMTP Server (Mail |smtp,mycnrp com | Enable NTP: ¥
Relay): Necessary for alert and report notifications Time Servars: |ticmycom.com. toc.mycorp.con |
¢ |He.mycorp.com. A
SMTP Port: |25 | Comma-separated
From Name: |Hub01 | Time Zone: | (GMT-04:00) AmericaiNew_York v
Changing time zones will result in recalculation of rollups from
Default From Address: |StratusphereHub01@mycarp.com | details and thus, loss of longer term rollup data.

Default To Addresses: |geurge.burdell@mycorp.cum |
Comma-separated

minutes

Login session timeout:

Enable password lockout: |
Lockout settings onfy apply to the accounts in Local Directory. Locked accounts can be unlocked from User Inventory.

API Client IPs: ‘10.0.0 0/8172.0.0.0/8.73.49.169.147 |

Comma separated list of IP address allowed to access Stratusphere API without a username and password. For improved security, it is not
recommended to grant access via this Legacy API Client IP list.

The default is to leave this blank and strictly rely on username and password. Additionally, you can enter multiple IP's or subnets
separated by commas into the whitelist and only those will be able to attempt authentication to the APL. Whether an IP is in the whitelist
or not, API usernames and passwords are still required. Enable user level API access here (Inventory > Users).

Whitelist:

Blacklist:

Block spedific IPs or a range of IP addresses from access to the APL

Save Changes
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Appliance Network Configuration

Host Name:
Enter a DNS resolvable fully qualified host name for the appliance. Underscores are not
allowed.

IP Address:

Provide a static IP address for the virtual appliance. Since the appliance booted up using
DHCP it will potentially need to give up the same address unless it's reserved within the
DHCP server. Changing it to a statically allocated IP address is strongly recommended.

Network Mask:
Enter the appropriate netmask for your network. Example: 255.255.255.0

Default Gateway:
Enter the default gateway for your network. Example: 10.10.2.1

CID Key Callback DNS Name:

Please enter the fully qualified DNS entry name associated with this static IP address. The
CID Keys will call back to the Stratusphere Hub based on what is in this field. It is strongly
recommended that you use a DNS Entry name here instead of IP address to circumvent
any future issues that may crop up due to reconfiguring the IP address of the appliance.

DNS Search Suffixes:
Please enter the local DNS search suffixes available within your local network.

DNS Server Addresses:
Please enter 1 or more |IP addresses of your DNS server in a comma separated list.

SMTP Server (Mail Relay):
Stratusphere Alerting provides SMTP based email alerts. Enter the address of an SMTP
mail relay server accessible from the Stratusphere Hub.

SMTP Port:

Provide the port number that the Stratusphere Hub will send email alerts to. In most cases
it should be the standard port for SMTP i.e. 25. However, if the SMTP Server is configured
to listen on a custom port, please alter the port number as required.

From Name:

Enter the name that Stratusphere email alerts will be from. In case there are multiple
Hubs within your organization, this field should be customized with something like the
FQDN of the Stratusphere Hub or an easy name to be associated with the email from this
Hub - otherwise all emails from all Stratusphere Hubs will display the default
‘Stratusphere Hub Administrator’ as the name in the email.

Default From Address:
Enter the default email address that Stratusphere email alerts will be from.
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Default To Addresses:

Enter the default email addresses that Stratusphere email alerts will be sent to. This can
be an administrator email or an email alias used to send email to a group of people. If
more than one email address is used, they should be separated by commas.

Enable NTP:
Please enable this option to avoid time drift and keep the Stratusphere Hub’s time
synched and accurate.

Time Servers:

This field comes pre-populated with some public time servers. You can choose to enter
your own comma separated list of time servers as well. These can be entered as IP
addresses and/or DNS entry names.

Time Zone:

Please select your local time zone from the drop-down list. Note that changing your time
zone after Stratusphere has been in use collecting data will cause the recalculation of roll-
up criteria used to display summary metrics and the loss of all previous roll-up data.

Other Settings

Login session timeout:

Based on your organizational security policies, please enter the session timeout duration.
If the user is inactive within the Stratusphere Web Ul for more than the duration specified
in this field, the user session is invalidated, and the user will have to re-authenticate and
log back into the Web UlI.

Enable password lockout:

Based on your organizational security policies, the password complexity and lockout
policy can be enabled. Enabling this option will ensure that the passwords used must be
complex in nature and will also enforce the locking of an account based on a certain
number of invalid login attempts. Lockout setting applies only to Local Directory accounts.
Locked Accounts can be unlocked from User Inventory.

API Client IPs:

Stratusphere provides Database APl to access and pull information out of the
Stratusphere Database. Enter the specific IP address(es) or subnets that can access
information from the Stratusphere Database using the APl without using a username or
password. For improved security, it is not recommended to grant access via this Legacy
API Client IP list.

White List:

Enter the specific IP address(es) that can access information from the Stratusphere
Database using the API through user and password authentication. The default is to leave
this field blank for wider access. If any IP addresses are listed, API access is restricted to
only those IP addresses in the white list that can authenticate their identity. Liquidware
enhanced security around Stratusphere API by disallowing usage of the default ssadmin
user or any password that contains ‘password’ in it. Liquidware recommends creating a
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different set of users that are allowed API access using best practices around password
security.

Black List:

Enter the specific IP address(es) that are blocked from having access to the Stratusphere
Database using the API through user and password authentication.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 63



Using the Console Ul

If DHCP is not available on the local subnet, you can use the Console to configure the Stratusphere Hub
appliance.

1. Open a console view of the Hub appliance in your virtual environment.

pierrewin?3ZZ.atl.lwl.corp
Local (Runwming)
a a-8

top - 18:32:48 up 37 min, B users, load average: B.82, 8.83, B8.87
8862184k 4633188k 3428916k 41544k
4298556k Bk 4298556k 1166748k

Root Z2.8G (61x) 1.36 (39
Database 184M (2:2) 9.8G (98x)

fiudit 1.6M (2] 87M (98:2)
Temp Space Z23M (1) 9.8G (99:)

https: - I

ssadmin
sEpassword

JRE¥d Login to Console (or press ENTER) MRSl This Screen

2. Press Alt+F2 or Enter to login to the console with your credentials.

The default login credentials for the Hub Console are:
User name: ssconsole

Password: sspassword

pierrewin?32Z .atl.lwl .corp login: ssconsole
Password:
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3. Once logged in, the “LWL Hub” console-based menu will be launched as shown below. Choose the
N option to configure the Network and hit Enter.

Network Config
Update Software Menu
Run LWL Console (old)
Database Utilities
Reboot Server

Shutdoum Server

Restart Web Services
Enable enhanced security
Quit

Your Choice? N_

4. You will be presented with the following screen. It will ask for information to configure the network
appliance. Enter Y to change the configuration of the appliance.

Hostname
DNS Name

DHCP

IP Address
Netmask
Gateway

DNS Server 1
DNS Server 2
DNS Server 3

I[Pvb Auto Config

IPv6 Address :
I[Pvb Subnet Prefix Length :
IPu6 Gateway :

14) Enable NTP
153 NTP SERVER

Do you want to change this configuration (Yes/No-Quit-#) 7 Y
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5. The appliance will then ask you a series of questions to configure the certain key items. It will ask
for:

Hostname (Must be a DNS Resolvable Fully Qualified Host Name)

DNS Name

DHCP (Y/N)

IP Address

Netmask

Default Gateway

DNS Server 1

DNS Server 2

DNS Server 3

IPv6 Auto Configure option

IPv6 Address

IPv6 Subnet Prefix Length

IPv6 Gateway

Enable NTP

NTP Server

AT T ST 0O Q0 T W

© >3

6. After you answer all the questions the appliance will display what you entered back to you for your
confirmation. If any item needs to be edited, simply enter the number of the item and the
appliance will prompt you to edit it as needed.

Hostname
DNS Mame

DHCP

IP Address
Netmask
Gateway

DNS Server 1
DNS Server 2
DNS Server 3

IPuvb Auto Comf ig

IPvb Address H
IPuvb Subnet Prefix Length :
IPuvb Gateway ;

14) Enable NTP
15) NTP SERUER

Do you want to save this configuration (Write-Edit-Abort- Quit-No-#) 7 W_

7. Once satisfied with your configuration settings, chose the W option to write and save these settings
permanently. The appliance will apply and save all the configuration settings and take you back to
the initial menu options.
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Using the Stratusphere Database Appliance (Optional)

Liguidware provides an optional Database appliance that can be used with Stratusphere. The Stratusphere Database
appliance is an external database and thus enhances performance and capacity for receiving reports from devices
deployed in your environment. As a rule of thumb, the Stratusphere Database appliance is used when more than
1,000 devices report back to the Stratusphere Hub using the default callback frequency of 60 minutes. However, if
you would like more frequent callbacks, we would recommend using the Database appliance even if you are using
fewer devices and have more than 1,000 callbacks per hour. Please visit our Support Portal for more
recommendations on when to use the Database appliance. We also have an online Stratusphere Sizing Guide on
our website to help you size your environment.

Installing the Database Appliance

Please follow the instructions given in the beginning for Installing the Stratusphere Appliances in your
virtual environment to assist you in installing the Stratusphere Database appliance.

Configuring the Stratusphere Database Appliance

Liguidware recommends hosting the Stratusphere Database appliance on the same virtual host, same
virtual switch, and same port group as the Stratusphere Hub appliance. This configuration will ensure the
fastest communication response time between the Hub and the Database for high performance and
scalability. Please ensure that there are significant CPU, memory, and |/O resources available on the host
as these are major server-class virtual machines.

After installing the Stratusphere Database appliance into your virtual environment, please:

e  assign 4 vCPUs or as stated in the online sizing tool,

e assign at least 8GB of Memory or as stated in the online sizing tool,

e set the required amount of disk space on all the disks as stated in the online sizing tool,

e and connect the NIC to the same virtual network switch and port group as the Stratusphere Hub.

To start the configuration of the Database appliance:

1. Power ON the Database appliance and go to the virtual machine console.

2. The Stratusphere Database Configuration Wizard will automatically start. The Database appliance
includes a wizard for configuring the database that will prompt for required information. If you
wish to use the default value for any setting you may do so by pressing the Enter key to move
directly to the next setting.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 67


https://www.liquidware.com/support
https://www.liquidware.com/products/stratusphere-sizing-guide

(You can use Commands: skip, blank, guit and default )

Hostname for this Database UM

1. Current value of Hostname:

Hostname for this UM (FODN) [

3. The wizard will ask for:

a.
b.

53T AT TSR oA

Current Value of Hostname: Please enter a DNS resolvable fully qualified host name.
Do you want to use DHCP (Y/N)? If you choose No, it will prompt for static IP address.
Liguidware recommends using static IP addresses.

What IP address do you want to use?

What Netmask do you want to use?

What is the default gateway?

What Primary DNS server do you want to use?

What Secondary DNS Server do you want to use?

What Tertiary DNS Server do you want to use?

Do you want to auto config IPv6? If you choose Yes, you will not have to set items 10-12.
What IPv6 Address do you want to use?

What is the IPv6 subnet prefix length?

What IPv6 gateway do you want to use?

Enable the NTP Time Server Service [Yes]?

What NTP Time Server do you want to use?

The following is an example of a completed configuration that the wizard displays after all settings

have been entered. Please note that names and IP addresses will vary according to your

environment.
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Hostname

DHCP

IF nddress
Netmask
Gateway

DNS Server 1
DNS Server 2
DNS Server 3

IPvb Auto Config

IPvb Address :
IPuvb Subnet Prefix Length :
IPvb Gateway :

13) Enable NTP
14) NTF SERVER

Do you want to =zave this configuration (WritesEdit-fAbort-Quit- No-#t) 7

4. TypeW or Write to save your configuration. You will finish with a screen showing the status of
your database.

Josephwin?322.atl. 1wl .corp
10.6.80.142

postgresql-9.6 (pid 6Y85) i= ruming...

13:83:88 ZA min, B A.88, B.688, B.88
16335968 738944 15597824 17792
8386556 A 8386556 474612

8.8 8.3 8.8 98.5 8.4 8.8 8.8 8.8

Root 897M (15:2) 5.1G (852)
Database 1M (1) 386G (39:2)

WEEIWd Login to Console (or press ENTER) LBl This Screen_
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Connecting the Hub and Database Appliances

To connect the Database appliance with the Hub:

Make sure both the Hub and Database appliances are powered ON.
2. Open an SSH session to the Database appliance.
Important Note: Liquidware recommends and for the purposes of these instructions assumes
usage of the PUTTY SSH Client while connecting to Stratusphere appliances. Depending on your
platform, use credentials such as:
friend (VMware vSphere, Citrix XenServer, Microsoft Hyper V, Nutanix Acropolis, etc.)
OR
ec2-user (Amazon AWS)
OR
az-user (Microsoft Azure) or similar when appliance was created
Use their respective passwords or SSH Keys (AWS & Azure) to log into the appliance. Then execute
the following command to open the Liquidware Database Appliance Menu utility:

» sudo 1wl

3. The LWL Database Appliance Menu appears as shown below. Choose option D to go to the
Database Utilities.

Network Config

Update Software Menu

Console 3tatus Screen

Database WM Utilities (Wizard-Join-More)

Restart PostgreSQL Server
Stop PostgreSQL Server
Change ROOT password
Change FRIEND password
Reboot 3erwver (init 6)
Shutdown Server (init 8)
Enable enhanced security

Quit

Please change the root password (optiom “r’)
Please change the password for user ’friend’ (option 'f£')

:34:44 - Your Choice? D
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4. Choose option J to join the Database appliance with the Hub appliance.

Upgrade Uersion 4 to Uersion 5 Walk-through
Join this DB to a HUB

Migrate DB from remote HUB-DB

Copy DB from remote HUB-DB

Get Configuration from a HUB

Put Configuration on a HUB

Clear Upgrade Wizard, let it run again
Setup encrypted database

Quit

Your Choice? J_

5. Type the IP address of the Hub you wish to connect to this Database and then press Enter. The
Database will test the connection with the Hub.

LWL Database Utility for Stratusphere-ProfileUnity HUB-DB
Copyright 2813, Liquidware Labs Inc.

This program will join this DATABASE to a remote HUB

Enter the IP of the remote HUB-/DB (g to quit): _
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6. Type yes to begin the copy of the Database.

LWL Database Utility for Stratusphere-ProfileUnity HUB-DB
Copyright 2813, Liquidware Labs Inc.

This program will join this DATABASE to a remote HUB

Enter the IP of the remote HUB-DB (g to guit): 18.4.86.141

Testing commection to HUB-DB 16.8.86.141
0K - Commection to remote HUB-DB

Testing user 'friend’ commection on localhost
OK - friend Password on localhost

Testing user 'friend’ commection at remote HUB-DE 18.8.86.141
OK - friend Password on remote HUB-DB

Testing ROOT commection to remote HUB.-DB
0K - ROOT Password

Shutting down LWL-Backend processes on remote HUB-DB
0K - LWL-Backend is shutdown
Checking localhost database

The database on this localhost UM contains no data.
Use the Database Copy to import data from another database.

If this is a new install, you need to copy the empty database
from the HUB you just configured. Answer ‘yes’ here.

Do you want me to run the Database Copy now (yes/nmol? yes_
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7. Then confirm the IP address of the Hub.

Do you want me to run the Database Copy now (yes-nol? yes
Rumning the Copy utility

LWL Database Utility for Stratusphere-ProfileUnity HUB-DB
Copyright 2813, Ligquidware Labs Inc.

Thi=z program will commect to a remote HUB-DATABASE and export all the data
to this local Database UM. The information from the remote database will be
inserted directly into this local Database.

This will cause no harm to the remote HUB-DB.

Enter the IP of the remote HUB-DB (q to quit): _

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 73



8. Type yes and then press Enter to allow the remote Hub to reboot.
Testing ROOT commection to remote HUB-DB
0K - ROOT Password

Getting table count from remote HUB Database
Table Count: 158

Shutting dowm LUWL-Backend processes on remote HUB-DB

Exporting the databases from remote HUB and importing locally

DB: portal ( At the end of the import indexes are created.
The time will increment but not the bytes copied. )
Z8 Megabytes Copied, Z Meg-3ec at B: 8
Copy is complete
Commection to 18.8.88.141 closed.
OK - Exported database

Getting table count from local Database
mesy: sdevsttyZ: Operation not permitted
mesy: sdevsttyZ: Operation not permitted
Table Couwt: 158
0K - Database counts match
Updating CONF file on remote Hub
OK - CONF file updated

Putting back old HUB files on new HUB
Shutting down LWL-Backend processes on remote HUB-DB
stdin: is not a tty

stdin: is not a tty
Deleting activation files on Hub and ruming Brand-nAll

Join is complete, is it OK to reboot the remote HUB now (yes-nol? yes

9. The Stratusphere Hub appliance will reboot. On the Stratusphere Database appliance, you may
press Enter to complete the connection.
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Verifying the Configuration

The Stratusphere Database appliance is now configured and connected to the Stratusphere Hub. Please
verify the configuration by following these steps:

1. Once the Stratusphere Hub appliance has completed rebooting, you may log in to the Hub web
interface to continue the configuration process using the Hub IP address and the following
credentials:

a. user name = ssadmin
b. password = sspassword (Note: For AWS, use your VM Instance ID for the password.)

2. Navigate to the Hub Administration > Data Retention > Status tab and verify the Database IP and

free space available matches the newly configured Stratusphere Database appliance.
qu}licgmgg Adminitration v Brin Help ¥ Log out

Hub Administration Collector Administration Inventory Event Log Licensing
Qverview Configuration | Data Retention | Connector ID Keys WM Directories Directories Upgrades

|| Status | Settings

Database IP: 10.51.0.57
Current file system used: 44.78 GB (24 days)
Current file system free: 18.09 GB (76% full)
Last auto-delete: May 11, 2020 4:35:18 PM EDT

No archived reports deleted outside retention
period, No audit data deleted outside retention
period, 1 days of audit data deleted, 0 archived
reports deleted to maintain minimum required
disk space.

The database transfer and restore procedure is now complete. If you see any other messages or errors,
please submit a request on the Liquidware Customer Support Portal to contact our Support Team.

Note: If you are adding a Database appliance to an existing Stratusphere Hub
installation where Collectors were deployed before the database was

installed, you will need to re-register the Collector appliances to send data to
the new Database instead of the Hub. Please
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Reviewing Operations at a Glance with the Administration

Overview

After logging in to the Stratusphere Hub Administration module, the display defaults to the Overview tab. The
Overview tab displays several different dashboards that relay operational and communication information.
Administrators can see at a glance how many machines and users are calling back to the Hub, how much space is
remaining for the database, and monitor event logs and alerts. Clicking on the information icon in the upper right
corner will give you a specific description for each dashboard.

I Administration ¥ Print Help v LogOut
'q} S!rarusphere’

Hub Administration Collector Administration Inventory Event Log Licensing

J Overview |  Configuration Data Retention Connector ID Keys VM Directories Directories Upgrades

Details B Rollups Last 30 Days

150 \
@) show all
100
0
Apr 14 Apr 16 Apr 18 Apr 20 Apr 22 Apr 24 Apr 26 Apr 28 Apr 30 May 04 May 06 May 08 May 10 May 12
Today
Observed Machines i) Observed Users (i} Consumed Database Space (i} Pending CID Key Uploads (i}

R
0 - 0 uploads pending
3%/ 420 (Uniimited) ‘ Event Log
/' The Event Log chart displays a breakout of Informational, Warning, and Error log types for the

in the legend to the right of the chart. For more detail, navigate to the Event Log tab

T

] M Error 18 W Network 54
B Completed 4

Warning 377 Machine 286
Empty 5

M Infermational 226 W Report 4

Pending Database Inserts [:] Event Lo
g i 8 ‘ Stratusphere Hub appliance. Individual log category types can be hidden by clicking on the name

2 Queued Reports

Completed: 4 | Empty: 5

Network: 54 | Machine: 286 | ...

S S Emor 16 Wamirg: 377 | Ino...

To start populating these dashboards for new Stratusphere installations, continue reading to learn how to configure
Stratusphere to collect information on your environment.
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Configuring Data Retention Settings

Administrators can setup policies to decide how much information from the environment to keep and how long to
keep it. Earlier, if you opted to use the database appliance, you will remember that we used the Hub Administration

> Data Retention > Status tab to verify that the Stratusphere Database appliance was connected to the Stratusphere
Hub appliance.

Use the Hub Administration > Data Retention > Settings tab to customize your data retention policies. Additional
help text to show the period and storage size of the data retained can be found below each threshold text box.

Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration | Data Retention | Connector ID Keys VM Directories Directories Upgrades

Audit Data Administration
Status | Settings |

Retention & Roll-up thresholds
Retention threshold: Please choose the number of days to retain CID Key callback and network collector data. Please note that detail data saved beyond your settings below will be automatically deleted at the top of
each hour.
Retain Stratusphere CID Key Detail for: gp day(s)
From 09/01/18 to 09/17/18, 17 days, using, 21 G
Retain archived reports for: 0 day(s)

0 days = No auto-delete.

Retention threshold of roll-up data: For faster Stratusphere performance and historical data retention, Liquidware recommends enabling and maintaining summarized metrics. For each roll-up period enabled,
please choose the retention period desired. Please note that rolled-up data beyond each retention setting below will be automatically deleted at the top of each hour. It is also important not to change the time zone once
configured. (Rolled-up data is created for the time zone configured on the Hub Administration > Configuration page. Changes made here will result in a loss of lenger-term rolled-up infarmation.)

Enable daily roll-up data: ¥/ Retain for: |180 day(s)
From 03/21/18 to 09/17/18, 181 days, using, 13 G

Space threshold (supersedes retention threshold)

The space threshold is provided as a secondary safeguard from filling up the database filesystem overriding the Retention threshold of detail data above. Stratusphere checks filesystem space at the top of each hour. If
the filesystem exceeds the threshold below, Stratusphere deletes the oldest CID Key callback detail & network data until the space used falls below 5% of the threshold, regardless of the Retention threshold of detail
data above. The roll-up data is left untouched to preserve historical information.
Current filesystem: 74% Full
=Auto-delete threshold: 80 % Full

Set this field between 50% and 80%.

Save Settings
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Setting Up Machine and User Groups

Now that you have completed the initial installation and settings for the Stratusphere Hub and are logged into the
Hub Administration module, consider whether you want to define any user groups or machine groups. You may
choose to setup groups if you have distinct sets of users or desktops that you want to analyze separately. These
groups do not need to be setup initially. However, if you set them up from the beginning, you can immediately use
the groups as you proceed through later steps. Groups can be useful for production assessments, especially in larger
environments, but are completely optional.

Machine groups can be used to group desktops for assessment, for example by location or by department. To define
machine groups:

1. Go to Inventory > Machines and select Groups.

|lqdedre Administration ¥ Print Help LogOut
Y Stratusphere
Hub Adminisiration Collector Administration Inventory
| Machines | Users icati Subnets.
Machines Page 1 of 47 < Prev Next >

View: Individual Machine

2. Click the New button.

|lqy|%iwqre Administration ¥ Print Help Log Out
tratusphere’

Hub Administration  Collector Administration [0 0 c1#] Eventlog  Licensing
| Machines | Users  Applications  Subnets

Machine Groups Page 1 of 8 < Prev Next >

@ View: Individual Machines | Groups  |Quick Search
u

‘ (0] XenDesktops 0 members SE.lwl.corp Sep 16, 2017 10:52:09 AM EDT

‘ (m] XenApp-RDSH 25 members SE.lwl.corp Sep 16, 2017 10:52:11 AM EDT

‘ o Xen 0 members SE.lwl.corp Sep 16, 2017 10:52:09 AM EDT

‘ O Win7-reg 2 members. SE.lwl.corp May 30, 2018 10:52:18 AM EDT

3. Enter your new machine group name and description.
quuidwclre‘ Administration ¥ Print | Help  Log Out
) Strausphere

Hub Administration Collector Administration Tnventory Event Log Licensing
.| Machines | Users licati Subnets

Create Machine Group

*Mame: [Finance and A

Notes: | These machines belong te our Accounting department.

‘b Smart Group Properties

Save Machine Group

4. As an optional step, expand the Smart Group Properties and choose the categories that apply to the new
machine group. Stratusphere will populate groups for you based on the Smart Group properties chosen.
For example, if the new machine group contains physical desktops running Windows, Stratusphere will
automatically add that new machine group to a Physical Machines Smart Group, a Desktop Smart Group,
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and a Windows Smart Group when it is created. Please note that drop-down options for each Smart Group

Property is populated based on what CID Keys report back from the environment to the Hub.

¥ Smart Group Properties

Machine Type:

Chassis:

Machine Name:

Machine Model:

Machine Make:

Operating System
Platform:

Operating System:

Operating System Build:

Connector ID Version:

VM Directory:

1P Address:

Remote IP Address:

Server Role:

Physical v

Use this option to create a Smart Group based on machine type

Use this option to create a Smart Group based on chassis type

Use this option to create a Smart Group based on machine names. List should be comma-separated and may include the "*" (wildcard) and "?" (for
single character pattern matching). To exclude a name from matching, prefix the pattern with a "-" (minus).

Use this option to create a Smart Group based on machine models. List should be comma-separated and may indude the "*" (wildcard) and "?" (for
single character pattern matching). To exclude a model from matching, prefix the pattern with a "-" (minus).

[Gigabyte Technology Co., Ltd. N
Dell Inc

WYSE

Supermicro

Gaoogle

Intel Corporation -

Use this option to create a Smart Group based on machine make. You may CTRL-select to create a group with multiple machine makes.

| Windows v
Use this option to create a Smart Group based on operating system platform

&
Mac OS X Release 10.14.6 (Build 13G&7) Mojave
Mac OS X Release 10.14.6 (Build 18G95) Mojave
Mac OS X Release 10.15.4 (Build 19E287) Catalina
Microsoft Windows 10 Education

Microsoft Windows 10 Enterprise

Micra 10 Fntarnrisa 2015 | TSR

Use this option to create a Smart Group based on Operating System. You may CTRL-select to create a group with multiple Operating System versions.

1607 -
1709
1803
1809
1903
1909 ~
Use this option to create a Smart Group based on Operating System build. You may CTRL-select to create a group with multiple Operating System
builds.

Advanced 64b 6.91-1 ~
Standard 5.8.7-6
Standard 6.0.0-3
Standard 6.0.0-5
Standard 6.0.1-1
Standard 6.0.1-5 -
Use this option to create a Smart Group based on Connector ID Version. You may CTRL-select to create a group with multiple Connector ID versions.

LWLDemoCenter - Peak -
New vCenter

SE Iwl.corp -
Use this option to create a Smart Group based on VM Directory membership. You may CTRL-select to create a group with multiple VM Directory
names.

Use this option to create a Smart Group based on machine IP addresses. List should be comma-separated and should only include valid network CIDR
formats, for example: 192.168.1.151/32, 192.168.1.0/24, 192.168.0/16. To exclude, prefix the pattern with a "-" (minus) for example:
-192.168.1.0/24.

Use this option to create a Smart Group for grouping machines based on the IP address of it's remote display based thin dlient. List should be comma-
separated and should only include valid network CIDR formats, for example: 192.168.1.151/32, 192.168.1.0/24, 192.168.0/16. To exclude, prefix the
pattern with a "-" (minus) for example: -192.168.1.0/24.

NET Environment N
NET Extensibility

NET Extensibility 4.5

NET Extensibility 4 6

NET Extensibility 4.7

NET Framework 3.5 (includes .NET 2.0 and 3.0) -
Use this option to create a Smart Group based on reported server roles. You may CTRL-select to create a group with multiple role names.

Save Machine Group

Click the Save Machine Group button to create the new machine group.
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User groups can similarly be created by hand:

1. Goto Inventory > Users and select Groups.
Administration ¥ Print Help ¥ Log Out

|ICI)UIMEE‘

Hub Administration Collector Administration i 1
B e T —
Page 1 of 64 < Prev Next >

Users
View: Individual

2. Click on the New button.

Administration ¥ Print Help = Log Out

liqidware

Hub Administration Collector Administration

| Madines | Users | Applicatons  Subneis
Page 1 of 8 < Prev Next >

User Groups
(Crien Dimportamers | View: Indvidusl Users | Groups [Search |
-
‘ ] (App) VLT Iwl.corp 1 members MNov 30, 2017 6:00:03 PM EST
‘ [ (Apps) Oxygen Iwl.corp 10 members ul 9, 2017 6:55:02 PM EDT

3. Enter your new user group name and click on Save Group.

Administration ¥ Print Help Log Out

|lq&..ll%£§

Hub Administration Collector Administration
| Mdines | users | Appliatons_ subnets

Create User Group

*Name: ‘Malh Department User Group

Domain: Local Directory

Page 80
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Instead of adding a new Machine or User Group one at a time, groups can also be imported. Group import files must
have a CSV or TXT file extension. In addition, any machines or users listed under each group must already exist in
the Stratusphere inventory in order to be organized into a group. If the machine or user has not previously been
cataloged in the inventory, then it will not be added to the group. Creating groups can be done at any time, but
adding members via import files should be done after the Stratusphere CID Keys are reporting data back to the
Stratusphere Hub. To import groups:

1. Go to Inventory > Machines or Inventory > Users and select Groups.
2. Click on the Import Members button instead of the New button.
quuidware’ Administration ¥ Print Help | Log Out

U Stratusphere

Hub Administration Collector Administration Inventory
| Machines | Users licati Subnets

Machine Groups Page 10f 8 < Prev Next

(N View: Indiicus| Machines | Groups |

u
‘ o XenDesktops 0 members SE.lwl.corp Sep 16, 2017 10:52:09 AM EDT
‘ (m] XenApp-RDSH 25 members SE.Iwl.corp Sep 16, 2017 10:52:11 AM EDT
‘ o Xen 0 members SE.Iwl.corp Sep 16, 2017 10:52:09 AM EDT
‘ (] Win7-reg 2 members SE.lwl.corp May 30, 2018 10:52:18 AM EDT

3. Click on Choose File to select the CSV or TXT file containing your machine or user groups.

Select | Choose File | No file chosen

File: <groupl-name>,<memberl-name>;<member2-name:;.. <memberN-name:>;
<group2-name:=,<memberl-name=; <member2-name=; _<memberN-name:;

impot

T

or example, here is a sample import file with groups that have multiple, one, or no machines:

ARATestGroupl,atl-11549;zinfandel ;XF Master 20107
AAATestGroup2,atl-11552;
AAATestEroup3, ;

4. Click on the Import button.

W= L [
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With user groups, you also have the choice to import groups from your Active Directory using LDAP or from a file.
To import user groups from a file:

1. Go to Hub Administration > Directories and select the Import From CSV File tab from under the Local
Directory (Policy Center). Information on the file formats for user groups and users can be found there.

2. Click on Choose File next to Groups to select the CSV file containing your user groups.

3. Click the Import button.

|'qy|gm£g Administration ¥ Print Help  Log Out

Hub Administration Collector Administration Inventory  Eventlog Licensing
Overview  Configuration  DataRetention  Connector IDKeys VM Directories | Directories | Upgrades

Directories

New Directory | Click the directaries below for more options.

Status Auto-Registration ‘ Impert From CSV File i
Groups file (Csv): | Choose File | No file chosen

Group file format
Each line of file has the following format:
[group-name], [user-name1;user-name2;...; user-namen]

Users file (CSV): No file chosen
User file format
Each line of file has the following format:
[user-name], [role(user or administrator)], femail-address], [active(true o false)],[group-name1;... ;group-nameN]

Collector Policies: || Update policies on Collectors after import
Mote: Policies will not be updated if the administrator has made any changes since the |ast update
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Using Stratusphere Collectors with UX (Recommended)

In Stratusphere 6.0, Liquidware introduced Stratusphere Collector appliances — a rebranded, and enhanced version
of the older Stratusphere Network Stations. In addition to the existing functionality of the Stratusphere Network
Stations of monitoring network connection traffic, the Stratusphere Collector appliances now also serve as a
collection point for CID Key data. Previously, this functionality was only available within the Stratusphere Hub, but
now has been extended to the Collector appliances as well. The Collector appliances serve in the following roles:

1. CID Key Collector: In this role, the Collector appliances are configured to serve as collection points for the
CID Key to upload its metrics every callback interval. When the CID Keys register with the Stratusphere Hub,
and if CID Key Collectors are available, the Stratusphere Hub gives a list of CID Key Collectors for the CID
Key to upload its data every callback. The CID Key randomly chooses one CID Key Collector from this list to
start, and then round robins its way through the entire list. The Collectors thus provide a highly available,
and scalable architecture for data collection. When the CID Key Collectors receive data from a CID Key, they
sanity check it for errors, and then save it to their internal disk-based queue. The Collector then removes
the data from the queue, processes it, validates it, and then directly inserts it into the Stratusphere
Database. It bypasses the Hub completely thus relieving the load on the Hub to basically do Ul, Reports,
and API handling. The current architecture supports up to 10 Stratusphere CID Key Collectors directly
inserting data into the Database.

2. Network Collector: In this role, the Collector appliances are configured, like erstwhile Network Stations, to
capture details on network traffic, bandwidth, latency, and server response times for your virtual desktops.
To monitor or sniff network traffic of virtual desktops and servers, Network Collectors are deployed on each
individual hypervisor hosts. They must be connected to a promiscuous port group (mirror port) on the host
virtual switch. One Network Collector can monitor all the network traffic on an individual virtual switch on
a single host. Once a Network Collector is installed and configured, it will automatically register with the
Stratusphere Hub. The Network Collectors do not have their own browser user interface; however, they
are configured via the console and the details of what traffic is to be monitored are set within the
Stratusphere Hub Web Ul’s Administration section, under the Collector Administration tab. The Network
Collector still monitors network traffic on a virtual switch and uploads this data to the Stratusphere Hub,
which in turn inserts it into the Stratusphere Database. Since the Network Collector still uploads data
collected to the Stratusphere Hub, more than 10 Network Collectors can be deployed with no change in
settings.

3. Dual CID Key & Network Collector: In this role, the Collector appliances are configured to perform dual role
of a CID Key & Network Collector in a single appliance. The CID Key data collected is directly inserted into
the database whereas the Network data collected is uploaded to the Hub which in turn is inserted into the
database.

Note: Network Collectors are meant to be used with Stratusphere UX and not

Stratusphere FIT.
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Host Configuration Changes for CID Collectors

The Stratusphere CID Key Collector appliances can be deployed right out of the box with no configuration
changes required on the hypervisor hosts.

Host Configuration Changes for Network Collectors

The Stratusphere Network Collector needs some configuration changes on the host to monitor or sniff
network traffic. The Network Collector requires 2 NICs. NIC 1 is the management port that will accept the
static IP address of the appliance and NIC 2 is the promiscuous NIC that will be used to monitor network
connections. The sections below describe how to configure the promiscuous port in VMware or XenServer
oron a Cisco Nexus 1000v switch. The steps to configure a Network Collector are similar to the Stratusphere
Hub. However, during the configuration, the Network Collector will prompt the user for information
regarding the Stratusphere Hub’s address and administrative credentials.

The summary of steps to install a Network Collector is:

- Configure a promiscuous port on the target virtual host(s) as described below

- Import the OVF or XVA (Download from Liquidware)

- Connect the second port of the Network Collector to the promiscuous port

- Power on the Network Collector

- Click into the console, specifying the Collector’s network connection information and specifying
the connection information to connect to the Stratusphere Hub

To enable detailed network performance monitoring, the Network Collector virtual appliance has a
second port that must be connected to a promiscuous port group on your virtual host network switch
allowing it to monitor the network packets that are traveling to and from each of the virtual desktops.
Configuring the Collector’s second network connection for promiscuous mode will not affect any other
VMs on the Host. Please follow the instructions that apply for your environment.
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Configuring Network Monitoring on a VMware Standard Virtual Switch

Here are the steps to configure a VMware standard virtual switch:

1. To configure the virtual switch on a target host for VMware, open the VMware Infrastructure (VI)
Client for the target host, select the Host and go to Configuration > Networking and click on the

Properties link.

[ cesxws. tntatl.internal - ¥Mware Infrastructure Client

File Edit Wiew Inventory Administration Plugins Help

& Kl

Inventany Adminiztration

« » o @&

= [E | cESkwms.kntatl.inkernal
5 JaDevHuh
G PC-PEURRuE4
(03 stratusphere_hub
(3 wEirtRepart
G vDKLoL
£ vDkhare
G wIalexander
& wTRahrer

cESXws.tntatlinternal YMware ESX Server 3i, 3.5.0, 110271

Configuration

Metworking

Wirtual Switch: vSwitchO Remove., | Propertie:

Wirtual Machine Port Group
Stratusphers Monitar
Bl 2 wirtual machine(s) | WLARN ID Al

JaDevHub
stratusphere_hub

Physical Adapters
E@ vronico 1000 Ful | 3

.

Wirtual Machine Part Group
+ 10.10.2.x
B 3 wirtual machines) | VLaN ID 202

wEirtReport

JaDevHub
stratusphere_hub
Wirtual Machine Port Group

Y 1005
=l 5 wirtual machines) | YLAM ID S

PC-PEURRx64
wDkhare
wTRaohrer
wDK101

BEoE @ gBE P & @

2. Set all existing production port groups on the virtual switch to Reject for Promiscuous Mode.
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3. Now edit the virtual switch itself and set it to Accept for Promiscuous Mode.

% vSwitcho Properties

Fartz l Metwork Adapters ]
wSwitch Properties Y
Configuration Surnmary =
weitch TF Forts Mumber of Parts: 153
Stratusphere Monitor Yirtual Machine ...
@ 10.10.2x Virtual Machine ... Default Palicies
® 105z Wirtual Machine ... )
i YM Metwork. Wirkual Machine ... Securit
g Management Metwork, Whlotion and IP ... Promiscucus Maode: Accep
MAC Address Changes: Accept
Farged Transmits: Accept
Traffic Shaping
Average Bandwidth: A
Peak Bandwidth: NiA
Burst Size: A
Failover and Load Balancing
Load Balancing: Port ID
Mebwork Failure Detection: Link Skatus only
Mokify Switches: es
Failback: Yes
m Active Adapkers: wmnicd B
Add. . Edit. . | | Standby Adapters: Mone a
""‘""-\-._.-"" —
Close Help

4. Now add a new Port Group and it will inherit the Accept for Promiscuous Mode from the virtual
switch. If there are multiple VLANs on this switch and you want to monitor only one, provide that
VLAN ID while configuring this promiscuous port group. If you want to monitor all the VLANs on
this virtual switch, then set the VLAN ID to 4095. It will provide this promiscuous port group with
network connections across all VLANs on that switch.

fSwitc hQ Propertie L]

Ports ] Metwork Adapters ]

Configuration Summary
It vswitch 56 Parts

Stratusphere Monibor — Wirtual MacEiEE__"D. General  Security | Traffic Shaping | MIC Tearming ]
|%ID.ID. k3 wrtoal Machine . Pty Ermepits

® 1005 Wirtual Machine ...
g WM Metwork Yirtual Machine ...

Managerment Netwa... YMation and IP ...

Promiscuous Mode:

Forged Transmits:

Once your virtual switch is configured, you are ready to download and install the Network Collector Virtual
appliance onto your VMware host.
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Configuring Network Monitoring on a VMware Distributed Switch
Here are steps to create a promiscuous port group on VMware Virtual Distributed Switch:

1. Inside the vSphere Client, right click on the name of your distributed switch and select New Port
Group to add a new port g group to the virtual distributed switch.
| ——

— —— T — ——
@ vsphere.tntga.com - \rSphere Cllent
e — e — . e—— o W o o ti— S o
File Edit View Inventory Administration Plug-ins Help
ﬁ E |Q Home b gf Inventory b 2 Networking | &) | Search
+  E
D |
B @ phere.tnl‘qa.oon‘l vsphere.tntga.com VMware vlenter Server, 4.0.0, 208111
QA
g % VDI ez iB= Gy e Datacenters | Virtual Machines ' Hosts | Metworks | Tasks & Events ' Alarms | Pg
T ® 10.10.2x
£ 10103x What is the Networks view?
9 l'.J-IU-ﬁ.-X o ) . _ . vNetwork Distribu
1§ Cisco Pix This view displays the set of networking objects available
® Pro10.10.2x on vCenter. Using the Networking view, you can create Rretgoups =
8 Pro10.10.3x and manage networking with vietwork Distributed =
$ Pro10.10.6x Switches and view networking with Standard Switches
2. Pro AllVLAN configuration. M=
=N L VN&@ [§ e—
gl Add Host.. Ctrl+H types of network architecture. -
g & New Port Group... rk Distributed Switches manages
. wNetwork Standar
@& Edit Settings... st networking at the datacenter
: : Part
Migrste Virtual Machine Networking... with Standard Switches manages it groups
st networking at the host level. @
Alarm ] -
e T
1 Remove
Recent Tasks Rename
Name | Target Status | Details | Initiated by | vCenter Server Requested St
o“ 1 |
& Tasks @ Alarms | |License Pericd: 662 days rer
R

2. Give the port group an appropriate name such as “Monitor” or “dvPortGroupPro”. You can leave
the default Number of Ports at 128 or reduce it to the number of hosts you have this distributed
switch on in the cluster. Select the VLAN Trunking option for VLAN Type and enter 0-4094 for
the VLAN trunk range to get all VLAN traffic or you can be more specific based on VLANs you
want to monitor.

i ™
{5 Create Distributed Virtual Port Group = | B ]

Properties
How do you want to identify this network?

Properties —Properties
Ready to Complete Mame: IvaortGroupPro
Mumber of Ports: 24 z
VLAN type: I\"LAN Trunking ;I
VLAN trunk range: (e.g. 1-4,10-21)
jo-4094)
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3. Once created, right click the port group name and select Edit Settings... for the new port group.
Virtual Machines .| Hosts .| i

= B J| Getting Started

8 10.10.2.x

@ 10.10.3.x

10.10.6.x

Cisco Pix

Pro 10.10.2.x

Pro 10.10.3.x

Pro 10.10.6,x

9 ProalvLan

=i dvSwitch
B dvSwitch-DYUplinks-
&, dvPortGroup

Pt

&
&
&
=
!

Alarm >

[ it settings..

Delete

. Surmary - Ports |

What is a distributed virtual port group?

this distributed virtual port group

A distributed virtual port group is a port group associated
with a vNetwork Distributed Switch and specifies port

configuration options for each member port. Distributed
virtual port groups define how a connection is made
through the vNetwork Distributed Switch to the network.

4. Navigate to Policies > Security and change the Promiscuous Mode to Accept.

=101 |

f;r dvPortGroupPro Settings
— Policies
General

ici Security

Promiscuous Mode: v
Traffic Shaping |Accept
VLAN ' MAC Address Changes: _
Teaming and Failover Reject
Miscellaneous Forged Transmits: Accept -

Advanced

5. Now Navigate to Advanced and click on Edit Override Settings... Click on Yes to allow overrides

for Block Port and Security Policy.

(v dvPortGroupPro Settings _.I_’- = 2y
eerioral Advanced
Policies vV override port policies Edit Override Settings...
Security x 5
Traffic Shaping I Live port moving
YLAN —
Miscellaneo
Advanced Select individual port setting overrides.
— Override Settings
Settings Overrides Allowed?
Block Port: @ ves  No
Traffic Shaping:  Yes & No
Vendor Configuration:  Yes % No
YLAN: " Yes ' No
DYUplink Teaming:  Yes ¢ No
Security Policy: @ ves  No
Help I (1] I Cancel
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6. The promiscuous port group will now be available on each host that has this virtual distributed
switch. Configure a Network Collector on each Host and connect its Network Adaptor 1 to a port
group with a static IP that can communicate with the Stratusphere Hub and connect the Network
Adaptor 2 to this newly created promiscuous port group.
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Configuring Network Monitoring on Citrix XenServer

For XenServer, the first step is to access the console for the XenServer host. Click on the Host in the

XenCenter Client and open the console.

X XenCenter,

File  view Pool Serwer WM Storage  Templates  Tools  Window  Help

Mew ¥M @ Shut Dawn ﬁ; Rebaot

OBack - E ‘%Add MNew Server ff_ Mew Pool = MNew Storage [T

EE&

Mo System Alerts

= &9

Search | General | Storage | Metwork | MICs | Conscle | performance | Logs

=1 Local storage
@ Local Storage
=1 Removable storage

Shove: | Server Yiew . Logged in as:

g labxs01 server console
= DVD drives

~

Send Chri-lk-Del O seale | 571 Undock (alt+Shift+1) l

Fullscreen (Ctri+Alk)

In the XenServer console, you will need to perform the following steps. For each step, you can use the —
1list command to find the appropriate target and the appropriate UUID, and at the end of each step you
can use the -param-1ist command to see that the changes were saved. Also note that the XenServer
console will auto complete the UUIDs if you type in the first 3 characters and then press the Tab key.

At the console command line, perform the following steps:

1. Modify the promiscuous setting for the virtual host:
xe vif-list vm-name-label=station_monitor

xe vif-param-set uuid=<uuid-of-vif> other-
config:promiscuous="true”

xe vif-param-list uuid=<uuid-of-vif>
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2.

3.

X XenCenter

File

O Back -

Modify the promiscuous setting for the server’s physical interface:
xe pif-list network-name-label=ethl

xe pif-param-set uuid=<uuid-of-pif> other-
config:promiscuous="true”

xe pif-param-list uuid=<uuid-of-pif>

Modify the promiscuous setting for the host virtual network switch:
xe network-list name-label=Pool-wide network associated

with ethl

xe network-param-set uuid=<uuid-of-network> other-
config:promiscuous="true”

xe network-param-list uuid=<uuid-of-network>

==
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The Network Collector virtual appliance is now ready to be configured.
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Configuring Network Monitoring on a Cisco Nexus 1000v Switch

Before making any changes, make a backup of the current configuration of the Cisco Nexus 1000v switch.
Then, using administrative credentials, log into the Nexus 1000v console. Enter the following commands to
configure the switch to sniff traffic in promiscuous mode. VLAN numbers are fictional in these instructions
and should be substituted with actual VLAN numbers that host VDI traffic to be sniffed.

1. Create a new dummy VLAN to span traffic to:
nexus_switch(config)# vlan 3333
nexus_switch (config-vlan)# name MONITOR

2. Create new Port Profile that leverages the new dummy MONITOR VLAN
nexus_switch (config) # port-profile type vethernet VM-
MONITOR-VLAN3333
nexus_switch (config-port-prof)# vmware port-group
nexus_switch (config-port-prof)# switchport mode access
nexus_switch (config-port-prof)# switchport access vlan 3333
nexus_switch (config-port-prof)# no shut
nexus_switch (config-port-prof)# state enabled

3. Setup Monitor Session. Within this monitor session, we will assign the source VLAN that contains
all the VDI network traffic to be monitored and provide the MONITOR port profile as the
destination to where it should be sent. The Stratusphere Network Collector will be connected to
the Monitor port profile to sniff this traffic.

nexus_switch (config)# monitor session 10

4. Provide the source VLAN that contains the VDI network traffic to be monitored. In this example,
we are using a fictional VLAN 3244 as the source VLAN that contains VDI traffic. The rx is the receive
source specified to forward traffic that enters this VLAN. Use tx for transmit source for traffic
leaving the VLAN.

nexus_switch (config-monitor) # source vlan 3244 rx

5. Send this collected traffic to the MONITOR port profile
nexus_switch(config-monitor)# destination port-profile VM-
MONITOR-VLAN3333

6. Configure the monitor session so that it is running persistently
nexus_switch (config-monitor) # no shut

7. Save this configuration on the Nexus 1000v switch so that it persists beyond reboots. For any
additional details please refer to Cisco’s website for configuration and troubleshooting the Nexus
1000v switch.

8. Download the Stratusphere Network Collector as usual. The Network Collector has 2 NICs. NIC 1 is
the management port that communicates with the Stratusphere Hub and requires a static IP
address. NIC 2 is used for sniffing network traffic and it needs to be connected to newly created
MONITOR VLAN port profile on the Nexus 1000v.
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Installing a CID, Network, or Dual Role Collector

Please follow the instructions given in the beginning for Installing the Stratusphere Appliances in your
virtual environment to assist you in installing a Stratusphere Collector appliance. The installation process is
the same for CID, Network, and Dual Role Collectors.

Configure a Stratusphere Collector using the Console

The Stratusphere Collector has two network adaptors. NIC #1 is the management port and receives the
static IP address to communicate over the network to the Stratusphere Hub. NIC #2 is the promiscuous port
that plugs into the new port group created in the sections above. It sniffs the traffic of this NIC and sends
the data to the Stratusphere Hub over the management port. Once the Network Collector is downloaded
from the Liquidware site, to configure these NICs, right click on the Network Collector appliance and select
Edit Settings. Select the appropriate Network Connection labels and assign them to each NIC.

If installing a CID Key Collector, ignore or disregard the Network adapter 2 as it will not be used. If installing
a Network Collector or Dual Role Collector, the second network adapter is required.

F |
(&) TrainingStationd.7.1 - Virtual Machine Properties e
Hardware ] Options ] Resources Virtual Machine Version: 4
Device Status
™ Show Al Devices Add... Remove r
Hardware Summary ¥ Connect at power on
Bl Memory 512 MB
@ crus ) Adapter Type
Q Viden card Videa card Current adapter: Flexible
£ co/ovDDrive 1 COROM 0
EF Network adapter 1 (edite... VM Network SeliliEE
B9 Network adapter 2 (edite... VM Network Pro 00: 50: 56:b6:00:b0
e SCSI controller 0 LSI LogicParallel {* Automatic ™~ Manual
= Hard disk1 Wirtual Disk
= Hard disk2 Wirtual Disk MNetwork Connection
I Network [abel:
WM Metwark Pro -

Help oK Cancel |

A
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Once configured, power ON the appliance and open the console to the appliance. The machine boot
sequence will be visible within the console. After it finishes booting, it will prompt the user to configure the
appliance as shown below.

(You can use Commands: <skip, blank, quit and default )

Hostname for this Collector UM

1. Current value of Hostname:

Hostname for this UM (FDN) [

The user needs to have the following ready items ready to configure the Collector:

1. Hostname: Please enter a DNS resolvable fully qualified host name. The Hub should be able to
resolve this fully qualified host name to the IP Address. Also, if this is a CID Key Collector, CID
Keys need to be able to resolve this DNS host name as well.

2. Static IP Address

3. Network Mask

4. Default Gateway IP Address

5. DNS Servers

6. NTP Enable and Servers

7. Stratusphere Hub’s IP Address

8. Administrative credentials on the Stratusphere Hub: ssadmin/sspassword

9. Data Collected [cid/network/both]: Type cid for CID Key only, network for Network only, or both

10. Collector Inline [yes/no]: Type no

11. Enforcement or Monitor [enforce/monitor]: Type monitor
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. Current value of Enable NTP:

Enable the NTP Time Server Service [

. Current value of NTP SERVER:

What NTP Time Server do you want to use [

Stratusphere Link

. Current value of HUB Address:

U=e which Stratusphere HUB [ 17 18.8.88.158

. Current value of HUB User:

HUB admin account [17 ssadmin

. Current value of HUB Pass:

HUB admin password [17 sspassword

Collector Monitoring Options

. Current value of Data Collected:

Type of data collected (network- cid-both) [

Hostname

IP Address
Netmask
Gateway

DNS Server 1
DNS Server 2
DNS Server 3

Enable NTP
NTP SERUER

HUB Address
HUB User
HUB Pass

Data Collected
Collector Inline

Enforcement or Monitor :

Do you want to save this configuration (Write/Edit/Abort/Quit/No/#) 7?

Once the user is satisfied with the configuration and types W and saves the configuration above, the
Collector will save these settings, configure itself on the network and then register with the Stratusphere
Hub. Once registered it will give a brief status message. The Collector will now show up under the
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Stratusphere Hub’s Web Ul Administration product under the Collector Administration tab. It can be
managed from the Hub’s Web Ul from that point forward.
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Collector Administration

The Collector Administration > Collectors tab provides a list of all Collectors in the installation. It includes the
Stratusphere Hub that has a Network Data Collector and CID Key Callback Data Collector embedded by default.
Standalone Collectors can be configured to collect following data types:

1. CID Key Callback data
2. Network data based on policies
3. Both types of information.

The Collectors tab is used to display and manage each Collector’s properties and status. Collectors can be added to
different Collector Groups, upgraded from the Ul, and can also be selected to re-register themselves in certain cases.

Viewing Collector Status and Properties

Go to the Collector Administration tab to see the list of deployed collectors and perform management
functions. From the list screen you can view status. To view details, select a collector and click on the View
Properties button above.

quuidwore' Administration v Print Help| Log Out

) Strawsphere .
Hub Administration Collector Administration Inventory Event Log Licensing

| Collectors | Network Collector Policies Policy Restore Time Windows Service Levels
Collectors Page 1 of 1 < Prev Next >
| New | Selecteq(1: [ View Properties Re-register Unselect View: Individual Collectors | Groups
Sep 15, 2017 WARN
11:48:02AM EDT | 11:45:02 AM EDT
[ athncvsiz ATL Collectors sevs02.se.wl.com 10.08052  Network ﬁ:hé:”'ug'ﬁm e e 45_;'00AM ot ;:eshofgé e
Feb 20, 2018 Sep 15, 2017 WARN ¥ Sep 15, 2017
b athnevsts ATL Collectors sevs03.se.twl.cop 10.080.58 | Network 10:13:03 AM EST 12:15:19 PM EDT 11:45:12 AM EDT 60.2-1 154007 AM EDT
| atrncvsbdasedwl.co  ATL Collectors sevsld.se.fwl.cop 1008054 Network Feb 20, 2008 o e 6101 DS L
O ilecidel Peak Collectors ilcvs02 Iwldemocenterfocal | 10.31.0.163  CID/Network -;‘,"Z‘E?g% ?ﬁm ff?sféﬁmm ?1K 45:02 AM EDT 6.1.01 ;szgs;z“i %&';DT
; Sep 12, 2018 WARN May 16, 2018
| LWLITTXLSTNSO1 Default Station Group ilevs01 lwidemocenter.local 10.30.0.52 Network 8:20:52 PM EDT 11:45:02 AM EDT 5.8.7-1 12:56:40 PM EDT
] LWLITTXLSTNS02 Default Station Group ilevsn2 lwidemacenter.local 10.30.0.53 Network gezpolgé ﬁ""im ﬁ‘?ﬂoz AMEDT 5.8.7-1
[ Stratusphere Hub Default Collector Group  ilcusDLIwidemocenterlocal  10.31.0.168  CID/Metwork pere) TR Sp— aaes | L
Showing 1- 8 of 8 [ Page 1of 1 [F] < Prev Next >
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liquidware Adninistration v print Help Log Out
Stratusphere’

Hub Administration ‘Collector Administration Inventory Event Log Licensing
Collectors Metwork Collector Policies licy Restore Time Windows Service Levels

Collector: 10.0.80.53

Collector Group: ATL Collectors Version: 6.0.2-1
DNS name: 10.0.80.53 Last policy update: Feb 20, 2018 10:12:57 AM EST
Description: Last Audit Record: Sep 15, 2017 11:48:02 AM EDT
Mode: Monitor Registration Date: Feb 19, 2018 11:43:49 PM EST
Ttem Status | Details
Capturing Traffic WARN | No connections captured.
2 audit files waiting to be sent.
Disk Space 0K | Collector audit data space is 1% full
Interfaces OK | Mgmt: rx=18830 errors=0 tx=G038 arrors=0
Port 1: rx=2598372 errars=0 tx=6 errors=0
Key Material oK
Palicy Loaded oK
Services oK
System Identity oK
System Modules oK

Setting Up Collector Groups

Individual collectors can be grouped together. Each group can have its own policy rules and can be filtered
separately in diagnostic reports. Within the groups view, you can add, delete or change the existing groups.

To create collector groups:

1. Go to Collector Administration > Collectors and select Groups.

| UIdere Administration v Print Help Log Out
Stratusphere’

Page 1 of 1 < Prev Next >

View: Individual Collector

2. Click the New button.
liguidware Administration v Print Help Lo Out
'CL Stratusphere”

Hub Administration Collector Administration TInventory Event Log Licensing

| Collectors | Network Collector Policies Policy Restore Time Windows Service Levels.

Collector Groups Page 10f 1 < Prev Next >
View: Induidus Colectors | Groups

‘ a ATL Collectors Group of collectors in Atlanta 4 members. Jun 7, 2017 6:58:58 PM EDT

‘ (] Default Collector Group The default collector group automatically added to the system 1 members 3Jun 1, 2017 3:58:35 PM EDT.

‘ a Default Station Group 2 members. May 16, 2018 12:26:17 PM EDT

‘ (] ORD Collectors Group of collectors in Chicago 0 members Jan 29, 2018 10:29:41 PM EST
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3. Enter your new group name and description.

Administration ¥ Print | Help | Log Out

liqidwore

Hub Administration
_' Collectors | Network Collector Policies Policy Restore Time Windows: Service Levels

Create Collector Group

“Name: |Austin Collectors

Description:

Create Collector Group

4. Click the Create Collector Group button to create the new collector group.

5. To add individual collectors to this new group, select individual collectors from the Collectors tab
and click on the View Properties button. Then click on the Edit Properties link at the top right.
Select the Collector Group from the drop-down list.

Upgrading Collectors

To upgrade one or more collectors, select the collectors from the list and click the Upgrade button above.
After a period of time, the upgraded collectors should display the new version in the list. If this doesn't
happen, select the collectors and press the Re-Register button above, then the updated version number

should show up.

liquidwqre‘ Administration ¥ Print  Help Lo Out
B Stratusphere

Hub Adminisiration

‘Collectors | Network Collector Policies Policy Restore Time Windows Service Levels

Page 1 of 1 < Prev Next

[N | Seecte 1 Vo Fropris | Upiade | Bpregor | Date | Unsoee | Vi ndidua Collctors | Geugs 3171 5
| |

Feb 19, 2018

Feb 20, 2018 Sep 15, 2017
11:43:49 PM EST
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Note: If you are adding a Database appliance to an existing Stratusphere Hub
installation where Collectors were deployed before the database was installed,
you will need to re-register the Collector appliances to send data to the new
Database instead of the Hub. Please
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Capturing Metrics from the Environment

While the Stratusphere Hub serves as the central command center where all the data from your infrastructure can
be reviewed, the data is coming from the Stratusphere Connector ID (CID) Keys that are distributed to all the devices
you want to monitor in your environment. The Standard CID Key is a lightweight software agent that is responsible
for gathering configuration information and collecting detailed performance data on user and application activity.
The Advanced CID Key adds information on network packets to allow tracking of network latency, response times
and bandwidth for individual users, machines and applications.

Using the Stratusphere Hub, administrators can configure individual or groups of Connector ID Keys. Features can
be individually enabled or disabled, and the frequency of callbacks to the Stratusphere Hub can be set.

Connector ID Keys collect a variety of data elements that are important to VDI assessments, diagnostics, or both,
including:

e Machine configuration and age—devices, CPU, memory, drives, and age

e  Application inventory—versions and patch information for OS and used applications
e User Logon Times and Duration—the length of time to complete each user logon

e User Types—detect administrator privileges for individual users

e Application Load Time—the time it takes an application to fully initialize

e User and Application Resource consumption—CPU, memory, disk, network

e Non-responding Applications—detect when applications are not responding

e  Graphics Intensity of each application—tracking the level of graphics for each process
e Resource Utilization of each user, machine and application

e  Performance Numbers of each user, machine, and application

e Login Process Breakdown information with details of events, processes, etc.

e Display protocol information for PColP, ICA, RDP, and VMware BLAST

e  Browser Metrics for Google Chrome and Microsoft Internet Explorer

The Connector ID Key is not designed to collect passwords or personal information. It also does not keep track of the
files or documents accessed or opened.
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Reviewing Data Collection Settings

The next step in the configuration process is to review your data collection settings. While logged in to the
Hub Administration module, click on Hub Administration > Connector ID Keys. The first thing you will see
is a set of Connector ID Key Properties that control the data collection functions. The suggested default
settings are shown in the pictures below followed by a brief description of each setting.

Connector ID Key Properties
i i 3 Administration ¥ Print Help ¥ Log Out
||c|)u|dwgr_'g

Hub Administration ‘Collector Administration Inventory Event Log Licensing
Overview C Data Retention Connector ID Keys M Directories Directories Uparades

Connector ID Key Software Administration
Connector ID Key Properties Connector 1D Key Software

These properties are used when you create a new machine and are also applied to all existing Connector ID Keys installed on configured machines. Properties are updated on each Connector ID Key only after it calls
back to the Stratusphere Hub. You can set Connector ID Key properties for individual machines in Inventory = Machines

Properties

Configure properties for: \A\I Machi vl

Callback Frequency:

t how often the Connector ID Key should call back to the Stratusphere Hub.

In addition, callback soon after a user login. Not recommended for terminal servers.,

Enable Machine Inspection.

Use this option to enable user and application activity inspection with data returned whenever the Connector ID Key calls back to Stratusphere. If the CID Key is
installed on a non-persistent machine, and the user logs off the machine prior to the CID Key calling back, it may result in loss of data collected for that callback period
as the machine gets destroyed before the CID Key can upload the data to Stratusphere Hub.

Inspection sample interval: minutes.

The sample interval can be as low as 1 minute however this number should be lowered cautiously.
Inspect: ® Al the time when machine is running.

O only when user is logged on.

» Configure Metrics

» Process Optimization

Callback Destination: | Peak Collectors. A

Select the Collector Group Connector ID Keys will callback to and upload their metrics.

Automatically update Connector ID Keys when new software versions are installed in the Stratusphere Hub.
Note: The Standard CID Key will auto-upgrade in-session and does NOT require a reboot. The upgraded version will persist on physical machines and persistent virtual
machines. On non-persistent virtual machines, the CID Key will revert back to the version on the master image on recreation of the new machine. The Advanced CID
Key will only upgrade itself on a reboot. Tt does NOT support upgrading itself in-session due to potentially dropping existing network connections.

[J Automatically uninstall Connector ID Key software.
Use this option to remove Connector ID Keys after a defined interval from install date.

Configure Properties For:

Configure Connector ID Key settings for all machines in the environment or based on different machine
groups.

Callback Frequency:

Specifies the frequency that the devices in your environment with Connector ID Key software agents will
send collected data back to the Hub. Each callback to the Hub increases the network traffic by about 30K
while storing the data takes up additional disk space. In environments where a single Hub is monitoring
more than 500 desktops, you will want to be careful about setting the frequency too low to avoid network
performance degradation. The Callback Frequency can be set as low as every 5 minutes; however, the
default is once per hour. Please use our Stratusphere Sizing Guide for more specific recommendations.

In addition, callback soon after login. Not recommended for terminal servers.
The CID Key will send data to the Hub at each interval set by the Callback Frequency. If checked, this option
allows the CID Key to make an extra call to the Hub shortly after a login rather than waiting the duration of
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the Callback Frequency before the next callback occurs. Subsequent callbacks will be made using the
Callback Frequency setting.

Enable Machine Inspection:

Indicates that configuration and usage data should be gathered from user desktops. If disabled, the CID
Key will not collect any metrics from the machine but will continue calling back to Stratusphere Hub to
check if its settings have changed.

Inspection Sample Interval:

Specifies the frequency at which the Connector ID Key software gathers data on application and
user activity and resource consumption on the user desktop. If the Callback Frequency is 15
minutes or less, then it is recommended that you set the sample interval to 1 or 2 minutes. If the
Callback Frequency is greater than 15 minutes, then setting the sample interval to 5 minutes is
recommended.

Inspect (All the time when machine is running or Only when user is logged on):

Specifies whether application activity should be inspected all the time if the machine is running,
or only when a user is logged on. Selecting Only when user is logged on allows you to focus
strictly on user activity.

Callback Destination:
Select the Collector Group that the CID Keys will callback to and report their metrics.

Automatically update Connector ID Keys when new software versions are installed in the Stratusphere
Hub:

Any CID Key software updates will be included with future Hub software updates. If this option is
checked, deployed CID Keys can auto-update themselves when the Hub is updated. Once updated, this
new version will persist on physical and persistent virtual machines. However, when recreating a new
machine image on non-persistent virtual machines, the CID Key software will revert to the version
supplied on the master image. Automatic updates of the Standard CID Key do not require a reboot.
However, the Advanced CID Key will only update upon reboot to ensure that existing network connections
are not dropped.

Automatically uninstall Connector ID Key software:

For Connector ID Keys that are installed locally on user desktops, this setting allows you to specify the
number of days after which the software agents on user desktops should dissolve or automatically
remove themselves. This setting takes effect as soon as the CID Keys download their settings at the next
callback interval. This setting is useful for Stratusphere FIT Assessments. For example, after finishing a
three-week assessment with data collection, this setting can automatically remove CID Keys from the
physical desktops that were part of the assessment.
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Configure Metrics

¥ Configure Metrics

Collect Application Process Metrics

Inspect top % of all processes by usage.

Usage will be determined by each of these categories: CPU, Memory, Disk 10, application load times. Customize this value for
individual machines in the machine edit page. Set it higher when monitoring multi-user machines such as terminal servers and
XenApp servers
Applications Mot Responding
Measure latency of dient processes connecting to remote IP addresses

¥ Filter by the following:

Applications
Processes:

)
An empty field collects all processes. To only collect some processes, enter a comma
separated list of processes. To collect all except some processes, add a minus sign
before a processes to exclude it from being collected. Example: 'chrome, firefox' only
collects metrics for chrome and firefox. "-onedrive, -safari' collects all and exdudes
onedrive and safari.

Remote Destination Combine local IP address and ports for reducing space and enhanced performance
Ports:

| .
Subnets and IPs:

‘ P
Domains:

| 4
An empty field collects all values. Enter a comma separated list of values and/or

range of values to be specific. Add a minus sign before a value and/or range to
exclude it from being collected. For example: '443,445" only collects traffic going to
443 and 445 ports, or '10.0.0.0/8" collects for all subnets except 10.0.0.0/8, or "
collects for all domains.

Collect Application Process Metrics:

Application process metrics are collected by default, but the following settings are available:
Processes: Inspect top __% of all processes by usage:
By default, machine usage will be determined by each of these categories: CPU, Memory, Disk 10,
and application load times. This cannot be changed at a system level for all CIDs. Customize this
value for individual machines in the machine edit page. Set it higher when monitoring multi-user
machines such as terminal servers and XenApp servers.

Applications Not Responding:

When enabled, the CID Key will detect when an Application goes into the Not Responding state.
This feature does take additional resources on the target machine. So, if resources need to be
conserved, this option could be disabled.

Measure latency of client processes connecting to remote IP addresses:

When enabled, the CID Key can measure latencies and jitter of each process communicating on
the network to its remote destination IP Address. To elaborate a little on this feature, the CID Key
collects per process network metrics. It collects information regarding source (local) and
destination (remote) ports, IP Addresses, and reverse DNS addresses as well. It also collects
information about the amount of data sent and received. To truly provide user experience we need
to measure latency to the remote destination. To do so, the CID Key uses native operating system
socket based APIs to measure the latency and jitter in milliseconds to the remote destination IP
Address every sampling period.
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By default, network data is collected on all processes, ports, subnets, IPs, and domains. However,
you can reduce the amount of data Stratusphere collects by using the following fields to filter
network stats. The filters can be setup to be used either as an inclusion list or an exclusion list.
Applications
Processes:
To collect data only on specific processes, enter all process names separated by commas.
For example, ‘chrome, firefox’ only collects metrics for chrome and firefox. To collect data
on all processes except for a few, add a minus sign in front of the process name to exclude
it. For example, ‘~-onedrive, -safari’ collects metrics on all processes except for onedrive
and safari. To collect all network data for all processes, leave this field blank.

Remote Destination
Ports:
Subnets and IPs:
Domains:
To collect data only on specific values, enter all values and/or range of values separated
by commas. For example, ‘443, 445’ only collects traffic going to 443 and 445 ports. To
collect data on all values except for a few, add a minus sign in front of the value to exclude
it. For example, -10.0.0.0/8’ collects metrics for all subnets except 10.0.0.0/8. To collect
all network data for all values, leave this field blank.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 104



Collect file and folder counts and sizes

Get size and file count for folders

¥USERPROFILEX\My Documents, XUSERPROFILEX\Documents, XUSERPROFILEX‘\Desktop, XLOCALAPPDATAX\*,
#APPDATARN*, %localappdata¥‘Microsoft\Outlook, ¥localsppdata®\Microsoft, Xonedrive® P
Use a comma separated list of folders to get total size and count of files within those folders. Example:

"2 USERPROFILE%:\Documents". To enumerate every sub-folder 1 level below with its size and count, add a backslash
star. Example: "%USERPROFILE%\AppData\Local\*".

Get size and file count for file types

exe, pst, ost, mp3, pdf, txt, doc, docx, ppt, pptx, xls, xlsx, zip, tmp, dat

Comma separated list of extensions. Example: doc, docx, ppt

() Enable only for physical desktops. (Recommended)
() Enable for physical and virtual desktops but not servers.

® Enable for all machines - physical and virtual desktops and servers, including terminal servers, XenApp servers, etc.
(Not Recomended).

Conduct remote network latency tests

salesforce.com, mail.google.com, vpn-ilc.ligquidwarelabs.com, vpn-ord.liquidwarelabs.com, >
vpn.liquidwarelabs.com, outlook.office365.com, microsoft.sharepoint.com,

Enter up to five, comma separated list of Fully Qualified Domain Name (FQDN) or IP addresses, that will be used to
conduct network latency tests (ICMP/Echo or pings) from each machine with a CID Key installed.

Perform Trace Route on remote port destination
Remota Session Ports € ICA/HDX (1494, 2598) B RDP/TS (3389) B PColIP/Teradici (4172) B VMware BLAST
(8443, 22443)
[ other
Apply reverse DNS Lookups to Trace Route results

Login Breakdown

The CID Key collects events and processes after a user logs in for a period of 5-6 minutes. If the CID Key calls back prior
to that, the login process breakdown information will not be included in that call back but will be included in the next
callback period. If the machine is rebooted before the 5-6 minutes, it will result in loss of data collected.

Collect machine level resource utilization such as CPU, RAM, Disk IOPs, etc. during login breakdown on a granular
login timeline resolution.

Collect process level resource utilization such as CPU, RAM, Disk IOPs, and Metwork IO over the duration of the
Process.

Browser Metrics

Microsoft Internet Explorer
[ Microsoft Edge Chromium (installation guide)
Google Chrome (installation guide)

Mozilla Firefox (Coming Soon)

Collect Event Logs
Enable to begin collecting Windows Event Logs with the ability to select logs, type, and IDs
Event Log: Application System Security

event Type: & critical & Error | | Warning || Information
Event IDs:
514@, 7045, 5154, 4663, 4950, 4688, 1874, 7040

Comma separated list of IDs and/or range of IDs. Add a minus sign before an ID and/or range to exclude it from being
collected. For example: 4624,5028-5030,-4646

Machine Health

Enable this option to collect information about a machine's health such as details about operating system software
updates, firewall, anti-virus, and ant-spyware. In addition, information about Device security, Credential Guard, Device
Guard, Secure Boot, and Disk encryption will be collected.

Collect file and folder counts and sizes:

When checked, the following settings are available:
Get size and file count for folders:
Get size and file count for file types:
Specifies which folders and document types on which the Connector ID Keys will gather data
including the number of files and total file size for each folder or file type specified. Separate
multiple folder names or file extensions with a comma. To get the number of files and total file
size of any subfolders, add a backslash and star (\*) to the folder name. To turn off folder
statistics, leave this field empty.

This is used to determine the amount of disk space certain folders or file types are consuming on
the hard disk. This data is very useful for capacity planning when trying to size the datastore
during physical-to-virtual migrations using Stratusphere FIT.
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For example, if you are planning to virtualize 50 desktops and you would like to know how much
space is necessary on the datastore for storing the users’ documents and profile, you will add the
path to the profile and home directory in the Get size and file count for folders field.

If you further want to know within these two folders how many Word, Excel, PDF, and JPG files
are there and their sizes, you will add these extensions to the Get size and file count for file
types field.

If you leave these two settings empty, no data on size and counts will be collected. This feature
scans the file system for file and folder content and does take up some CPU/RAM/Disk IOPs. If
resources are needed to be conserved, then this feature can be disabled.

Here is an additional example of how to get subfolder information. For ProfileUnity migrations, it
is important to understand what the sizes and file counts of each folder within the
%USERPROFILE%\AppData\Local and %USERPROFILE%\AppData\Roaming folders. Using a
backslash and star (\*) and adding $USERPROFILES%\AppData\* to the Get size and file count
for folders field will give you the information for each subfolder one level under the AppData
folder.

Enable only for physical desktops. (Recommended)

Enable for physical and virtual desktops but not servers.

Enable for all machines — physical and virtual desktops and servers, including Terminal Servers,
XenApp Servers, etc. (Not Recommended)

Determines which machine types will have file and folder information collected.

Conduct remote network latency tests:
If checked, enter up to 5 IP addresses, separated by commas, which will be used to perform network
performance testing from each machine.

Perform Trace Route on remote port destinations:

The Stratusphere CID Keys can now be configured to automatically scan for the selected remote display
sessions. To scan for any additional ports that are not part of the remote session ports, enable the
“Other” check box, and add a comma separated list of remote destination ports for the CID Key to
perform trace routes to. When enabled, if the CID Key observes a long running network connection to
that remote port destination, it then runs trace routes to the destination IP address once every callback
period. The CID Key keeps track of the number of visible hops, total number of hops, the latency of each
hop, the IP address and DNS name of each hop as well. While the remote display session connection is still
active, every sampling period, the CID Key also uses native operating system socket based API to measure
the connection’s latency and jitter to the destination IP address. These features require a CID Key to be
installed on the remote client machine that initiates a connection to the destination machine using one of
the selected protocols and port combination. NOTE: Due to standard network-based firewall rules, if the
remote machine or network firewall is configured to not respond to the trace route requests, the CID Key
will NOT be able to collect routes and will NOT be able to measure latencies nor calculate jitter.

Login Process Breakdown:

If checked the CID Keys will collect boot and login statistics that can be analyzed in the Advanced
Inspectors Login tab. The feature allows a CID Key service to track all events and processes that are part of
the user login process. It captures all the details of the login process, breaks it down into easy to
understand steps, and provides details of all events, processes, errors, etc. that were encountered as part
of the login process.
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Collect machine level resource utilization
Collects resource utilization metrics such as CPU, RAM, Disk IOPs, etc. for each second during
login. It provides a machine level overview of the resources used during logins.

Collect process level resource utilization

Collects resource utilization metrics such as CPU, RAM, Disk IOPs, and Network 10 over the
duration of the process. It provides the overall resources used over the entire duration of process
during login and will help identify which process is consuming the most resources during login
when allowing end users to compare machine and process level metrics during logins.

Browser Metrics:

If checked, choose which browser(s) should have stats collected. Choose from Microsoft Internet
Explorer, Microsoft Edge Chromium, and Google Chrome. Support for Mozilla Firefox is coming soon.
Note: Please see the Capturing Browser Metrics from Desktops section for additional instructions on
collecting browser metrics from Google Chrome and Microsoft Edge Chromium.

Collect Event Logs:

If checked, choose whether to collect Application, System or Security Windows Event Logs. Choose from
the following types of events: Critical, Error, Warning, and Information. You may specify certain event IDs
to log or exclude from logging. To capture, type in a list of event IDs separated by commas. To exclude an
event, type in the event ID preceded by a minus sign. Please note that event logs will take up a significant
amount of space in the database if all logs and all event types are collected. This will also result in a
significant increase in the amount of data uploaded to Stratusphere, increasing the upload bandwidth
usage. To reduce the impact in your environment, customize the settings to enable only what you need.

Machine Health

When checked, this option collects information about a machine's health such as details about operating
system software updates, firewall, anti-virus, and ant-spyware. In addition, information about Device
security, Credential Guard, Device Guard, Secure Boot, and Disk encryption will be collected. This
information is collected on startup of the CID Key and then on each login thereafter. This information is
not updated with each CID Key callback.
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Process Optimization

Enable Process Optimizer to allow the CID Key to enhance the end user experience by optimizing &
boosting resources for the foreground application process and deprioritizing useless resource hungry
background processes. This is especially useful on older or under-resourced machines.

¥ Process Optimization

The CID Key can enhance end user experience by optimizing resources for the foreground application process, deprioritizing
resource hungry background processes, thus providing the best end user experience pessible on potentially under-resourced
machines. Process Optimizer supports excluding certain paths and processes entirely from being considered for optimization. It also
provides a selection of an optimization profile to suit your needs based on the machine group selected.

Process Optimizer

Optimization Profile: | Single User: Recommendad |

Select a profile from the dropdown above to configure the Process Optimizer
with its settings

Process paths to be

\WHMware, “AWS Tools, \Amazon, ‘Portsbility, \WindowsAzure, +
excluded:

‘\Microsoft RDInfra, \Teradici, \ProfileUnity, \Amazon\, A

A comma separated list of process paths that will be ignored

Processes to be excluded: ctxinit.exe, vds.exe, dum.exe, smss.exe, winlogon.exe, -

csrss.exe, explorer.exe, userinit.exs, lsass.exe, A

A comma separated list of processes that will be ignored

Processes to be raised: |ca3lculator.exe

A comma separated list of processes whose priority would be raised

Processes to be lowered: OneDriveSetup.exe, tiworker.exe, notepad.exe,

CompatTelRunner.exe y

A comma separated list of processes whose priority would be lowered

Processes to be

CandyCrush.exe, solitaire.exe, software_reporter_tool.exe,
terminated:

XBoxLiveStore.exe L

A comma separated list of processes which when observed to be running will
be terminated

Disable Memory 7]
Trimming: - . :
The optimizer will no longer trim memory on processes that are CPU or IO

idle.

Activity logging:

Optimization Profile:

Select the optimization profile to best fit your needs. These profiles are optimized for Single User and
Multi-user machines. Please make sure you select the appropriate profile for your machines you are
configuring these properties for.

Process paths to be excluded:
Enter the list of paths, separated by a comma, that the process optimizer should ignore.

Processes to be excluded:
Enter the list of processes, separated by a comma, that the process optimizer should ignore.

Processes to be raised:

Enter the list of processes, separated by a comma, whose priority would be raised by the process
optimizer.

Processes to be lowered:

Enter the list of processes, separated by a comma, whose priority would be lowered by the process
optimizer.
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Processes to be terminated:
Enter the list of processes, separated by a comma, that the process optimizer should terminate if or when
they are observed to be running.

Disable Memory Trimming:
Memory trimming is enabled by default. Check this box to disable memory trimming processes that are
CPU or IO idle.

Activity logging:

The CID Key will log all optimizations made to any process by tracking the number of times it was raised,
lowered, gained foreground focus, and terminated including how many times it trimmed memory. This
information will then be visible within the Advanced > Inspectors > Applications and Process Names tabs
under the Summary | Optimizer Actions Inspector View.

Properties that only apply to LEGACY versions

¥ Properties that only apply to LEGACY versions

Enable Connector ID for TCP connections.
Use this option to monitor or control TCP connections.

Restrict to: |15.0.0.0/8
4
Optionally enter CIDR dedarations, separated by commas, that will be used to restrict advanced functionality to these networks.

Enable Connector ID for TCP connections:

For Advanced versions of the CID Key software, this setting allows more accurate tracking of the network
latency between the user desktop and the Hub during the assessment. The recommendation is to leave
this checked.

Restrict To:

The Advanced CID Key embeds the identities of the user and machine that initiated the network connection
into each network connection packet. Sometimes, these packets are not accepted by certain servers in
some organizations. To ensure that the identities are embedded only within the user’s organization, a
network subnet or CIDR can be specified so that the CID Key will only embed the identities if the packet is
being sent to IP addresses within the organizational CIDR or subnet and would leave packets that are leaving
the organization subnet or CIDR as is.

Other Properties

¥ Other Properties

Pending Report Data Retention Period |14 days.

(Bav:L—— S e (Dafault 14Y, Setting to "o
Deletes reports older than "X" days (Default 14). Setting to "0" will delete all reports.

Mazx. Pending Report Upload Count: 20

If the setting is 1 then only new reports will be uploaded to the Hub every callback period.

Pending Report Data Retention Period (Days):
Deletes reports older than the set number of days. The default is 14 days. Changing the setting to "0" will
delete all reports.

Max. Pending Report Upload Count:

If the setting is 1 then only the latest call back period report will be uploaded to the Hub every callback
period. If the count is set to 5, and the machine has pending reports then the CID Key will upload the
current call back period report (1) and 4 pending reports starting with the latest pending reports first.
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Save Options

| Save ‘ ® Do NOT override existing custom sattings for individual machines and/or machine groups (Default)
\_) Override all custom settings for all individual machines and/or machine groups

Do NOT override existing custom settings for individual machines and/or machine groups (default):
Select this option to just apply property changes to newly deployed CID Keys. This will not change the
properties for CID Keys on existing devices.

Override all custom settings for all individual machines and/or machine groups:
Apply property changes to all deployed CID Keys.
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Distributing Connector ID Keys to Target Desktops

To begin capturing metrics within your target desktop environment, you will need to deploy the Connector
ID Key software to the target desktops. The Connector ID Agents will collect the information you specify
for those devices and report the metrics back to the Stratusphere Hub periodically. You can find the
software in the Hub Administration module by proceeding to Hub Administration > Connector ID Keys and
clicking on the Connector ID Key Software tab. Recommended CID Key installers can be used interactively
and distributed directly to your target desktops.

Administration ¥ Print Help Log Out

Hub Administration Collector Administration Inventory Event Log Licensing
Qverview Configuration Data Retention Connector ID Keys VM Directories Directories Upgrades

Connector ID Key Software Administration
Connector ID Key Properties Connector ID Key Software

Recommended Versions

Connector 1D Key Software Version Details

Windows (Auto-register installer) 6.1.0-1  This version is recommendead for 32/64 bit Windows versions. Includes auto-installed hub address detzils that can cause installer to be flagged as malicious.
Mac 05 6.1.0-1  This version is recommended for OSX (El Capitan) and macOS (Sierra)

Linux (RPM) 6.1.0-1  This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, Cent0S 5 and higher, Fedora and SUSE.

Linus (DEB) 6.1.0-1  This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debizn 6 and higher.

»  Other Versions

The recommended Standard Connector ID (CID) Keys have a small footprint (less than 10 MB) and run
invisibly with minimal performance impact on end user desktops. By default, when using the Windows
Standard version CID, the key will be installed in a folder named Liquidware Labs\Connector ID within the
Program Files folder. The Windows Standard installer has information that allows it to call back to a
Stratusphere Hub and register automatically. The CID Key will communicate securely with the Stratusphere
Hub over TCP and UDP on port 443. Legacy versions of Stratusphere (versions 5.x and earlier) use port 5501
for communication between the CID Key and the Stratusphere Hub.

Note that while the CID Key agent is installed locally on machines (physical/virtual desktops/servers), these
machines can be used remotely or be offline as long as there are certain times (including during the initial
installation of the CID Key agent) when the machines are connected to the network and can reach the IP
address (or DNS) of the Stratusphere Hub. Data collection will continue at the specified Inspection sample
interval while the machines are offline. The next time the machine is connected to the network, the stored
information can be sent to the Hub. Up to two weeks of information can be stored locally. If a machine is
offline more than two weeks, only the latest two weeks of data will be kept. Older data will be deleted.

The local install EXE can be pushed using SMS or any other standard software distribution tool. It can also
be embedded into the master image of the virtual desktop. The command line to install the Connector ID
Key for Windows Standard version is:

Install-connectorID-Key-x x x-winStandard.exe /q
[HUBADDRESS="hub-ip-or-dns-name”] [MACHINEGROUP="machine-group-
name”] [USERGROUP="user-group-name”]

In the command above, “x_x_x” should be replaced with the version number of the CID Key you are
installing. Other parameters within the [...] are optional. The actual characters such as [ and ] are not to be
used in the command and are provided merely for representational purposes. If using optional parameters,
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the quotes are required and the variables inside the quotes should be replaced with values specific to your
environment.

Please do NOT extract the MSI from the Windows Standard Version EXE. This

will prevent the CID Key from calling back to the Stratusphere Hub.

If you need to push out CID Keys using Active Directory Group Policy, you can also download the AD GPO
version of the installer which is an MSI file along with the Group Policy template that can be used for
software installation. More detailed instructions for deploying CID Keys using AD GPO or SMS can be found
in Appendix A of this document.

If you are interested in using the Advanced versions of the CID Key, then click on the Other Versions link at
the bottom of the page and you will see all the remaining versions. Please note that the Windows Advanced
CID Key development has been paused.

To confirm that the Connector ID Keys have been successfully installed on the desktops or servers and that
they are reporting data back to the Stratusphere Hub, login to the Administration product modules on your
Stratusphere Hub and go to Inventory > Machines. The machines with Connector ID Keys running should
automatically show up registered in the inventory list and you should be able to see their Last Contact Date
updating as they make their regular callbacks to send data to the Hub.

quuidwore' Administration ¥ Print Help Log Out
) Strawsphers
Hub Administration Collector Administration
| Machines | Users icati Subnets
Machines Page 1 of 47 < Prev Next >
New Vievi: Individual Machines | Groy, Search
- purl - Pending
- Name 1P Address Make Model Directory Type 08 Version Host Key Version Last Contacty Reporis
VMware Microsoft Al Sep 17, 2018 18 day
winlvmdkpd-1 1006196 }f::ware, Virtual E‘:f:('tn VMware Windows 10 Pro gg”;i”’ 64b ?g?f4_ 43 ZSEIZPM Ghria |0
. Platform ¥ for Workstations - EOT EDT min
. Dec 31,
- - Microsoft - Sep 17, 2018 17 day
Hewlett- HP 7820 Local Physical - Mini Standard 64b 2017 2
2820 67.173.172.131 - windows 10 . 2:50:52 PM 18 hr [}
Packard Workstation Directory  Tower Enterprise 6.0.8-1 égrza.m M T 24 min
N Dec 26,
5 Microsoft 4 Sep17,2018 33 day
Microsoft  Virtual Local Standard 64b 2017 c
win2016-ad1 67.173.172.131 o - Hyper-V/ Windows Server ea. 2:50:31 PM 9hr52 0
Corporation  Machine Diractory e 6.0.81 éEIFrSS.MAM = e
HP . - Jul 21, 2017 Sep 17, 2018
Hewlett- Local Physical - Microsoft Standard 64b ! L 7hr4s
ath-l1531 23.113.21.1 EliteBook. = 11:03:07 AM  2:50:25 PM 2 0
Packard 24061 Directory  Notebook Windows 10 Pro 6.0.8-1 EDT T min
Microsoft
Jul 21,2017 Sep17,2018  5day
awentss 172313230 Xen Hbdomy 02 yen lindonclSaney Sondard 64 353652PM 2:50:02PM 1ihe (0
Directory 2012 R2 6.0.8-1 EDT EOT 34 min
Standard
Microsoft
VMware Julg, 2017 Sep17,2018  18day
ad.se.wl.corp 10.0.80.30 VEIWEE, gl Local VMware Windows Server oo co4 o hwl.com SE.lwl.corp SEndard64b  G.ocha M 2:49:50 PM 20hr 0
Inc. Directory 2008 R2 6.0.2-1 "
Platform Enterprise EDT EDT 41 min

If machines are not showing up properly in the list, check the following:

Review your installation steps.
Make sure the machine is connected to network for registration.

3. Ensure your machine can reach the Hub using TCP and UDP on port 443. For legacy versions of
Stratusphere (versions 5.x and earlier), use TCP and UDP on port 5501.

If you are still having trouble, please visit the Liquidware Customer Support Portal to log a support request.
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Integrating with vCenter for Host Statistics (Optional)

If you are using Stratusphere inside a VMware virtual environment, you can connect the Stratusphere Hub to your

VMware vCenter Server (or multiple vCenter Servers) to import performance statistics on the virtual hosts, such as
CPU Ready and Memory Swap Rate statistics. This capability is currently only available for VMware vCenter Server,

however future versions will support XenServer and XenCenter as well.

Stratusphere needs a user account with a minimum level set of permissions to import vCenter performance statistics.

Admins can use an existing user account with these permissions or create a user account reserved specifically for

this purpose. To configure the user account settings:

1. Create a user account “stratusphere” in Active Directory or the local vCenter Server.

2. Create a new Role:
In vCenter, from the top-level menu options, select and navigate to View > Administration >

a.

Roles.

Click Add Role and name it “Stratusphere Import”.

Enable the following privileges:
i. Global > Diagnostics
ii. Global > Health

iii. Performance > Modify intervals

Click OK.
@ Edit Role

Edit the role name or make changes to the effective privileges allowed in this role

by enabling or disabling the check boxes.

MName: |5tra11.|sphere Import

Privileges

= [ All Privileges
[ alarms

- [] Datacenter

[ Datastore

[ Datastore cluster
[ pistributed switch
[ dvrort group

-] ESX Agent Manager
[ Extension

[ Folder

Global

[ Host

(- [ Host profile

[ nHetwork
Performance

[ rermissions

[ Frofile-driven storage
[ Resource

[ scheduled task
- [ 5essions

&[] 5torage views

Description: Al Privileges

Help

OK

Cancel
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3. InvCenter, navigate to Home > Inventory > Hosts and Clusters.
a. Onthe left tree, select the top level vCenter or the cluster you want to import within
Stratusphere.
b. On the right pane, select the Permission tab.
Right-click and select Add Permissions option.
d. Under the Users and Groups section on the left, click on the Add button to select the appropriate
user account from the local vCenter Server or Active Directory.
e. Under the Assigned Role section on the right, select the ‘Stratusphere Import’ option from the
drop down.
f.  Click OK.

() Assign Permissions X

o

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select
one or more of the names and assign a role.

Users and Groups Assigned Role
These users and groups can interact with the current Selected users and groups can interact with the current
object according to the selected role. object according to the chosen role and privileges.
Name Role Propagate |Stratusphere Impart ﬂ
8 SE\dk Stratusphere .. Yes |

&[] ESX Agent Manager ~
7]- [] Extension

[ Folder

Global

[ Host

[] Host profile

[ Hetwork

Performance

- ] Permissions v

Description: Select a privilege to view its
description

. FEmE ¥ Propagate to Child Chjects

Help oK Cancel
i

4. Inthe Stratusphere Web Ul, you can now use this user account to import inventory and stats from
vCenter.

5. The Stratusphere Hub imports detailed stats from vCenter. To configure these settings within your
vCenter Client, navigate to Administration > vCenter Server Settings menu option. Select Statistics from
the left-hand menu options. Then select the 5-minute statistics interval from the list and click on the Edit
button.
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6.

-
@ vCenter Server Settings

Statistics
Select settings for collecting vCenter statistics

— Statistics Intervals

Licensing
Smﬁgﬁcs ] Interval Duration | Save For | Statistics Level |
ighm;_sect;”gs 5 Minutes 1Days 1
Ma“ve rectory 0 Minutes 1Week 1
SMP 2 Hours 1 Month 1
Ports 1Day 1Years 1
Timeout Setlings
Logging Options Edit... |
Database
Database Retention Policy  —Database Size
S5L Settings Based on the current vCenter and inventory size, the vCenter database can be
Advanced Settings estimated. Enter the expected number of hosts and virtual machines in the
inventory to calculate an estimate.
I 50 Physical Hosts Estimated space required: 14.32 GB
2000 Virtual Machines
Click Help for details on how the vCenter database size is calculated.

Help |

[ ox |

Cancel

Change the Statistics Level to Level 3. Click OK.
-
— - =
Statistics Interval: m Minutes
Keep Samples for: m Days

Statistics Level: E |

.
(&) Edit Statistics Interval

N
Level Description:
Thits level inchedes all metrics {inchding devices) for all
Counter groups (3verage, summation and latest rollup types - ||

maximum and minimam rollp types are exchded),

Help | 0K I Cancel
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7. Verify the change was accepted and click OK again.

[ B
E] vCenter Server Settings u

Statistics
Select settings for collecting vCenter statistics

Licensing — Statistics Intervals
Smﬁgﬁcs ] Interval Duration | Save For Statistics Level
ighm;_sect;”gs 5 Minutes 1Days 3
Ma“ve rectory 0 Minutes 1Week 1
SMP 2 Hours 1 Month 1
Ports 1Day 1Years 1
Timeout Setlings
Database
Database Retention Policy  — Database Size
S5L Settings Based on the current vCenter and inventory size, the vCenter database can be
Advanced Settings estimated. Enter the expected number of hosts and virtual machines in the
inventory to calculate an estimate.
I 50 Physical Hosts Estimated space required: 37.52 GB
2000 Virtual Machines
Click Help for details on how the vCenter database size is calculated.

Help | oK Cancel

To configure the vCenter connection with the Stratusphere Hub:

1. Loginto the Administration section of your Stratusphere Hub using an account with the proper permissions
to import vCenter stats.
2. Go to Hub Administration > VM Directories.
Click on the Create New VM Directory button.
i i 3 Administration ¥ Print Help Log Out
I|qJU|dwcre v R LooOut

Stratusphere

Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention Connector IDKeys | VM Diractories | Directories Upgrades

VM Directories

Create New VM Directory
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4. Specify the connection information.

|lqdeC|re Administration ¥ Print| Help | Log Out

LY Stratusphere’

Hub Administration Collector Administration Inventory Event Log Licensing

Overview Configuration Data Retention Connector IDKeys | VM Directories | Directories Uparades

VM Directories

=Name: |New VM Diractory ‘

Type: | YMware vCenter ¥

*Fully Qualified Name: Ivsphere (I (EE U
Mote: Please enter a VMware vCenter server's fully qualified name or IP Address. Please do NOT use a
standalone VMware ESX host name or IP Address. Stratusphere uses VMware API to sync Level 3, 5 minute
interval statistics that are only available on VMware vCenter. Pointing to a VMware ESX Server will cause the
Performance Stats sync to fail.

*Service Account Name: |id0€ ‘
Mote: Provide the service account login information for the VM directory. You may setup a special access
account within your VM directory for Liquidware Labs to import appropriate machine and group information.

Service Account Password: | ------ ‘

Port:

Security: ¥ Use secure connection

*Statistics Impaort Interval:
Specify the time interval used to import host performance statistics.

Specify the sample interval used to import host performance statistics.
Flease enable level 3 statistics at the selected sample interval within your vCenter Server Settings in your
vSphere Client.

Virtual Machine Statistics Import:

'® Import statistics for virtual machines with CID Key installed
Import statistics for all virtual machines

Import statistics for virtual machines matching the name pattern :vmpool1” sub domain_corn|

) Do NOT import statistics for any virtual machine

Note: Please enter a VMware vCenter Server's fully qualified name or
IP address. Please do NOT use a standalone VMware ESX host name
or IP address. Stratusphere uses the VMware API to sync Level 3, 5-
minute interval statistics that are only available on VMware vCenter.
Pointing to a VMware ESX Server will cause the Performance Stats

sync to fail.

5. Select the interval to import performance stats and choose which stats to import before clicking Save
Changes. The Virtual Machine Statistics Import options allow you to save resources by importing
statistics for only the virtual machines you need. Previously, all metrics were imported for all virtual
machines. Therefore, for all upgraded installations of Stratusphere, Import statistics for all virtual
machines will be set as the default to follow the prior operation. Starting with version 5.8.1, the default
for new Stratusphere installations is Import statistics for virtual machines with CID Key installed. You
may edit this setting at any time from the Properties tab of the chosen VM Directory.
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6. To allow Stratusphere to initialize the information for your hosts, you also need to do an Import. Switch
to the Import from VM Directory tab and click the Import button. Stratusphere will import the Host

definitions and the information about the VMs assigned to each virtual host.

liquidware

Hub Administration Collector Administration Inventory Event Log Licensing

Overview Ci i Data Retention ‘Connector ID Keys ‘ VM Directories | Directories Uparades

Administration ¥ Print Help ¥ Log Out

VM Directories
Create New VM Directory

Status Properti | Import from WM Directory | Schedule Import Delete

Machine groups: ¥l Include machine groups during import

® Use Folders for Machine Groups
') Use Resource Pools for Machine Groups

Collector Policies: | Update policies on Network Stations after import

7.
for each vCenter Server.

If you have more than one vCenter connection to configure, go back to Step #3 and repeat these instructions
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Integrating with Nutanix Prism for Host Statistics (Optional)

If you are using Stratusphere inside a Nutanix Acropolis virtual environment, you can connect the Stratusphere Hub

to your Nutanix Prism Server (or multiple Prism Servers) to import performance statistics on the virtual hosts, such

as CPU and Memory statistics.

Stratusphere needs an account with a minimum level set of permissions to import Prism-based performance

statistics. Admins can use an existing account or create a user account reserved specifically for this purpose. Here is

how to configure the Stratusphere Hub to connect to Nutanix Prism:

1. Loginto the Stratusphere Web Ul Administration product using your administrator credentials.
2. Navigate to the Hub Administration > VM Directories tab.
3. Click on the Create New VM Directory button to get started.

quyidware‘

Stratusphere

Hub Administration Collector Administration Inventory Event Log Licensing
Qverview Configuration Data Retention Connector ID Keys | VM Directories | Directories Upgrades

Administration ¥ Print Help LogOut

VM Directories
Create New VM Directory

4. Specify connection information to connect to Nutanix Prism.

qu}:idwqre'

Stratusphere

Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention Connector IDKeys | VM Drrectories | Directories Upgrades

VM Directories

New VM Directory

“Name:
Type:
*Fully Qualified Name:

“Service Account Nama:

Administration ¥ Print | Help LogOut

NUTANIX01
Nutanix Prism ¥

nutanix.mycorp.com

Note: Please enter a Nutanix Prism server's fully qualified name or IP Address. Please do NOT use a
standalone Nutanix host name or IP Address. Stratusphere uses Nutanix API to sync 5 minute interval
statistics that are only available via Nutanix Prism. Pointing to a single Nutanix server will cause the
Performance Stats sync to fail.

TestAccount

Note: Provide the service account login information for the VM directory. You may setup a special access

account within your VM directory for Liquidware Labs to impaort appropriate machine and group information.

Service Account Password: |***s==*

Port:

Security

*Statistics Import Interval:

Save Changes || Cancel

9440

¥/ Use secure connection
10 minutes ¥

Spedify the time interval used to import hest performance statistics.

5 minutes ¥

Spedify the sample interval used to import host performance statistics.

Virtual Machine Statistics Import:

® Import statistics for virtual machines with CID Key installed

Import statistics for all virtual machines
Import statistics for virtual machines matching the name pattern : vmpool1” sub.domain com|
Do NOT import statistics for any virtual machine

Qo 0 T o

Name: Enter a short easy name for the Name of the VM Directory.
Type: Select Nutanix Prism from the drop down.

Fully Qualified Name: Enter the Nutanix Prism machine’s fully qualified host name or IP address.
Service Account Name/Password: Use your existing account credentials or enter credentials

created specifically for Stratusphere into the Service Account Name and Service Account Password

fields.

e. Port: The Port field defaults to 9440 since Nutanix Prism listens to that port by default. Please

modify it if you have customized it to listen on a different port.

f.  Security: Leave the Security checkbox enabled.
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g. Statistics Import Interval: Select the Statistics Import Interval that you want the Stratusphere Hub
to connect to Prism and import statistics. Then select the sample interval to query Prism for
statistics — values between 1 and 5 minutes are available.

h. Virtual Machine Statistics Import: This option allows you to specify importing statistics for all
virtual machines, only the ones with a CID Key installed, only the ones that match a specific naming
pattern, or none.

i. Click Save Changes to complete the configuration.

5. Toallow Stratusphere to initialize the information for your hosts, you also need to do an Import. Switch to
the Import from VM Directory tab and click the Import button. Once clicked, Stratusphere will import the
Host definitions and the information about the VMs assigned to each virtual host and display its progress.
Check the Event Log tab for any details of any errors that may be encountered.

¥ NUTANIX01
Status Properties Import from VM Directory Schedule Import. Delete

Machine groups: Include machine groups during import

Use Folders for Machine Groups
Use Resource Pools for Machine Groups

Collector Policies: Update policies on Network Stations after impert

Import

6. To allow Stratusphere to import inventory & statistics from Nutanix Prism on an ongoing, automated basis,
you need to schedule an import. Navigate to the Schedule Import tab under the newly created Nutanix
Prism VM Directory.

¥ NUTANIX01
Status Properties Import from VM Directory Schedule Import Delete

Scheduled: '® Yes No

v

Frequency: | Daily

*Start time: | 9:17 AM (HH:MM AM or HH:MM PM)
Machine groups: Include machine groups during impart
Collector Policies: Update policies on Collectors after import

Note: Policies will not be updated if the administrator has made any changes since the last update

Set Schedule

a. Scheduled: Select Yes.
Frequency: Pick the frequency to import inventory from Prism. Options are Daily, Weekly,
Monthly.

c. Start Time: Pick a time to initiate the import.

d. Click on Set Schedule to save and set the schedule. Repeat steps for each Prism machine.
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Capturing Browser Metrics from Desktops

Starting with version 5.7, Stratusphere’s Advanced Inspectors now include browser-level metrics that provide
visibility into your internet traffic. Stratusphere tracks metrics including domain/URL, page-level details, and date
and time of activity to give a clearer picture of peaks in internet traffic and usage of cloud applications.

Currently, Stratusphere collects metrics from Microsoft Internet Explorer (versions 9.x and higher) and two
Chrome (versions 35 and higher) based browsers — Google Chrome and Microsoft Edge Chromium. Support for
additional browsers is planned for future releases.

The Liquidware Chrome extension can be used in both Google Chrome and Microsoft Edge Chromium. With older
versions of Stratusphere, all Chrome-related browser activity will display as “Chrome”. Starting in Stratusphere
6.1.5, stats are differentiated so that browser activity using Google Chrome is labeled as “Chrome” and browser
activity using Edge Chromium is labeled as “Edge”. View your browser statistics in the Advanced Inspectors
Browser tab.

Configuring the CID Key to Collect Browser Metrics

1. Make sure that the Connector ID Key has already been installed on the machine you are
monitoring. If you have not already done so, download a CID Key installer from the Stratusphere
Hub. Install it on a machine that has either Chrome or Internet Explorer installed. Refer to the
section on Capturing Metrics from the Environment for additional information on installing the
CID Key.

2. Login to the Hub Administration module and go to the Hub Administration > Connector ID Keys
> Connector ID Key Properties tab and expand the Configure Metrics section.

¥ Configure Metrics

Login Breakdown

The CID Key collects events and processes after a user logs in for a period of 5-6 minutes. If the CID Key calls back prior to
that, the login process breakdown information will not be included in that call back but will be included in the next callback
period. If the machine is rebooted before the 5-6 minutes, it will result in loss of data collected.

Collect machine level resource utilization such as CPU, RAM, Disk IOPs, etc. during login breakdown on a granular login
timeline resolution.

Collect process level resource utilization such as CPU, RAM, Disk IOPs, and Network IO over the duration of the

process.
Browser Metrics

Microsoft Internet Explorer
[l Microsoft Edge Chromium (installation guide)
Google Chrome (installation guide)

Mazilla Firefox (Coming Soon)

Collect Event Logs
Enable to begin collecting Windows Event Logs with the ability to select logs, type, and IDs
Event Log: Application System Security

Event Type: Critical Error Warning Information
Event IDs:

5140, 7845, 5154, 4663, 4958, 4638, 1674, 7040

Comma separated list of IDs and/or range of IDs. Add a minus sign before an ID and/or range to exclude it from being
collected. For example: 4624,5028-5030,-4646

3. Check the Browser Metrics checkbox. Then select which browser information to collect.
4. Click Save to change the settings.
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Browser Metrics for Chrome-based Browsers

Liquidware has developed a Chrome Extension that is available within the Chrome Web Store to be installed
within the Chrome-based browsers. This extension works in conjunction with the CID Key installed on the
machine and collects detailed metrics which are then packaged and uploaded by the CID Key up to the
Stratusphere Database. The same Chrome extension works on Google Chrome and Microsoft Edge
Chromium.

Enabling Browser Metrics in Google Chrome

Collecting browser metrics requires a few more steps, including configuring some GPO settings and
installing the Liquidware Chrome Extension in Google Chrome. In addition to the above steps, please follow
these steps to capture Chrome metrics:

1. Download and unzip the following policy templates zip file:
http://download.liquidwarelabs.com/stratusphere/tools/policy_templates.zip
2. Set Local Group Policy.

a. Open gpedit.msc and navigate to Computer Configuration > Administrative
Templates.

b. Right click on Administrative Templates on the left tree view and click on Add/Remove
templates option.

c. Onthe new window, click the Add button. Browse to where you unzipped the ZIP file
and select windows/adm/en-US/chrome . adm.

d. Go to Computer Configuration > Administrative Templates > Classic Administrative
Templates > Google > Google Chrome > Extension, and double click on Configure the
list of force-installed extensions. Then check on Enable and click the Show button.

e. Copy the following string in red and paste it into first row. Save it and exit out of the

Local Group Policy editor.
fcdgffmdaoiofonjahbdpglcdodgkaii;https://clients2.google.com/ser
vice/update2/crx
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=/ Local Group Policy Editor
File Action View Help

L ol el i JHEAN 7 Be I 4

Here is a screen shot of all the combined screens you can expect to see:

=/ Local Computer Policy
a (& Computer Configuration
» [7] Software Settings
+ [7] Windows Settings
4 [ Administrative Templates
. | Control Panel
> [ Network

. Extensions

Configure the list of force-installed
extensions

Setting State

Configure extension installation blacklist Mot configured

| Printers
, ] System
» 7] Windows Components
a

Edit policy settin Configure extension installation whitelist Mot configured
Canfigure the list of force-installed extensions Enabled
A& Canfigure the list of force-installed extensions =B %

E‘ Configure the list of force-installed extensions T ] l Next Setting

~| Classic Administrative Templates

a [ Google ) Not Configured Comment:

4 [ Google Chrome
| Allow Google Chrome
“| Configure remote acc
“| Content Settings
“| Default HTML rendere

“| Default search provide{

© Enabled

(©) Disabled

Supported 001 \ficrosoft Windows XP SP2 or later

“| Extensions

3 Home page Opticns: Help:

7| Locally managed user

| Mative Messaging

Extension IDs and updg Show Contents

“| Password manager installed
| Policies for HTTP Authl

. Extension IDs and update URLs to be silently installed
| Proxy server

Show,

| Startup pages

Valus
e e Dt fcdfindaocionahbdpglododicifitps/cits? gongle omservioepite2/on
. ) I jaciofanjahbepglododgleai https://lients2 goagle com /service Apdate?/t 3
T2 All Settings ’ e = ipdtcaion
4 & User Canfiguration *
+ [ Software Settings

+ [ Windows Settings
> [ Administrative Templates

oK Cancel

3. Launch Google Chrome.
a. Inthe address bar navigate to chrome://extensions/ to verify if our extension LWL
Chrome Monitor is listed there. To verify here is your screen shot:
% LWL Chrome Monitor 122 7
o
o Permissions Visit website
ID: fedgffmdaciofonjahbdpglcdodgkaii
(This extension is managed and cannot be removed or disabled.)
Inspect views: background page
Allew in incognito
b. To verify if you are collecting Browser Stats, look out for a stats. txt file in the

Connector ID folder. Please note that it may take up to 5 minutes for this file to show
up. Double Click it and search for ‘browserStats’. If you find a hit, we are collecting
Chrome stats. If you do not find a hit, please contact Liquidware Support.

Enabling Browser Metrics in Microsoft Edge Chromium

Collecting browser metrics requires a few more steps, including configuring some GPO settings and
installing the Liquidware Chrome Extension in Microsoft Edge Chromium. In addition to the steps in the
subsection above, please follow these steps to capture Chrome metrics:

1. Download and unzip the following policy templates zip file:

http://download.liquidwarelabs.com/stratusphere/tools/MSEdgeTemplates.zip
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2.

Set Local Group Policy.

a. Open gpedit.msc and navigate to Computer Configuration > Administrative

Templates.

b. Right click on Administrative Templates on the left tree view and click on Add/Remove

templates option.

c. Onthe new window, click the Add button. Browse to where you unzipped the ZIP file
and select windows/adm/en-US/msedge . adm.

d. Go to Computer Configuration > Administrative Templates > Classic Administrative
Templates (ADM) > Microsoft Edge > Extensions, and double click on Control which
extensions are installed silently. Then check on Enable and click the Show button.

e. Copy the following string in red and paste it into first row. Save it and exit out of the

Local Group Policy editor.

fcdgffmdaoiofonjahbdpglcdodgkaii;https://clients2.google.com/ser

vice/update2/crx

f.  Hereis a screen shot of all the combined screens you can expect to see:

File Action View Help

ez HE I HH T

=] Local Computer Policy
~ (& Computer Configuration
7| Software Settings
| Windows Settings
v ] Administrative Templates
i Control Panel
I Network
“| Printers
7 Server
“| Start Menu and Taskbar
| System
Windows Compenents
Classic Administrative Templates (ADM)
“1 Microsoft Edge
Cast
Content settings

v

< [ [

Default search provider
Extensions
HTTP authentication
Native Messaging
Password manager and protection
Printing
Proxy server
SmartScreen settings
7| Startup, home page and new tab page
| Microsoft Edge - Default Settings (users can over
[ All Settings
i User Configuration

. Extensions

Control which extensions are
installed silently

Setting

Edit policy setting

=

E Control which extensions are installed silently

|t£] Control which extensions cannot be installed
[ Allow specific extensions to be installed
[ Control which extensions are installed silently

State
Mot canfigured
Nt configured
Not configured

Previous Setting | | Next Setting
O Not Configured ~ Comment:
@® Enabled
O Disabled
Supported en: ['icrosoft Edge version 77, Windows 7 or later
Options: Help:
Extension/App IDs and update URL to be silently Specifies extensions that are installed silently, without user ~

installed

Show...

Show Contents

Extension’App Ds and update URLs to be silently installed

interaction, and that the users can't uninstall or disable (*force-
installed”). All permissions requested by the extensions are
granted implicitly, without user interaction, including any
additional permissions requested by future versions of the

re granted for the

rise. platformKeys

Iy available to extensions

Value

.+ |FedgffmdacicforiahbdpgledodgkaiiHttps://clients2 goagle. com/service/update2/cnd

tentially conflicting

ch extensions cannot be
Eension off of the force-
led by Microsoft Edge.

H to @ Microsoft Active

s limited te extensions

code of any extension by
Hering the extension

Cancel Apply

0K Cancel

the Deveper
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3. Launch Microsoft Edge Chromium.
a. Inthe address bar navigate to edge: //extensions to verify if our extension LWL
Chrome Monitor is listed there. To verify here is your screen shot:

&= (@) @ Edge | edgey//extensions x4 % ¥= KSE” n :j
Extensions @ 0 Personalize your browser with extensions
b
‘ Extensions are simple tools that customize your browser experience and offer
)’D Search installed extensions o o you more contrel. Learn more

I {:ﬂ Extensions

Installed extensions B e [§) Retommn () ki
ER Keyboard shortcuts

- F ithy
B Get extensions for Microsoft Edge rom ofnersources

1_ LWL Chrome Monitor 1
Liq e Labs Chr

gffmdao

ofonjshbdpgledodgkaii Inspect views Background page:

Details Remove

Developer mods Find new extensions

Allow extensions from other o Get extensions for Microsoft Edge

stores, Learn more

Can't find what you're looking for? You can also get extensions from the Chrome Web Store.

b. To verify if you are collecting Browser Stats, look out for a stats. txt file in the
Connector ID folder. Please note that it may take up to 5 minutes (Default sampling
frequency) for this file to show up. Double Click it and search for ‘browserStats’. If you
find a hit, we are collecting Chrome stats. If you do not find a hit, please contact
Liquidware Support.
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Hub Administration Directories

Under Hub Administration > Directories, you can manage the Local Directory that is used for Stratusphere user
accounts, and you can integrate with Active Directory or LDAP directory servers. For the Local Directory, you can
import users from a CSV file by going to the import tab.

You can also choose whether auto-registration is enabled. When this is enabled, as Connector ID Keys detect logged
on users, the users will automatically be registered and tracked in Stratusphere. It is recommended that you leave
this setting on.

quuidwore' Administration v Print | Help Lon Out

J Stratusphere
Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention Connector 1D Keys VM Directories l Directories. | Upgrades

Directories

New Directory | Click the directories below for more options.

Status Auto-Registration | TImport From CSV File

When a Connector ID Key calls back to the Stratusphere, if the user is not recognized, should the user be added to the local directory?

|# Enable auto-registration

Note: if you later import the auto-registered user from a directory, the user will be moved from the local directory to the imported directory.

Save Settings

To setup integration with Active Directory or LDAP:

1. Go tothe Hub Administration > Directories tab and click on the New Directory button.
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2. Enter the directory properties:
iqidware

Administration ¥ Print Help LogOut

Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention Connector ID Keys M Directories | Directories | Upgrades

Directories

New Directory

Directory Properties

*Name: |New Directory |

Directory Type:

“Fully Qualified Mame: ‘ |

Port: ' Use Default Port
) Use Custom Port

Security: [ Use secure connection

*Administrater Name: ‘

Use the following format for Administrator Name {assuming your directory administrator login name is _jsmitf, your directory group is f7, and your directory
domain is example.com):

» Active Directory: jsmith@example.com (or you can use the same format as LDAP)

«+ LDAP: cn=jsmith, ou=IT, o=example.com

*Administrator Password: l:l

*Base DN: |

» Advanced User and User Group Properties

» Advanced Machine and Machine Group Properties

Create New Directory

a. Security — When the “Use secure connection” option is checked, a closed lock icon will display next
to the Domain name on the Login page on the Stratusphere web user interface. If this option is
not checked, an unlocked icon will be displayed next to the Domain name. Liquidware
recommends using a secure connection when configuring Active Directory or LDAP directories.

Ii%uidwore‘

Stratusphere’

Product = Stratusphere FIT Product Valid until
| Domain | Iwl.corp v| &8 | " Stratusphere FIT Forever
«  Stratusphere UX Forever
User name | njeans
PassWord | esssssesssesssnss | Contact sales@liguidware.com for additional licensing needs.

Version: 6.1.5 Licensed to Liguidware Labs, Inc.
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3. Youcan also choose to set advanced parameters to limit integration to specific portions of information from
the directory server.

¥ Advanced User and User Group Properties

Import User & Groups: '® Yes 0 Mo

User Search Filter: [(&(objectClass=person)(!(objectClass=computer))(!{objectClass=contact)))

User Search Base:

User's Group Attribute: |member0f |

Group Search Filter: |(objectClass=group)

Group Search Base:

Group's User Attribute: |member

Group Name Attribute: |Cl'l

Mail Attribute: |mai|

Login Attribute: |sAMAccountName

Disabled Attribute: |userAccountContm\

¥ Advanced Machine and Machine Group Properties

Import Machines & Groups ' Yes '® No

Create New Directory || Cancel |

4. Click on the Create New Directory button when done.

Once you have defined the user directory within Stratusphere, you can perform manual import, or you can setup
a scheduled import. You can perform an import from the directory or a file, or setup a scheduled import. An
import will bring in user and group information. This information will be automatically synchronized with data
already in the Hub. In the case of group memberships, the user directory server is always the "authority". To
setup a scheduled import, you will need to select the frequency Daily, Weekly, or Monthly, and set the
appropriate schedule times.

qu&‘"dwqre Administration ¥ Print Help LogOut
Stratusphere’

Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention ‘Connector ID Keys ‘WM Directories ‘ Directories i Upgrades

Directories

New Directory | Click the directories below for more options.

Status ‘Auto-Registration ‘ Import From CSV File |

Groups file {CSV): | Choose File | No file chosen

Group file format
Each line of file has the following format:

Users file (CSV): | Choose File | No file chosen

User file format
Each line of file has the following format:
[user-name], [role(user or administrator)],[email-address], [active(true or false)],[group-namel;... ;group-namen]

Collector Policies: ) Update policies on Callectors after import
Note: Policies will not be updated if the administrator has made any changes since the last update
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Hub Administration Upgrades

Software updates are available to all customers who have an active support plan. Depending on whether your
Stratusphere appliances have direct access to the Internet or not, Liquidware Labs provides two options:

1.
2.

Online Upgrades: for appliances that have direct access to the Internet

Offline Upgrades: for appliances is in a secure, air-gapped environment with no direct access to the
Internet. From another computer that does have access to the Internet, you will need to download a
single upgrade image file first, then upload it to the Stratusphere Hub appliance using the Web Ul within
the Administration section under the Hub Administration > Upgrades tab.

Please refer to the Stratusphere Release Notes found in the Documentation section on the Liquidware Support

Portal for more information. Depending on the version you are upgrading from, you may be redirected to a separate

upgrade guide available on our Support Portal.

It is very important to follow the instructions given for upgrading your software. The order in which appliances need

to be upgraded is particularly critical.

Offline Upgrades

Upgrades images downloaded using another computer can be uploaded into the Stratusphere interface
under the Hub Administration > Upgrades > Offline tab. For more details, refer to your upgrade
instructions.

Ilqj’lidwqre Administration ¥ Print = Help Log Out

Stratusphere’
Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention Connector ID Keys VM Directories Directories Uparades

Upgrades
Offline Online

Using a computer that has access to the Internet, please check http://www.liquidware.com/download for any updates to Stratusphere. If there are updates
available, please download the update image file (*.img) from the site. Once downloaded, use the Browse or Choose File button to locate and select the
update image file, and then click on the Upload Update button to upload them to the Stratusphere Hub.

Choose File | No file chosen
Large Files may take a long time to upload. Do not leave this page once the upload begins.

£ Upload Update

Online Upgrades

Navigate to the Hub Administration > Upgrades > Online tab. If software updates are available, this tab
will display a message that a new version is available for download. A button will be made available to
download the upgrade image from within the Hub. Depending on your internet connection, it may take
some time for the file to finish downloading. You may install the upgrade image by clicking on the Install
Update button. However, if the default passwords (sspassword) for the friend or root users have been
changed on the Database Appliance, you will need to complete some manual steps using the Database
Appliance console. Please read the Release Notes and Upgrade Guides before performing any upgrades.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 129


https://www.liquidware.com/support
https://www.liquidware.com/support

Inventory

The Inventory tab provides a grouping of all items discovered by Stratusphere such as Users, Machines, Desktop
Applications, Network Applications, and Network Subnets in their own individual tabs. Each individual tab provides
the ability to manage and group items together for usage and reporting purposes.

Machines

Machine inventory information is automatically populated into the Hub as you deploy CID Keys. Machine
groups can be manually created, and machines can be assigned to groups for ease of policy and report
filtering. Additional VM information and groups can also be imported via integration with a VM Directory
such as VMware vCenter and Nutanix Prism.

Users

User inventory information will be automatically populated into the Stratusphere Hub as you deploy
Connector ID Keys. User groups can be created, and users can be assigned to groups for ease of policy and
report filtering. Additional user group information can also be imported through integration with Active
Directory or any LDAP-compliant user directory system. User Groups are useful for policy and report filters.
You can create and populate them manually or import defined groups from AD or an LDAP-compliant
directory.

Applications

Application inventory information covers both Desktop and Network applications. Desktop applications will
be automatically populated into the Stratusphere Hub as you deploy Connector ID Keys. Network
applications come pre-populated in the Hub based on typical ports and protocols but can be edited. Use
quick search to find specific applications.

Subnets

Subnets inventory information is manually added into the Stratusphere Hub for use in policy and report
filtering. You can define a single subnet, or a group (list) of subnets under a single name.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 130



Enabling Privacy — Anonymizing User and Machine Names

Liquidware understands and respects privacy related issues and concerns of its users across the world. Whether it
may be due to government regulations or some organizations ensuring privacy of its users, there are legitimate
requirements for enabling the option to anonymize end user names and machine names within Stratusphere.

Liquidware offers the ability to totally anonymize end user names and machine names within Stratusphere. It must
be noted that once this privacy mode is enabled, each newly registered user name and machine within the
Stratusphere Database will be anonymized in a single one-way hash. The conversion is permanent and cannot
be undone. User names and machines that existed prior to turning on privacy mode will still be stored in plain
text. Privacy mode can be disabled. However, the user and machine names already anonymized stay anonymized
permanently. Any user name and machine name registration received after disabling privacy mode will be stored
in plain text and will not be hashed.

Any user and machine that registered prior to enabling privacy mode will remain visible in plain text. Enabling
privacy mode only works for users and machines that register from that point forward and does NOT work to hash
user and machine names registered before enabling privacy mode.

Using the privacy mode may make Stratusphere reporting harder to read and follow since instead of user names
and machines names, the end user will only see randomized pieces of text representing users and machines.

Once Privacy mode is enabled the user and machine names already anonymized stay

anonymized permanently even if Privacy mode is disabled later.

Here are the instructions to enable Privacy mode:

1. Using an SSH client like PuTTY, log into the Stratusphere Hub console using credentials for the friend user.
Then use credentials for the root user to switch to the root using the ‘su - command. Unless changed, the
default password for both users is ‘sspassword’.

2. Execute the following command to invoke a limited shell prompt:

> /opt/tnt/bin/mgrconfig
3. Onthe new shell prompt, execute the following commands to anonymize user and/or machine names
within the Stratusphere Database:
> set system user privacy on
> set system machine privacy on
4. To save and quit enter the following commands:
> write
> quit
5. Enter CTRL+D twice to log out of root and friend SSH sessions and quit the SSH PuTTY client.

Please provide some time for Stratusphere to begin its anonymizing process. Once completed, please log into the
Administration section of the Stratusphere Web Ul and navigate to Inventory > Machines and Inventory > Users
tabs to verify if the names have been anonymized.

Here are the instructions to disable Privacy mode:
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1. Using an SSH client like PuTTY, log into the Stratusphere Hub console using credentials for the friend user.
Then use credentials for the root user to switch to the root using the ‘su - command. Unless changed, the
default password for both users is ‘sspassword’.

2. Execute the following command to invoke a limited shell prompt:

> /opt/tnt/bin/mgrconfig
3. On the new shell prompt, execute the following commands to anonymize user and/or machine names

within the Stratusphere Database:
> set system user privacy off

> set system machine privacy off

4. To save and quit enter the following commands:
> write

> quit
5. Enter CTRL+D twice to log out of root and friend SSH sessions and quit the SSH PuTTY client.

All users and machines registering for the first time since disabling privacy mode will now show up as plain text and
will not be hashed. Users and machines that were previously anonymized under Privacy mode will remain

anonymized.
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Monitoring the Event Log

The event log is where error, warning and information messages are stored for the events that occur within the
Stratusphere Hub. This includes administrative logins and actions, such as policy rule changes, CID Key registrations,
and scheduled actions such as imports from directory systems and execution of scheduled and manually executed
reports.

To view the event log, navigate to the Event Log tab. You can select the time range of events to view, and select the
type of events to view, or perform a Quick Search for specific event data. You can also enable and disable various
checkboxes to observe only a particular type of Event and/or a particular Event Level.

The secure RSS feed can be used to integrate all or select event log messages into other applications.

Administration ¥ Print Help LogOut

Hub Administration Collector Administration Inventory Event Log Licensing

Event Log “J Page 1 of 314 < Prev Next >
¥ Filter
Start Date: 09/17/18 H[9.42 AM ©) Event Types: ¥/ System ¥ User ¥ Policy ¥ Login
L
End Date: |0g/13/18 9.2 am (C) Connector ID Key Software
Date = mm/dd/yyyy; Time = hh:mm, hh:mm am, or hh:mm pm Levels: ¥ Error % Warning ¥ Information
Refresh View
Search
Date v Event Type Level User Name Details
Sep 18, 2018 Connector TeIETT Updating information for machine sevws12-03.se.wl.corp. Probe version = cid64-6.0.8-1, fully-gualified name = sevws12-
9:42:44 AMEDT ID 03.se.lwl.corp, IP address = 10.0.81.77 : Host Name: sevws12-03.se.lwl.corp
Sep 18, 2018 Connector Updating information for machine LWLITTXWMADOZ. Probe version = cid64-6.0.8-1, fully-gualified name =

9:42:36 AMEDT ID IimE A Iwlitbewmad02. widemocenter.local, IP address = 10.30.0.31 : Host Name: wlittxwmad02.Iwldemocenter.local

Sep 18, 2018 Successfully retrieved statistics from VM directory SE.lwl.corp for 4 hosts for period 9:30:00 AM Sep 18, 2018 to 9:40:00 AM

94226 amEDT | SYstem  Information Sep 18, 2018, 0 hosts failed.
Sep 18, 2018 Connector TEIETT Updating information for machine localhost. Probe version = centos7s_54-6.0.8-1, fully-qualified name = localhost, TP
9:42:16 AMEDT ID address = 67.173.172.131 : Host Name: localhost
Sep 18, 2018 Connector T Updating information for machine LWLITTXWMADO1. Probe version = cid64-6.0.8-1, fully-gualified name =
9:42:12AMEDT | ID Iwlitbowmad01.lwldemocenter.local, IP address = 10.30.0.30 : Host Name: hwlittowmad0l. lwldemocenter.local
Sep 18, 2018 Connector e o Updating information for machine zinfandel. Probe version = cid64-6.0.8-1, fully-qualified name = zinfandel, IP address =
9:42:10AMEDT  ID 172.17.31.4 : Host Name: zinfandel

Event Types

System:

System events are ones that are logged when the Stratusphere back-end services perform some functions,
or certain jobs or event begin and end. It includes items such as syncing with VMware vCenter or Microsoft
Active Directory, or execution of certain scheduled or manually run reports. In 6.0, it will also include
messages that show when a certain number of detail records are rolled up into a higher period time frame.

User:

User events are ones that are initiated by a user to update certain configuration items such as Connector
ID Key properties for a machine or machine group, changing roles of a user, configuring parameters for
syncing with Active Directory or vCenter, etc.

Policy:
Policy events are ones that are logged when a user adds/updates/deletes network policies on a Network
Collector and then pushes the updated policies to the group of Network Collectors. This helps
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administrators keep track of which user, at what time, updated network monitoring policies on which
network Collectors.

Login:

Login events are ones that capture a login attempt, whether it was successful or not, what were the
credentials (username) offered including domain credentials or Local Directory, along with the exact time
and IP Address from which it occurred.

Connector ID Key Software:

Connector ID events are ones that capture when a CID Key agent sent registration information to the
Stratusphere Hub and what were some of the main items that were observed as part of this registration
information. If the machine already was registered before and has the same hardware signature as before,
it will also state that it allowed a reactivation of the certificate given to each machine.

Event Levels

Error:

The Error Level event provides a listing of all errors, failures or critical events observed on the Stratusphere
system regardless of the Event Type. If a vCenter sync failed, or a Network Collector policy push failed for
some reason, then it would be classified as an Error Level event and logged as such. Unless there is a known
reason, you should not see major number of error level events.

Warning:

The Warning Level event provides a listing of all warnings or non-critical events observed on the
Stratusphere system regardless of the Event Type. Warnings are lower impacts than errors but are logged
nonetheless to record events such as failed user logins into Stratusphere, or network communication
problems between the Hub and a Collector or similar.

Information:

The Information Level event provides a more verbose level of logging. These are not associated with any
critical errors or conditions, but merely to provide information updates on successful conclusion of certain
tasks to log when it began and with it concluded successfully.
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Working with Licenses

As your environment grows and changes, so might your Stratusphere needs. Stratusphere is licensed on a per user

and/or per machine basis. You can view your current Licensing details in the Hub Administration module under the

Licensing tab.

Viewing Your Current License Status

The Licensing > Status tab tells you which Stratusphere products your organization is licensed for, when
product support for each license expires, and how many licenses are in use versus the total amount
available for use. Please contact your sales representative at sales@liquidware.com to renew product
support or to purchase additional licenses.

||qJUIdware Administration ¥ Print Help | LogOut

Stratusphere’

Hub Administration Collector Administration Inventory Event Log Licensing

License

| statws | Update License Recover Licenses

Product Valid until License Details
# | Stratusphere FIT Forever 500/unlimited machines, 137/unlimited users
# | Stratusphere UX Forever 500/unlimited machines, 137/unlimited users, 8/100 collectors

Contact sales@liquidware.com for additional licensing needs.

With the purchase of a Standard Support contract, customers receive the following elements of service:

e Unlimited access to Liquidware Support web site

e Downloads of the latest releases, patches, corrections, enhancements, and upgrades for
Liquidware products as they are made generally available

e Access to the latest product

e Maintain case logging regarding operational/technical aspects of Liquidware software

e Access to Liquidware product documentation
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How to Update a License Registration

When you extend product support or purchase additional licenses, you will need to update your license file.
To generate and update a new license file:

|iqUIdWC|r2 Administration ¥ Print = Help Log Out

J Stratusphere
Hub Administration Collector Administration Inventory Event Log Licensing

Status [ Update License ] Recover Licenses

Stratusphere appliances require an activation process that generates a license based on a machine-specific Activation Code combined with a License Code. The two codes
are combined in a secure Activation Portal and a unique license is generated for your Stratusphere Appliance. Your License Code was provided in an email sent to your
organization's Stratusphere license administrator, Click on the Activation Code below to begin the license generation process in the Stratusphere Activation Portal.

Activation Code: TypG/waQ1mu7vKFGhoVfxeo+X+GfiZlppECzPY/pHAT

If you are unable to access the above link, you can go to https://secure.liquidwarelabs.com/lwl/activate/ where you will need to cut and paste the Activation Code and
License Code.

Copy the generated License text from the Activation Portal and paste it into the box below.

A

2] 1 have read and accepted the terms of the applicable Liquidware Labs, Inc. license: Evaluation Software License, End User Software License.

Update License

1. While logged in to the Hub Administration module, click on the Licensing tab and go to Update
License.
2. Click on the Activation Code link. This Activation Code is unique, and the link will take you to the

Liquidware Stratusphere License Activation Portal where your Activation Code will be prefilled for
you.
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qu)uidwore"‘

Stratusphere License Activation
Step 1: Register Activation Code

Stratusphere Version: 5.8 or Newer ¥

License Code: | |

(Sent via email to the Stratusphere License Administrator)

Activation Code: |kGanl(vWvuPPwcullvsrL43qm6v+Fr+anJwFfL5DKD4 |

(Generated by the Stratusphere Hub Appliance once installed)

0 Indicates Required Field

Copyright @ 2017 Liguidware Labs, Inc. All Rights Reserved.

3. Enter your unique License Code that was sent to you by email from Liquidware and click Proceed.
4. Copy the generated License text from the Activation Portal and paste it into the box on the Update

License tab in the Hub Administration module.
5. Once you have reviewed and agree with the license agreements, click the checkbox below the

License text.
6. Click Update License to finish.

How to Recover Unused Licenses

Over time you may have users who are no longer with the company or machines which were being
monitored that are no longer in service. If so, those Stratusphere licenses that were issued to those users
and/or machines can be reclaimed and added back to your pool of available licenses. To recover those

unused licenses:

Administration ¥ Print Help LogQut

Hub Administration Collector Administration Inventory Event Log

License
Status Update License ] Recover Licenses |

Each named user and/or machine in Stratusphere is allocated a license. Over time some of these users and machines may no longer be active. Use the options below to
recover licenses based on period or duration of inactivity. Any associated information, data and metrics for the recovered user and/or machine license will be purged from

the database.

Auto-release user license if not observed for days.
[#] Auto-release maching license if has not called back for 30 days.
Save | Release Now

1. While logged in to the Hub Administration module, click on Licensing and then go to the Recover

Licenses tab.

2. Set the number of days Stratusphere should wait before releasing a user who has not been
reporting back to the Hub or a machine that has not been calling back to the Hub.

3. Check the checkbox next to each setting to activate it.

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 137



4. If you wish to go ahead and release user or machine licenses without waiting for Stratusphere’s
configuration settings to kick in, click Release Now.
5. Click on Save to keep your configuration changes.

Please be aware that all metrics collected for inactive users and machines

whose licenses have been reclaimed, will be permanently deleted from the
Stratusphere database and cannot be recovered.
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Getting Help Installing Stratusphere

If you have questions or run into issues while using Stratusphere, Liquidware is here to help. Our goal is to provide
you with the knowledge, tools, and support you need to be productive.

Using Online Resources

Liqguidware maintains various kinds of helpful resources on our Customer Support Portal. If you have
questions about your product, please use these online resources to your full advantage. The Support Portal
includes product forums, a searchable Knowledge Base, documentation, and best practices among other
items. You can visit our website at https://www.liquidware.com.

Contacting Support

If you wish to contact our Support staff for technical assistance, please either log a request on the
Liquidware Customer Support Portal or give us a call. Prior to Logging a Case you may want to review these
helpful tips:

e Check the Product Documentation included with your Liquidware Product.

e Tryto see if the problem is reproducible.

e Check to see if the problem is isolated to one machine or more.

e Note any recent changes to your system and environment.

e Note the version of your Liquidware product and environment details such as operating system,
virtualization platform version, etc.

To speak directly with Support, please use the following numbers:

Main Line: 1-678-397-0460
Toll Free in US & Canada: 1-866-914-9665
Europe/Middle East/Africa: +44 800 014 8097

Toll Free in Europe
UK: 0800 014 8097
Netherlands: 0800 022 5973

Switzerland: 0800 561 271
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Appendix A: Deploying Standard Connector ID Keys with AD GPO
or SMS

As previously discussed, Connector ID Key software is included inside your Stratusphere Hub virtual appliance and
must be launched on the end-user desktops to gather assessment data. For Windows, there are EXE based packages
that can be installed locally on desktops, and there are also versions that can be installed on a network server and
then launched remotely on the user desktops. The software can be found in the Hub Administration module by
proceeding to Hub Administration > Connector ID Keys and clicking on the Connector ID Key Software tab.

|iq‘§JidW0rE' Administration v Print Help ¥ Log Out

Stratusphere

Hub Administration Collector Administration Inventory Event Log Licensing
Qverview Configuration Data Retention Connector 1D Keys VM Directories Directories Upgrades

Connector ID Key Software Administration
Connector ID Key Properties Connector ID Key Software

Recommended Versions
Connector ID Key Software  Version Details
Windows (Auto-register installer) 6.1.4-10  This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address details that can cause installer to be flagged as malicious.

Mac 05 5.1.4-10 This version is recommended for 0S¥ (El Capitan) and macOS (Sierra)
Linux (RPM) 6.1.4-10  This version is recommended for Linux {RPM), including RedHat Enterprise Linux 5 and higher, Cant0S 5 and higher, Fedorza and SUSE.
Linux (DEB) 6.1.4-10  This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debian & and higher.

¥ Other Versions

‘Connector ID Key Software Version Details
‘Windows (Manuzl signed instzller)  6.1.4-10  This version is recommended for 32/64 bit Windows versions that require a signed installer; hub address information must be entered during install process.
RHEL 5 - Adva sion 6.1.4-10 The advanced version for RedHat Enterprise Linux 5

RHEL 6 & 7 - Advanced Version 6.1.4-10 The advanced version for RedHat Enterprise Linux 6 & 7

AD Group Policy - Standard Version ' 6.1.4-10 ' The 32/64 bit Windows standard version for distribution via AD Group Policy. Refer to the quickstart guides for step by step instructions.

IGEL 6.1.4-10  This version is recommended for IGEL thin dlient.
StratoDesk 6.1.4-10 | This version is recommended for StratoDesk thin client.
107ig 6.1.4-10  This version is recommended for 10Zig thin dient.

For evaluation, you can manually install the EXE on test desktops (see the earlier section on Distributing Connector
ID Keys to Target Desktops), but this section provides further details if you wish to distribute Connector ID Keys
using Microsoft’s Active Directory (AD) Group Policy Object (GPO) or Systems Management Server (SMS). Local
install and remote launch can all be done silently, without any intrusion for the end users. To remove the software,
you can use the standard procedures to reverse the process described below, or as discussed in sections above you

can simply set any locally installed Connector ID Keys to “dissolve”, or auto-delete, themselves after a specified
number of days.

If you have problems or questions regarding the steps described here, please submit a request for more information
on the Liquidware Support Portal.

Deploying the Standard Connector ID Keys with AD GPO

This section describes how to use Active Directory Group Policy to automatically distribute the “locally
installed” Connector ID Keys to desktop machines or users. When distributing the Connector ID Keys using
Group Policy, we suggest assigning Connector ID Key MSI distribution to computers (Computer Group). For
those computers, the Connector ID Key will be installed when the computer starts, and it is configured as a
service and is available to all users who log on to the computer.
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Step One: Download the CID Key MSI and Example Group Policy Template
The Connector ID Key MSI and the template can be found by clicking on the Connector ID Key Software tab
under Hub Administration > Connector ID Keys. You will need to download these files from the Hub.

This MSl is to be distributed using AD Group Policy only. Do not attempt to use

any other distribution mechanism.

Itq}‘llcslwore Adniinistration ¥ Print Help ¥ Log Out
tratusph I

here”

Collector Administration Inventory Event Log
Owerview Configuration Data Retention ‘ Connector ID Keys | VM Directories Uparades

Connector ID Key Properties | Connector ID Key Software i

Recommended Versions

Windows (Auto-register installer)  6.1.4-10 This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address details that can cause installer to be flagged as malicious.

Mac 05 6.1.4-10 This version is recommended for OSX (El Capitan) and macOS (Sierra)
Linux (RPM) 6.1.4-10 This version is recommended for Linux (RPM), including RedHzat Enterprise Linux 5 and higher, Cent0S 5 and higher, Fedora and SUSE.
Linux (DEB) 6.1,4-10 This version is recommended for Linux {DEE) including Ubuntu 10 and higher, Debian 6 and higher,

¥ Other Versions

Windows (Manual signed installer)  6.1.4-10 is version is recommendead for 32/64 bit Windows versions that require a signed installer; hub address information must be entered during install process.

RHEL 5 - Advanced Version 6.1. e advanced version for RedHat Enterprise Linux 5

RHEL 6 & 7 - Advanced Version 0  The advanced version for RedHat Enterprise Linux 6 & 7

AD Group Policy - Standard Version 6.1.4-10  The 32/64 bit Windows standard version for distribution via AD Group Policy. Refer to the quickstart guides for step by step instructions.
IGEL 6.1.4-10  This version is recommended for IGEL thin client.

StratoDesk 6.1.4-10  This version is recommended for StratoDesk thin client.

10Zig 6.1.4-10  This version is recommended for 10Zig thin client.

Example Group Policy Template for Active Directory based MSI installs.

Step Two: Create a Distribution Point
To assign the Connector ID Key MSI, you must create a distribution point on the publishing server:

1. Create ashared network folder where you will put the Connector ID Key MSI. (\\file server\share\)
2. Copy the Connector ID Key MSiI file to the share.
3. Set permissions on the share to allow access to the MSl file.

a. Grant either “Authenticated Users” or “Everyone” read permission.

Step Three: Load Group Policy ADM Template
The ADM Template allows Connector ID options to be specified through Group Policy. Please reference the
figures below for further assistance.

1. Right click Administrative Templates under Computer Configuration and select Add/Remove
Templates...
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% File Action View Favorites

onsolel - [Console Rool cal Computer Policy

Window  Help

trative Templates]

e~ | Bm B 2E

[_1 Console Root

B =} Local Computer Policy
=] Q Computer Configuration
[Z software Settings
(23 Windows Settings

B8 Administrative Templates

Select an item ko view its description,

Add/Rel
All Tasks 3
iew 3

Mew Window from Here

Mew Taskpad Yiew..,

Export List...

Help

Setking

[(dWwindows Components
[:ISystem
[Cnetwark

[CPrinters
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2. Select Add... to load the Liquidware Labs template.
Add/Remove Templates [ 2]

LCurrent Policy Templates:

N

(8] inetres 270BKE  3/842009 .21 PM
)
(=8 system 1704KB  12/30/2006 9:5...
)
ﬂ wmplayer EFRE  4/25/200611:1..
=l

WAl 39KB FAF/200412:4.

Add... | Remove |

3. Browse to the location where Liquidware Labs template you previously downloaded is located.

Laok jn: [ 5 ADM = o E

File name: ILiquidware Labs. adm j Open I
Files of twpe: IPD"C}' Templates j Canicel |
¥/

4. Once the template has been loaded, Close the dialog box.

Add/Remove Templates EHE

LCurrent Policy Templates:

Name | Size | Modified |
caonf 39KE 8442004 8:00 s
inetres 270BKE  3/8/2003 3:21 P
Liquidware Labs 1KB  5A13/20010 517 .
spztem 1704KB 1243020085 5.
wrnplayer B7EE  4/25/2006 11:1..
WAL FKE TATS00412:4..

Bemove | Cloze |
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5. From the View menu, select Filtering...

"fii Consolel - [Console Root'Local Computer Policy',Computer Configuration’,Administrative Templates'Liq)

Bﬁ File  Action | Wiew Favorites ‘Wwindow  Help
da |E AddfRemove Columns. .. |

D Console Root Large Icons

EI_‘:;)’ Local Comp Small Lcons
£ Compu List

(3 501 » petsil

e to view its description, Setting
[_AConnector 1o

Filtering. ..

Customize. ..

D Syskem
[ Metwark
L[] Printers

@ User Configuration

6. Disable, or uncheck, Only show policy settings that can be fully managed.

:@ These optionz allow you to filker the Administrative Templates
- palicies.

™ FEilter by Requirements infamation
Select the itemz to be displayed;
At least Internet Explarer 5.0 il
At least Intermet Explorer 6 Service Pack 1
At least Intemet Explorer B.0'in Windows 2003 Service Pa...
At least Intermet Explorer 6.0 in Windows 2003 Service Pa...
At least Intermet Explorer 6.0 in Windows =P Service Pack...
At least Internet Explorer 7.0
[ T T T S T P T LI

Select Al || Deseleotl

[ Orly show configured policy settings
(l- Only show policy zettings that can be fully managed)

Cancel |

Stratusphere™ FIT & Stratusphere™ UX: Installation & Configuration Guide Page 144



7. Specify Connector ID Options including the Hub Address for your environment.

"fii Consolel - [Console Root'Local Computer Policy',Computer Configuration',Administrative Templates'Liq

% File  Action Wiew Favorites  Window — Help

e« | BE R 2 m

C_| Console Rook Setting | State |
Bl & Local Computer Policy (=8 Hub Address Disabled
5@ Computer Configuration {4 Machine Group Disabled
B[] Software Settings Eﬁ User Group Disabled

[ windows Settings
E[:I Adrinistrative Termnplate
CI Windows Campone
B[] Liquidware Labs
- -2 Connector ID

¢ User Configuration

Hub Address Properties [ 7|

Setting I E =plaity I

Eﬁ Hub Address

£~ Mot Configured
{* Enabled
" Dizabled

IP Addresz / DHNS Mame |1D_I:I,3_‘II:II:1

Erevious Setting | MNext Setting |

0K I Cancel | Apply
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Step Four: Deploy the CID Key Agent

Create a Group Policy that deploys the Connector ID MSI package. Please reference the figures below for
further assistance.

1. Right click the Software installation option under Computer Configuration and select New then

Package...

Fle Action View Help

e | BE DR 2@

=% ConnectorID [it-deil.Lwl.corp] o | Mame Version | Deployment stats | Source
= Computer Configuration
% o : o Thers are no ikams ko show in this view,

[ [ Administrative Template

Yigw 3
-4 User Configuration
(£ software Settings Paste
Windows Settings Refresh
(23 Administrative Template Export List. .,

Froperties
Help
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2. Browse to the location the where the Connector ID MSI is located. This path should be the UNC
path created in Step 1.
Open H B3
Look in: | 5 ConnectorlD 2 (e B e

File name: Iinstall-connectorlD-Key-4_B_D-np332.msi j Open I
Files af tupe: IW’indows Irstaller packages [ msi] j Cancel |

2

3. Select Assigned and then choose OK.

Deploy Software E |

Select deployment method:

" Published
" Assigned
" Advanced

Select this option ta Azzsign the application without modifications.

Cancel |
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4. Double Click the Connector ID package to open the Properties dialog box.

'fi Group Policy Object Editor

Fle Action Wew Help
- | OnFEER @

_=:j° ConnectorID [i-de0l.LwL.carp] Po
- @ Computer Configuration
= Software Settings
g Software installation
<[ Windows Settings
- Adrinistrative Templates
B Q User Configuration

[1-[_] Software Settings

D wWindows Settings

D Administrative Templates

Ma

5. Enable the Always wait for the network at computer startup and logon setting.

'ffi Group Policy Object Editor

File  Action Yiew Help

e |Om FR|2m

_=:_‘j° ConnectorID [it-de0l.Lwl.corp] Po | Setting I hate
El@ Computer Configuration
-] Software Settings

ﬁ} Don't display the Getting Started welcome screen at logon Mot configure
=4 Always use classic logon Mot configure

[ windows Settings

=[] Administrative Templates
B0 Windows Components
-2 System

--[_7 User Profiles

--|_] Scripts

=3 Logan

--[_7) Disk Quokas

F-I_7 Met Logan

--[_7] Group Palicy

--[_7] Remoke Assistance

[ System Restore

-] Error Reporting

--[_7 Windows File Prote

--|_7] Remote Procedure

-] Windows Time Sar

-] Inkternet Communic

F+-[_7] Diskributed COM

120 Metwork

----- [Z1 Printers

E@ User Configuration

@ Run these programs ak user logon
=W Do nat process the run once list
(=4 Do not process the legacy run lisk

k. at computer startup and logon

Mot configure

Mot configure

Mot configure
Enabled
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Deploying the Standard Connector ID Keys with SMS

This section describes how to deploy the Connector ID Keys in your environment by using SMS. In this
example, we will use the example folder named \InstallerCache\CID presumed on the SMS host machine
named SMS01. However, you will need to change these to the actual names in your environment.

The Windows - Standard Version Connector ID Key can be found by clicking on the Connector ID Key
Software tab under Hub Administration > Connector ID Keys. You will need to download this file from the
Hub to the folder you created on your SMS host machine.

|iq)uidwure Administration ¥ Print | Help | Log Out

Stratuspheres
Hub Administration Collector Administration Inventory Event Log Licensing
Quenview Configuration Data Retention | Connector 1D Keys | VM Directories Directories Uparades

Connector ID Key Software Administration
Connector ID Key Properties ] Connector ID Key Software |

Recommended Versions

‘Connector 1D Key Software Details

Windows (Auto-register installer) A1.0-1  This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address detzils that can cause installer to be flagged as malicious.
Mac 0S 6.1.0-1  This version is recommended for OSX (El Capitan) and macOS (Siema)

Linus (RPM) 6.1.0-1  This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, CentQS 5 and higher, Fedora and SUSE.

Linux (DEB) 6.1.0-1  This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debian & and higher.

»  Other Versions

To distribute the CID Keys using SMS:

1. Start the SMS Administrative Console and create a new package with the following attributes:

a. Name: Connector ID Keys

b. Version: 6.x.x (specify the actual version to be deployed)
c. Publisher: Liquidware Labs, Inc.

d. This package contains source files: True (checked)

e. Source directory: \\SMS01\InstallerCache\CID
2. Use the default or site-specific settings for all remaining attributes.

3. Create a Distribution Point for this newly created package according to your site needs.
4. Create a Program specifying the executable installer package:
a. Name: Connector ID Keys
b. Command line:
Install-connectorID-Key-x_x x-winStandard.exe /s
[HUBADDRESS="hub-ip-or-dns-name”]
[MACHINEGROUP="machine-group-name”] [USERGROUP="user-
group-name” ]
Note: The “x_x_x" in the command should be replaced with the version number of the
CID Key you are installing. The last three parameters HUBADDRESS, MACHINEGROUP,
and USERGROUP are optional. If you use them, do not use the actual bracket characters
[ and ]. However, the quotes are required and the variables inside the quotes should be
replaced with values specific to your environment. The EXE installer already has
information regarding the address of the Stratusphere Hub it was downloaded from and
must register to. However, if you want to override this embedded information, then
you must specify the HUBADDRESS parameter and the installer will ignore the
information it has internally. Also, if you want to specify a machine group and/or user
group for automatic registration then you need to specify the last two parameters.
c.  Run: Normal
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5. The following is necessary to complete Connector ID Keys installation and registration:

a.
b.
C.

d.

Estimated memory: 512 MB RAM or higher

Maximum allowed run time: 20 minutes

Program can run: Whether or not a user is logged on (suggest scheduling install when
users are not logged on)

Run mode/Run with Admin rights: True (selected)

6. You are now ready to create a new Advertisement. Use the following attributes:

a.
b.
C.

Package: Connector ID Keys

Program: Connector ID Keys Installer

Mandatory assignments: Create one or more of these to force the installation of the
package without requiring the user to run advertised programs. Use the default or site-
specific settings for all remaining attributes.

7. Once the advertisement is created, and the scheduled time for deployment arrives, client

machines receive the advertisements and program installation begins. As the installations

progress, Stratusphere should display newly registered machines in the Stratusphere Hub under
Inventory > Machines.
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Appendix B: Embedding Connector ID Keys in VMware Horizon
View Master Images

Another alternative way to deploying Stratusphere Connector ID Keys is to install the CID Key Agent on VMware
View master images or templates. Remember, you must be an Administrator with full administrative credentials
while installing the Connector ID Key on your base image.

Before deploying CID Keys in your VMware View master image, login to the Administration module of the
Stratusphere Hub appliance and proceed to Hub Administration > Connector ID Keys and click on the Connector ID
Key Software tab. Download the appropriate install package for your target environment.

Note: If the Connector ID Key software is already installed and you need to
simply upgrade the software, best practice is to uninstall the old software and

then install the new software. From the Windows Control Panel, uninstall the
Connector ID program from Liquidware Labs. Then follow the instructions
below to install the new version of the Connector ID Key software.

To install the Connector ID Key on a base image, do the following:

1. Power on and log into your base desktop VM image.
Install the Connector ID Key manually.

3. Validate that the virtual machine registered correctly by logging in to the Administration module
on your Stratusphere Hub, and making sure it is listed under the Inventory > Machines tab.

4. On the master image desktop, open the command prompt as an administrator, navigate to the
following location and execute the batch file:

On 32-bit Operating Systems:
C:\Program Files\Liquidware Labs\Connector ID\admin scripts)\
VMwareView MasterImagePrep.bat

On 64-bit Operating Systems:
C:\Program Files (x86)\Liquidware Labs\Connector ID\admin scripts\
VMwareView MasterImagePrep.bat

5. Shut down the base desktop virtual machine. You are now ready to take a snapshot of the machine

for the base image or template.
6. When configuring the resource pool in Horizon View Composer’s Automated Desktop Pool,
specify the following as Post Synchronization script:
i. For Linked Clones: On the QuickPrep Settings page use the following
On 32-bit Operating Systems:
C:\Program Files\Liquidware Labs\Connector ID\admin scripts\
VMWareView_PostSyncScript.bat
On 64-bit Operating Systems:
C:\Program Files (x86)\Liquidware Labs\Connector ID\admin scripts\
VMWareView_PostSyncScript.bat
ii. ForInstant Clones: On the ClonePrep Settings page use the following
On 32-bit Operating Systems:
C:\Program Files\Liquidware Labs\Connector ID\admin scripts)\
VMWareInstantClones_PostSyncScript.bat
On 64-bit Operating Systems:
C:\Program Files (x86)\Liquidware Labs\Connector ID\admin scripts\
VMWareInstantClones_PostSyncScript.bat
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Appendix C: Installing Connector ID Keys in Citrix Provisioning
Server Master Images

Another alternative way to deploying Stratusphere Connector ID Keys is to install the CID Key Agent on the master
images that are deployed through Citrix Provisioning Server. Remember, you must be an Administrator with full
administrative credentials while installing the Connector ID Key on your base image.

Before deploying CID Keys in your Citrix Provisioning Server master image, login to the Administration module of the
Stratusphere Hub appliance and proceed to Hub Administration > Connector ID Keys and click on the Connector ID
Key Software tab. Download the appropriate install package for your target environment.

Note: If the Connector ID Key software is already installed and you need to
simply upgrade the software, best practice is to uninstall the old software and
then install the new software. From the Windows Control Panel, uninstall the
Connector ID program from Liquidware Labs. Then follow the instructions

below to install the new version of the Connector ID Key software.

To install the Connector ID Key into your master image, do the following:

1. Power on and log into your XenDesktop master image.

Install the Connector ID Key manually. If there is an existing installation of Connector ID already
on the master image, it will be updated to the latest version during the installation. The installer
will automatically call back to the Stratusphere Hub and register with the default Hub address
information embedded inside the installer. Chose the Custom option within the installer wizard
to alter this default Hub information and specify a different Hub IP address or DNS address as
well as specifying a Machine Group and User Group to register the machine and user into.

3. Once the installer completes, check to see if it registered with the Stratusphere Hub. You can do
so by checking either one of two options below:

a. Open your browser and log into the Stratusphere Management Ul’s “Administration”
section using the ssadmin/sspassword credentials. (Note: For AWS use your VM
Instance ID for the password.) Navigate to the Inventory > Machines tab. The master
image machine name should exist in this list and verify its version number and call back
times have been updated to the current date and time.

b. Verify if the following file exists: C: \Program Files\Liquidware
Labs\Connector ID\ca\cert.txt - Ifitexists then we have a successful
installation, and now we need to prepare the master image for deployment through
Provisioning Server.

4. To prepare the image for deployment, the initial registration cert.txt and other items must be
cleared and reset. To do so on the base image open a command prompt as an Administrator and
execute the following bat file:

C:\Program Files\Liquidware Labs\Connector Id\admin
scripts\ProvisioningServer MasterImagePrep.bat

5. Shut down the base desktop virtual machine, you are now ready to deploy your desktop master
image through Provisioning Server.
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Appendix D: Working with Connector ID Keys on Linux

Note: If the Connector ID Key software is already installed and you need to
simply upgrade the software, best practice is to uninstall the old software and

then install the new software. Instructions for both installing and uninstalling
the Connector ID Key software are given below.

Installation Instructions

Here are instructions to install the CID Key on your local Linux Desktop:

Log into your local Linux Desktop using administrative credentials.
Using your local browser, log into the Administration section of the Liquidware Stratusphere Hub
Web Interface using the ssadmin/sspassword default credentials. (Note: For AWS use your VM
Instance ID for the password.)
3. To download the Connector ID Key software, navigate to the Hub Administration > Connector ID
Keys > Connector ID Key Software tab.
Click on the version that is the closest match for your Linux distribution.
5. After the download has finished, open an Xterm console on your Linux Desktop.
6. Toinstall the CID Key, you must switch to the root user. To do so use any one of the following:
$ su - root
Or
$ sudo /bin/bash
7. The installer needs to run from the root folder ‘/’. Copy or move your downloaded install binary
to the root folder '/'. Assuming the browser saves all downloads into the ‘Downloads’ folder, please
execute the following:
$ cp ~/Downloads/install-connectorID-Key-x.x.x-x-<os>.bin /

8. Run the installer from the current directory
$ sh ./install-connectorID-Key-x.x.x-x-<0s>.bin

Creating a Linux Master Image with a CID Key

After completing the installation above, complete the steps below to convert the current installation into a
Linux Master Image:

1. To prepare the Linux image as a master image, you must switch to the root user. To do so use any
one of the following:
$ su - root
Or
$ sudo /bin/bash
2. Stop the CID Key process by executing the following:
$ /etc/init.d/vs-helper stop
3. Remove the following files:
$ cd /opt/vdesktools/grd
$ rm cert.txt stats.* stats/* uidcache key material/certreq.tnt
4. Your image is now ready to be saved as the Linux Master Image.
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Linux CID Key Commands & Files

1. Start the CID Key process by executing the following:
$ sudo /etc/init.d/vs-helper start

2. Stop the CID Key process by executing the following:
$ sudo /etc/init.d/vs-helper stop

3. Test if the CID Key process is running by executing the following:
$ ps -ef | grep vs-helper

4. Remove or uninstall CID Key process by executing the following:
$ sudo /opt/vdesktools/bin/idenq -R

Log file locations: /var/log/grd. log

Data Directory locations:

a. /opt/vdesktools/grd/cert.txt

b. /opt/vdesktools/grd/imgrcomm. txt

c. /opt/vdesktools/grd/key material/public/mgrcert.pem
7. Binary file locations: /opt/vdesktools/bin/

Uninstall Instructions

Here are instructions to uninstall the CID Key on your local Linux Desktop:

Log into your local Linux Desktop using administrative credentials.

2. Verify if you have the .bin file used for installing the CID Key. If you found it skip to item 8 below.
If you do NOT have it, download it from the Stratusphere Hub Web Ul. Using your local browser,
log into the Administration section of the Liquidware Stratusphere Hub Web Interface using the
ssadmin/sspassword default credentials. (Note: For AWS use your VM Instance ID for the
password.)

3. To download the Connector ID Key software, navigate to the Hub Administration > Connector ID
Keys > Connector ID Key Software tab.

Click on the version that is the closest match for your Linux distribution.

5. After the download has finished, open an Xterm console on your Linux Desktop.

To uninstall the CID Key, you must switch to the root user. To do so use any one of the following:
$ su - root
Or
$ sudo /bin/bash

7. The uninstaller needs to run from the root folder ‘/’. Copy or move your downloaded install binary
to the root folder '/'. Assuming the browser saves all downloads into the ‘Downloads’ folder, please
execute the following:

$ cp ~/Downloads/install-connectorID-Key-x.x.x-x-<os>.bin /

8. Run the uninstaller from the current directory
$ sh ./install-connectorID-Key-x.x.x-x-<os>.bin remove
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Appendix E: Working with Connector ID Keys on OS X & macOS

Installation Instructions

Here are instructions to install the CID Key on your local Apple Mac OS X or macOS Desktop:

1. Loginto your local Apple Desktop using administrative credentials.
2. Using your local browser, log into the Administration section of the Liquidware Stratusphere Hub.
3. Navigate to the Hub Administration > Connector ID Keys > Connector ID Key Software tab and
use the “Mac0S” link to download the OS X/mac OS image from the Hub onto your Mac.
|iqyi‘§|w°r? Administration v Print Help | Log Out

Hub Administration Collector Administration Inventory Event Log Licensing
Overview Configuration Data Retention | Connector ID Keys | VM Directories Directories Upgrades

Connector ID Key Software Administration
Connector ID Key Properties | Connector ID Key Software |

Recommended Versions
‘Connector ID Key Software Version Details
W\||i ws (Auto-register installer)  6.1.0-1  This version is recommended for 32/64 bit Windows versions. Includes auto-instzlled hub address details that can cause instzller to be flagged as malicious.

6.1.0-1  This version is recommended for OSX (El Capitan) and macOS (Sierra)
CINOR (REM) 6.1.0-1  This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, CentOS 5 and higher, Fedorz and SUSE.

Linux (DEB) 6.1.0-1  This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debian 6 and higher.
»  QOther Versions

4. Once downloaded, navigate to the Downloads folder on your Mac and double click on the
Connector ID Key installer DMG file to begin installation.
[ ] [ ] ['9 Downloads
< H = HIEIREREE Q

Favorites Name ~  Size Kind
" Google Drive & install-ConnectorlD-Key-6.0.0-4-05X.dmg 6.3MB  Disk Image
£ Recents
Vf-\{ Applications
0 Downloads
@ AirDrop
iCloud
™ iCloud Drive
& Desktop

@ Documents

Devices

5. Double-clicking the DMG creates a ConnectorID device file, under Devices.
6. Openthe ConnectorID Device file and it will reveal files; a ConnectorID.pkg which contains the OSX

installer, and the mgrcert.pem which contains information how the CID Key will connect back to
the Stratusphere Hub for registration.
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7. With the CTRL key pressed, double click on the Connector ID package file. A warning will be
displayed stating the ConnectorID.pkg is from an unidentified developer. Click Open to ignore the
warning and proceed with the installation.

“ConnectoriD.pkg"” is from an unidentified
p 9 developer. Are you sure you want to open it?

Opening “ConnectoriD.pkg” will always aliow it to run
on this Mac.

8. Follow the installation wizard to install the software on your local hard drive until it finishes.

o0 ® Install Liquidware Connector ID (o)
Welcome to the Liguidware Connector ID Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

Destination Select
Installation Type
Installation

Summary

| iq}.‘lidwq re Continue

[ ) ® Install Liquidware Connector ID a

Select a Destination

Select the disk where you want to install the Liquidware

Introduction
g Connector ID software.

© Destination Select

« Installation Type

Installation
Summary l
Macintosh HD ConnectoriD
23.36 GB available 3.1 MB available
121.12 GB total 6.3 MB total

Installing this software requires 7.5 MB of space.

You have chosen to install this software on the disk
“Macintosh HD".

Continue

|quuidwc|re'
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[ MO NS ® Install Liguidware Connector ID (=)

Standard Install on "Macintosh HD"

@ Introduction This will take 7.5 MB of space on your computer.

© Destination Select Click Install to perform a standard installation of this software
on the disk "Macintosh HD".
© Installation Type
Installation

Summary

Change Install Location...

| iqyidwa re Go Back Install

® Install Liquidware Connector ID a

Installing Liguidware Connector ID

@ Introduction

© Destination Select

@ Installation Type

@ Installation Preparing for installation...
Surmmary P

qu)uidware"

Go Back Continue
® Install Liquidware Connector ID s
Installing Liguidware Connector ID

@ Introduction

@ Destination

o AR —~ Installer is trying to install new software.
@ Installation

Summaw ﬁ Enter your password to allow this.
|
User Name:  Liquidware
Password: I sesscscnse I
Cancel Install Software

—

quyidware
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® ® Install Liguidware Connector ID [=}

Installing Liguidware Connector ID

Introduction
Destination Select
Installation Type

Installation Validating packages...
Summary

|iqyidwcre‘

[ ® Install Liquidware Connector ID (o)

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

Summary The installation was successful.

The software was installed.

|iqyidwcre‘

9. Onceinstalled, please eject the ConnectorID Device from left pane by using the context menu Eject
“ConnectorID” menu option.
‘esoe0 ® ConnectorlD

<[> El = BERERE Q Search

Favorites Name -~
E Recents ® ConnectorD.pkg
#2% Applications
° Downloads
@ AirDrop

iCloud
7 iCloud Drive

Open in New Tab

=] Desktop Show in Enclosing Folder
[ Documents Eject "ConnectoriD”
Devices

Get Info

Remote Disc
Rename “ConnectorlD”

Remove from Sidebar
Add to Dock
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MAC OS CID Key Commands & Files

1. Start the CID Key process by executing the following:
$ /usr/bin/sudo /bin/launchctl load
"/Library/LaunchDaemons/com.liquidwarelabs.connectorID.plist"

2. Stop the CID Key process by executing the following:
$ /usr/bin/sudo /bin/launchctl unload
"/Library/LaunchDaemons/com.liquidwarelabs.connectorID.plist"

3. Testif the CID Key process is running by executing the following:
$ ps -ef | grep vs-helper

4. Remove or uninstall CID Key process by executing the following:
$ sudo /Applications/Connector ID.app/Contents/MacOS/idenq -R

Log file locations: /var/log/grd.log
6. Data Directory locations:
a. /Library/Application Support/Connector ID.app/cert.txt
b. /Library/Application Support/Connector ID.app/imgrcomm.txt
c. /Library/Application Support/Connector
ID.app/key_material/public/mgrcert.pem
7. Binary file locations: /Applications/Connector ID.app/Contents/MacOS/
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Appendix F: Working with Connector ID Keys on IGEL Thin Clients

Installation Instructions

Here are instructions to install the CID Key on your IGEL Thin Clients using IGEL Universal Management Suite
(UMS) Console:

1. Loginto your machine where you have the UMS Console as an administrator.
Using your local browser, log into the Administration section of the Liquidware Stratusphere Hub.
3. Navigate to the Hub Administration > Connector ID Keys > Connector ID Key Software tab and
expand the Other versions section under the main download table. Use the “IGEL” link to
download the IGEL ZIP from the Hub onto your local UMS machine.

llqyldwqre‘ Adminisiraton v Prin Help ¥ 100 Out
Stratusphere’

Collector Administration Tnventory icensing
Querview Configuration Data Retention | Connector ID Keys | VM Directories. Directories Upgrades

Connector ID Key Properties | Connector ID Key Software i

Recommended Versions

Windows (Auto-register installer) 6.1.4-10 This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address details that can cause installer to be flagged as malicious.

Mac 05 6.1.4-10 This version is recommended for OSX (El Capitan) and macQS (Sierra)
Linux (RPM) 6.1.4-10  This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, CentOS 5 and higher, Fedora and SUSE.
Linux (DEB) 6.1.4-10 This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debian 6 and higher.

¥ Other Versions

Windows (Manual signed installer)  6.1.4-10  This version is recommended for 32/64 bit Windows versions that require a signed instzller; hub address information must be entered during install process.
RHEL 5 - Advanced Version 6.1.4-10 The advanced version for RedHat Enterprise Linux 5
RHEL 6 & 7 - Advanced Version 6.1.4-10  The advanced version for RedHat Enterprise Linux 6 & 7

oup Policy - Standard Version 6.1.4-10 The 32/64 bit Windows standard version for distribution via AD Group Policy. Refer to the quickstart guides for step by step instructions.

IGEL 6.1.4-10 | This version is recommended for IGEL thin dlient.
StratoDesk 6.1.4-10 | This version is recommended for StratoDesk thin client.
10Zig 6.1.4-10 | This version is recommended for 10Zig thin dient.

Example Groug Policy Template for Active Directory based MSI installs.

4. Navigate to the following folder to create a new folder 1wl under C: \Program Files
(x86) \IGEL\RemoteManager\rmguiserver\webapps\ums filetransfer\lwl.
Extract the contents of the ZIP file into this 1w1 folder. Once extracted, there should 3 files in
this folder:

| + | C\Program Files (x86)\IGEL\RemoteManagerirmguiserveriwebappsiums_filetransferiiwl

Home Share View

» o cut ] x _I i New item - £} open - EHselectan
- W= Copy path Cj ﬂ Easy access ~ A Edit -0 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename New Properties
access E| Paste shortcut to to - folder - £2 History E‘E‘ Invert selection
Clipboard Organize MNew Open Select
&~ v » ThisPC » Local Disk (C:) » Program Files (xB6) » IGEL » RemoteManager » rmguiserver » webapps » ums_filetransfer » |wl
ums_filetransfer G Mame Date modified Type Size
o o disclaimersdt 11/8/20172:43PM TXT File 2K8
supportinfo Iwelinf 11/8/2017 3:43PM Setup Information 1KB
WEB-INF B Iwltar.bz2 12/7/2017 5:54 PM PKZIP File 2,848 KB
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5. Check the accessibility of these files by opening the INF file in your favorite local browser using the
following URL: http://[ums_server]:9080/ums_filetransfer/[name]/[name].inf — Keep this URL
available as it will be needed in the step below.

6. Loginto your UMS Console using your administrative credentials.

. IGEL Universal Management Suite - Connect to ... x
Server |Iocalhost ||:]

Port |8443 |

c User Name |DKhare ||:]

Password |"“““‘“““““‘1 |

9

Universal Management Suite

Connect Cancel

7. Once logged in to the UMS Console, within the left pane, navigate to your Server - <IP Address>,
and expand IGEL Universal Management Suite 5 > Profiles.

8. Select an existing profile or make a copy of this existing profile to use as a starting point for
installing the Stratusphere CID Key on your IGEL Thin Clients. For these instructions, we will call
this profile Thin Clients with CID Keys (Liquidware).

. IGEL Universal Management Suite 5

Edit

LUE 20 B

Server - 10.0.51.37 [Profiles/ThinClients with CID Keys (Liguidware)

¥ | | IGEL Universal Management Suite &
¥ @ Profiles (1)
= Description | |
[ Waster Profiles (0)
> X Template Keys and Groups (0)
= Firmware Customizations (0) Profile ID |3nn |
¥ [ Thin Clients (1)
¥ ['» Development Thin Clients (1)
= |TC0800275156A2

5
Name |Thin Clients with CID Keys (Liquidware) |

Based on [IGEL Universal Desktop 0 3 10.02.120.01 v

Overwrite Sessions [

9. Right-click on Thin Clients with CID Keys (Liquidware) profile and select Edit Configuration menu
option.

10. Inthe window that pops up, please expand the Configuration > System > Firmware Customization
section on the left pane. Within this section, we are going to work with Custom Partition, Custom
Commands, and Environment Variables sections to customize the CID Key installation.
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11. Expand the Configuration > System > Firmware Customization > Custom Partition section and
click on Partition. On the right pane, check on Enable Partition, set Size to 200MB, and use the
default Mount Point which should be set to /custom. Click Save.

Thin Clients with CID Keys (Liquidware)

) ~ ! m * Firmw stomization » Custom Partition ™ Partition
Configuration A ] Enabile Partition

User Interface Size A [200u8

Metwork

Mount Point & |scustom

n Time and Date
» [ Update
» [l Remote management
» Il Remote Access
» [ Power Options
¥ 3 Firmware Customization
¥ [ Custom Partition
B Pariition
B Download
» Il Custom Application
» @ Custom Commands
» [ Corporate Design
¥ [ Environment Variables
‘ Predefined
B Additional

Search

Apply and send to thin client Save

12. Now click on Configuration > System > Firmware Customization > Custom Partition > Download
section. On the right pane, click on the + button to add a new Partitions Data Sources entry. For
URL, copy and paste the URL tested in #5 above. Enter your credentials for User Name & Password
to the UMS. Then enter the following for the Initializing Action: sh /custom/init-1lwl.sh
and the click OK to save it.

http:/110.0.51.37:9080/ums_filetransfer/lwl/lwl.inf

Automatic Update

URL A |

User name A |DKhare

Password A |*“"‘""*"‘“"*‘*

Initalizing Action A |sh fcustominit-wi.sh

Finalizing Action
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13. Now the new entry for Partitions Data Sources will be visible. Click Save.

Thin Clients with CID Keys (Liquidware)

Configuration
User Inte ] Automatic Update

MNetwork

‘ Time and Date
» Il Update
» Il Remote management
» [ Remote Access
» Il Power Options
¥ [ Firmware Customization
¥ [ Custom Partition
B Fartition

» I Custom Application
» Il Custom Commands
» [ Corporate Design
¥ [ Erwironment Variables
‘ Predefined
B Additional

Search

Apply and send to thin client
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14. Expand the Configuration > System > Firmware Customization > Custom Commands section and
click on Network. On the right pane, enter the following in the After network DNS field box:

/opt/vdesktools/bin/vs-helper -c /opt/vdesktools/grd/grd.conf

Click Save.

Thin Clients with CID Keys (Liquidware)

c:mﬂguration
Time and Date
= [ Update
» [ Remote management
» Il Remote Access
» [ Power Options
¥ [ Firmware Customization
¥ [ Custom Partition
B Fartition
' Download
» I Custom Application
¥ [ Custom Commands
' Post Session
' Base
B Network
' Desktop
' Reconfiguration
» [ Corporate Design
¥ [ Environment Variables
' Predefined
B Additional
‘ Features
‘ Registry

Search

m ™ Fi

MNetwo

rmware Customization ™ Custom Commands » Network

rk initialization

Aftern

etwork DNS

4

loptivdesktools/binivs-helper -c foptivdesktools/grdigrd.conf

Before network services

Final network command

Apply and send to thin client

Save
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15. Expand the Configuration > System > Firmware Customization > Environment Variables section
and click on Additional. On the right pane, use the + button to add three environment variables.
The “stratusphereHub” variable name is a required variable that should contain the DNS name of
the Stratusphere Hub (e.g. demo.liquidware.com) for the CID Key agent to register with the
Stratusphere Hub. The “stratusphereUserGroup” and “stratusphereMachineGroup” variables are
optional and should contain a text string to automatically register the user and machine into a pre-
existing group within the Stratusphere Hub. Once you have entered the environment variable(s),
click Save.

Thin Clients with CID Keys (Liquidware)

> ~ (L em ™ Firmware Customization ™ Environment Variables ™ Additional

Configuration Additional

User Interface Variable name |‘ufalue

Metwork stratusphereHub demo.liquidware.com
: stratusphereUserGroup

stratusphereMachineGroup IGEL

‘ Time and Date
» [l Update
» Il Remote management
» Il Remote Access
» Il Power Options
¥ 3 Firmware Customization
» [ Custom Partition
» Il Custom Application
» [ Custom Commands
» Il Corporate Design
¥ (3 Environment Variables
‘ Predefined
B :aditional
‘ Features
‘ Registry

Apply and send to thin client Save Cancel

16. Now click Apply and send to thin client button to apply this profile to the thin clients within the
selected Profile. You can also assign this profile to other thin clients. A reboot should now be
required.

17. Log into any of the thin clients within the applied profile to verify whether the CID Key software is
up and running by opening a terminal window and running the following command:

ps -ef | grep vs

The command lists all processes running on the machine, filtered by any process with ‘vs’ in the
process name. The screen shot of the output of this command is displayed above. It should display
/opt/vdesktools/bin/vs-helper — this the CID Key process that is currently running,
thus confirming that the CID Key is running.

18. The CID Key is now installed and running on your IGEL Thin Clients.
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Appendix G: Working with Connector ID Keys on Stratodesk
NoTouch Thin Clients

Installation Instructions

Here are instructions to install the CID Key on your Stratodesk NoTouch endpoints:

Using your local browser, log into the Administration section of the Liquidware Stratusphere Hub.
2. Navigate to the Hub Administration > Connector ID Keys > Connector ID Key Software tab and
expand the Other versions section under the main download table. Look for the “Stratodesk”
version of the Connector ID Key software.
. o . Administration ¥ Print Help ¥ Log Out
I|q)u|§!wqre

here

Hub Administration ‘Collector Administration Inventory Event Log Licensing
Qerview Configuration Data Retention Connector ID Keys VM Directories Directories Upgrades

Connector ID Key Software Administration
Connector ID Key Properties Connector ID Key Software

Recommended Versions
Connector ID Key Software  Version Details

Windows (Auto-register instzller) 6.1.4-10  This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address details that can cause installer to be flagged as malicious.

Mac 05 6.14-10  This version is recommended for 05X (El Capitan) and macQS (Sierra)
Linux (RPM) 6.1.4-10 ' This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, Cent0S 5 and higher, Fedora and SUSE.
Linux (DEB) 6.14-10  This version is recommended for Linux (DEE) including Ubuntu 10 and higher, Debian 6 and higher.

¥ Other Versions

Connector ID Key Software Version Details

Windows (Manuzl signed instzller)  6.1.4-10  This version is recommended for 32/64 bit Windows versions that require a signed installer; hub address information must be entered during install process.
RHEL 5 - Adva on 6.1.4-10 The advanced version for RedHat Enterprise Linux 5

RHEL 6 & 7 - Advanced Version 6.1.4-10 The advanced version for RedHat Enterprise Linux 6 & 7

AD Group Policy - Stendard Version  6.1.4-10 The 32/64 bit Windows standard version for distribution via AD Group Policy. Refer to the quickstart guides for step by step instructions.

IGEL 6.1.4-10  This version is recommended for IGEL thin dient.

6.1.4-10  This version is recommended for StratoDesk thin client.

6.1.4-10  This version is recommended for 10Zig thin dient.

3. Login to your Stratodesk desktop as the root user.
4. Navigate to Configuration.

Sessions

Configuration

Reboot

Shutdown

(;\P (£ o&Wizard
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5. Go to Management > All > Security. Turn “Check certificate on system downloads” off and click
the Save button.

o8 System configuration RN
NTDO05056B674E3
stratodesk 10103226
Management o‘g Security
General
Connections Certificates
dnput Check certificate on system off
Display downloads
i Low security random number
et sonrair =)
Drives/Printers
Disk encryption off
Network
Services Passphrase method System Q
Time
Al Encrypted container size 100 MB (V)
System
Information
Activation

Change password
Reboot
Shutdown

Date and Time

Firmware update
Factory defaults “
Recat disnlav cattines
6. Back at the main Configuration panel, go to Management > Services > Stratusphere and paste the

following, using the IP/DNS address of your Stratusphere Hub and copying the Connector ID Key
version number from the available Stratodesk version listed in the Hub:

https://<hub_address>/download/app/im-drivers-
download.html/driverFile/install-connectorID-Key-6.x.xX-X—
stratodesk. zip

o8 System configuration W & &
NTDO050568674E3
stratodesk 1010.3226
Management £} Stratusphere
General

Connections Services / Stratusphere

Display
Audio Stratusphere CID URL https://10.10.3.1 dri load.html/fins

Drives/Printers
Network
Services

Time

All

System
Information
Activation
Change password
Reboot
Shutdown

Date and Time

Firmware update

Factory defaults
2 . -

7. Click the Save button.
8. Back at the main Configuration panel, go to System > Reboot and confirm that you want to reboot

the client.
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Appendix H: Working with Connector ID Keys on 10ZiG Thin Clients

Installation Instructions

Here are instructions to install the CID Key on your 10Zig Thin Clients:

1. Using your local browser, log into the Administration section of the Liquidware Stratusphere Hub.
Navigate to the Hub Administration > Connector ID Keys > Connector ID Key Software tab and
expand the Other versions section under the main download table. Look for the “10Zig” version
of the Connector ID Key software.

|qulgmlre'g Administration ¥ Print Help ¥ Log Out

Hub Administration Collector Administration Inventory Event Log Licensing
Qverview Configuration Data Retention | Connector ID Keys | WM Directories Directories. Uparades

Connector ID Key Properties Connector ID Key Software l

Recommended Versions

Windows (Auto-register instzller) 6.14-10  This version is recommended for 32/64 bit Windows versions. Includes auto-installed hub address details that can cause installer to be flagged as malicious.

Mac 05 6.1.4-10  This version is recommended for OSX (El Capitan) and macQS (Sierra)
Linux (RPM) 6.14-10  This version is recommended for Linux (RPM), including RedHat Enterprise Linux 5 and higher, CentQS 5 and higher, Fedora and SUSE.
Linux (DEB) 6.1.4-10  This version is recommended for Linux (DEB) including Ubuntu 10 and higher, Debian & and higher.

¥ Other Versions
[ComnectorIDKeySoftware  Version Detlls
Windows (Manual signed instzller)  6.1.4-10  This version is recommended for 32/64 bit Windows versions that require a signed instzller; hub address information must be entered during install process.
RHEL 5 - Advanced Version 6.1.4-10 The advanced version for RedHat Enterprise Linwx 5
RHEL 6 & 7 - Advanced Version 6.1.4-10 The advanced version for RedHat Enterprise Linux 6 & 7
AD Group Policy - Standard Version = 6.1.4-10  The 32/64 bit Windows standard version for distribution via AD Group Palicy. Refer to the quickstart guides for step by step instructions.
IGEL 6.1.4-10  This version is recommended for IGEL thin dient.
StratoDesk 6.1.4-10  This version is recommended for StratoDesk thin client.
( 10Zig ; 6.1.4-10  This version is recommended for 10Zig thin dlient.
2mple Group Policy Template for Active Directory based MSI installs.

3. Login to your 10Zig Manager Console. Ensure you have updated your thin clients to the latest
firmware.

4. On the Thin Client, navigate to the Configuration Settings (cog) icon.
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5.

7.

Click on the Liquidware CID Key icon under the System category.

Applications

s »

Smart Card Citrix
Utility Receiver

Hardware

-~ ~y ab - & Py &

Smart Card Display Printers Keyboard USB Devices Mouse Network Sound
Service

System

8 B O ¥ ©® B &

System Logs  Security Certificates  Liquidware System Time and  VNC Service Cloud
Settings CID Key Information Date Manager

Click the checkbox to Enable Agent. Enter the IP or DNS address of your Stratusphere Hub
appliance in the Stratusphere Hub: field. Enter the name of a pre-existing machine group into the
Machine Group: field and click OK button to save changes.

5 Liquidware Connector ID Key | %]

o Liquidware Connector ID Key

+ Enable Agent

Stratusphere Hub: hubip
User Group:
Machine Group: 10ZiG

: [ =

The thin client will reboot and then register with the Stratusphere Hub appliance. After the
configured call back period (default = 60 minutes) you should see data from the thin client being
uploaded to the Stratusphere Hub.
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Appendix I: Configuring WMI Performance Counters on Amazon
WorkSpaces

Amazon WorkSpaces desktops are persistent virtual machines allocated to each user. The desktop comes with
software installed based on options chosen and selected by your organization at the time of desktop configuration.
Software can be installed on these desktops using standard or Amazon WorkSpaces based software distribution
tools.

Depending on the type of desktop, sometimes the default install image does not come with the Teradici PColP
Performance Counters installed and activated. In most cases, the performance counter DLLs are installed after
making a request to WorkSpaces Support.

Liqguidware cannot install these counters on AWS WorkSpaces instances. However, as part of the standard
Liguidware Stratusphere Connector ID installation, we provide a script to find, register and activate the WMI
Performance Counters DLLs, if they are present. This script is available under:

$PROGRAMFILES$\Liquidware Labs\Connector ID\admin
scripts\AmazonWorkSpacesTeradiciPCoIPCountersInstallPrep.bat.

Run this file once the DLLs are installed, and then from that point on PColP Performance Counters will be collected
by the CID Key when users connect to their virtual desktops.
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