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Introduction

This guide has been authored by experts at Liquidware to provide information and guidance configuring Stratusphere
Hub and Database virtual appliances to meet security requirements.

Information in this document is subject to change without notice. No part of this publication may be reproduced in
whole or in part, stored in a retrieval system, or transmitted in any form or any means electronic or mechanical,
including photocopying and recording for any external use by any person or entity without the express prior written
consent of Liquidware Labs.
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Purpose

This document has been created to aid System Administrators in configuring settings as may be required by Security
Technical Implementation Guides. The Stratusphere appliances have specific features included to meet STIG
requirements. Liquidware has reviewed the STIG requirements for the CentOS 8 operating system, web services and
database relative to the virtual appliances for Stratusphere FIT and UX. The systems have been patched, updated
and configured to meet the STIG requirements. However, some of the STIG requirements must be implemented by
the System Administrator.

Security Updates
Our appliances are updated with the latest security updates from CentOS 8 and other third-party vendors prior to

each release. These updates are brought in just before our QA cycle for the release.

We constantly monitor security vulnerability announcements and respective patches that affect our appliances. Any
critical patches will be included in point releases and made available to customers monthly. We consolidate them
into point releases, so we can test and verify the updates don't adversely affect any functionality.

If a customer has an immediate need for a specific security fix, please contact our Support and we will investigate
and advise the best course of action.

Assumptions

It is assumed that the CentOS 8 version of Stratusphere appliances have already been deployed by following the
latest instructions provided in the Stratusphere Installation & Configuration Guide.

Securing Stratusphere

Do the following to complete installation of Stratusphere. The configuration steps marked OPTIONAL may be
necessary to comply with your security policy. Use them accordingly.

Hub Advanced Configuration

Configure NTP Server

Connect to https://<hub ip>

Select Administration and enter the appropriate username and password.

Navigate to the HUB ADMINISTRATION > CONFIGURATION tab.

Enable the NTP checkbox and enter two valid NTP server addresses delimited with a comma.
Continue with next section or Save Changes.

ukwN e

Session Timeout and Password Lockout

1. Expand the ‘Other Settings’ section.

Adjust login session timeout that conforms to your organization’s security requirements.

3. Enable password lockout checkbox, to enable locking out the user if a wrong password is entered
consecutively.

4. API Client IPs: Enter comma separated list of either specific IP Addresses and/or CIDR blocks of
client networks from which you would want to allow Stratusphere APl access. Access from any IP

N
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Addresses specified in this field, allows users to access Stratusphere data through APl in a read
only fashion regardless of whether they were provisioned APl access or provided user
credentials. The user credentials are not authenticated and bypassed for API Access if the client
APl access comes from an IP Address specified within this field. Keep this field empty or lock it
down to a very small list of addresses for highest security.

5. Whitelist: If users are required to be authenticated with credentials for APl Access, then enter a
whitelist (allowed) of comma-separated IP Addresses and/or CIDR blocks from where
authenticated users can access Stratusphere API for read only data access. Stratusphere API
authorized users first need to be provisioned for using APl by navigating to the Inventory > Users
tab, by selecting them individually and on the User Details page, enabling the APl Access
checkbox.

6. Blacklist: If API Access from certain IP Networks needs to be restricted, then enter a blacklist
(quarantined) of comma-separated IP Addresses and/or CIDR blocks from where users would be
disallowed from accessing Stratusphere API. Any user provisioned for access to Stratusphere API
but tries to access it from a client IP Address that is part of the blacklist, would still be denied
access due to their IP Address being in part of the blacklist.

7. Save changes.

Instructions for Installing SSL Certificate on Stratusphere Hub Appliance

Start with these initial few steps to prepare the certificate request:

1. On the Stratusphere Hub appliance local console, log in using User ID: ‘friend’ and Password:
'sspassword’ first.

2. Switch to ‘root’ user using the following command and enter the password when prompted
(default: ‘sspassword’):

=2 su -

3. Change to the following folder using the command:
> cd /home/friend

4. Please enter the following commands:

> openssl genrsa 2048 > /etc/lwl/ssl/ssl.key.2048

\%

cp /etc/lwl/ssl/ssl.key /etc/lwl/ssl/ssl.key.original
5. Generate a certificate request on the Stratusphere Hub using the existing SSL Key.

> openssl req -key /etc/lwl/ssl/ssl.key.2048 -out
hubcertrequest.csr -new -sha256

When prompted for common name, make sure you provide your Hub’s fully qualified DNS name.
> common name: <hubdnsname.domain.com>

6. You will find the certificate request generated in the following location:
/home/friend/hubcertrequest.csr

7. Change ownership of the file so that it is accessible using the ‘friend’ user.
> chown friend:friend /home/friend/hubcertrequest.csr

8. Use WinSCP or FileZilla or similar software to download this certificate request
‘/home/friend/hubcertrequest.csr’file to your local desktop. In WinSCP or FileZilla,
use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within the program. Use the
SCP protocol with WinSCP (Port 22).
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9. Provide this certificate request file to your security provider or Certifying Authority and request
that they provide the SSL Certificate specifically in base64 / PEM format. For these instructions,
we will call it ‘hubsslcert.crt’—thisis the actual SSL Certificate you will receive back from
your security provider or Certifying Authority.

Pause here until you receive your SSL certificate from your provider.

After receiving your SSL Certificate from your provider, complete the

process with the remaining instructions:

10. Use WinSCP or FileZilla or similar software to upload this ‘hubsslcert.crt’SSL Certificate
file to your Stratusphere Hub in the ‘/home/friend/hubsslcert.crt’location. In
WinSCP or FileZilla, use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within
the program. Use the SCP protocol with WinSCP (Port 22).

11. On the Stratusphere Hub local console, while still logged in as the root user, make a copy the
original SSL certificate as a backup:

> cp /etc/lwl/ssl/ssl.crt /etc/lwl/ssl/ssl.crt.orig

12. Place the new key and certificate in place of the original and modify the file permissions as
follows:

> cp /etc/lwl/ssl/ssl.key.2048 /etc/lwl/ssl/ssl.key
2 mv /home/friend/hubsslcert.crt /etc/lwl/ssl/ssl.crt

\%

chown root:root /etc/lwl/ssl/ssl.crt
> chmod 644 /etc/lwl/ssl/ssl.crt

> chmod 640 /etc/lwl/ssl/ssl.key

> restorecon -RF /etc/lwl/ssl

13. Restart the Web Server to load the newly added SSL Certificate.
On versions up to 6.1.1, use the following command:

> /Jetc/init.d/httpd restart
On versions 6.1.3 to 6.1.5, use the following command:

> /Jetc/init.d/lwl-httpd24 restart
On versions 6.5.0 and higher, use the following command:

> gystemctl restart httpd

14. Using your browser of choice, log into the Stratusphere Hub Web Ul. Ensure that the Ul Login
page shows with no certificate related warning. Also verify the information within the certificate
provided by the browser address bar.

Forward Syslog to External Host (Optional)

1. Edit /etc/rsyslog.conf tocontain a line sending all audit records to a remote audit server.

2. The server is specified by placing an "@" before the DNS name or IP address in the line.
*,* @<remote audit server>
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Enable Two Factor Authentication (Optional)

1. Add a CA certificate in PEM format using the following commands:

a. Copy the CA certificate file in PEM format to the Hub appliance using the command
line option or your preferred SCP Client, like WinSCP, to the /homs/<username>/
folder such as /home /friend/ on VMware, Hyper-V and Nutanix for example:

scp <ca_crt.pem> friend@hubip:ca_cert.pem

b. Move the file from the /home/friend/ folder to the appropriate folder with the fol-
lowing command:

mv /home/friend/ca_crt.pem /etc/lwl/httpd/cacerts

c. Rehash the certificate files in the cacerts folder with the following command:

c_rehash /etc/lwl/httpd/cacerts/

2. Turnon SSL client certificate check by editing the following files:

a. Editthe /etc/1lwl/httpd/conf.d/clientcerts.on fileto change the sstveri-
fyclient setting from none to require.

i. Typethefollowing: vi /etc/lwl/httpd/conf.d/clisntcert.on

ii. Searchfor ssLverfiyclient withinviby entering /ssiverifyclient and
pressing Enter. The editor will take you to the appropriate line in the file.

iii. Switch to Insert mode by typing the letter 1, then replace none with require.

iv. Pressthe ESC key, then type “:wq!” to write and quit the vi editor.

b. Editthe /etc/lwl/httpd/conf.d/clientcerts.conf file and follow the instruc-
tions in the file to uncomment the appropriate lines related to dod-root-certs.pen
or self-contained CRLs or use of a network OCSP server, etc.
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i. Typethefollowing: vi /etc/lwl/httpd/conf.d/clientcerts.conf

ii. GointoInsert mode by typing the letter 1, then delete the # character at the
beginning of any line that needs to be uncommented.

iii. Click the ESC key, then type “:wq!” to write and quit the vi editor.

iv. The following is an example of what the file contains:

SS5LVerifyDepth 10

SSLCACertificateFile /etc/lwl/httpd/cacerts/dod-root-certs.pem
#SSLCACertificateFile /etc/lwl/httpd/cacerts/dod-root-certs-jitc.pem
#SSLCACertificateFile /fetc/lwl/httpd/cacerts/dod-root-certs-eca.pem
#

# uncomment and update below if a self-contained CRL is provided
#SSLCARevocationFile /fetc/lwl/httpd/crls/erllist.crl

#

# uncomment and update below to use a network OCSP server
#SSLOCSPEnable on

#SSLOCSPDefaultResponder http://ocspserver:ocspport

#SS5L0OCSPOverrideResponder on

3. Restart the web server for the changes to take effect.
On versions up to 6.1.1, use the following command
/etc/init.d/httpd restart
On versions 6.1.3 to 6.1.5, use the following command:
/etc/init.d/1lwl-httpd24 restart
On versions 6.5.0 and higher, use the following command:

systemctl restart httpd

Setup Static IPv6 Address (Optional)

Set up a static IPv6 address. The hub will be configured by default to use auto config for IPv6. This should
work for most cases. If you need to use a static IPv6 address, use the Network Configuration option in the

LWL console to change this to use a static IPv6 address.
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Database Advanced Configuration

1. Before powering on the VM, size your database to meet your data retention needs. See our
Stratusphere Sizing Guide for details.
2. Power on the Database appliance.
3. Set up network configuration
a. From the console complete the Network configuration wizard. DO NOT use DHCP.
b. Assign fixed IPv4 address.
c. Leave IPv6 Auto Config set to ‘yes’.
4. Join the Database to Hub
a. Logintothe command line console using ssconsole credentials.
b. Go to D) Database VM Utilities.
c. Select J) Join this database to a hub.
d. Copy database from the hub and reboot hub when prompted.
5. (Optional) Encrypt data partition
a. Ensure your database is sized correctly. If necessary, power down and size your
database to meet your data retention needs. See our sizing guidelines for details.
Take a snapshot of the Database.
Power up the VM.
Log into the command line console using ssconsole credentials.
Enter D for D) Database VM Utilities.
Enter E for E) Setup Encrypted Database.
i. Remember the password used to encrypt. You will need this every time the VM
is rebooted. Liquidware will not be able to recover your database appliance
data if this password is misplaced.

mo a0 o

6. Verification

a. Verify you can log in the web interface for the hub.
7. Navigate to the HuB ADMINISTRATION > DATA RETENTION tab and validate the database IP is correct.
8. Delete any snapshots that were created on the database during set up.

Instructions for Installing SSL Certificate on Stratusphere Database Appliance

Start with these initial few steps to prepare the certificate request:

1. Onthe Stratusphere Database appliance local console, log in using User ID: ‘friend’ and
Password: 'sspassword’ first.

2. Switch to ‘root’ user using the following command and enter the password when prompted
(default: ‘sspassword’):

=2 su -

3. Change to the following folder using the command:
> cd /home/friend

4. Please enter the following commands:

> openssl genrsa 2048 >
/var/lib/pgsqgl/current/data/server.key.2048

v

cp /var/lib/pgsqgl/current/data/server.key
/var/lib/pgsql/current/data/server.key.original

5. Generate a certificate request on the Stratusphere Hub using the existing SSL Key.
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> openssl req -key /var/lib/pgsgl/current/data/server.key.2048 -
out dbcertrequest.csr -new -sha256

When prompted for common name, make sure you provide your Database’s fully qualified DNS
name.

> common name: <dbdnsname.domain.com>

6. You will find the certificate request generated in the following location:
/home/friend/dbcertrequest.csr

7. Change ownership of the file so that it accessible using the ‘friend’ user.
> chown friend:friend /home/friend/dbcertrequest.csr

8. Use WinSCP or FileZilla or similar software to download this certificate request
‘/home/friend/dbcertrequest.csr’ file to your local desktop. In WinSCP or FileZilla,
use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within the program. Use the
SCP protocol with WinSCP (Port 22).

9. Provide this certificate request file to your security provider or Certifying Authority and request
that they provide the SSL Certificate specifically in base64 / PEM format. For these instructions,
we will call the actual certificate file received from your Certifying Authority server.crt.

Pause here until you receive your SSL certificate from your provider.
After receiving your SSL Certificate from your provider, complete the

process with the remaining instructions:

10. Use WinSCP or FileZilla or similar software to upload this ‘server. crt’ SSL Certificate file to
your Stratusphere Database in the ‘/home/friend/server.crt’location. In WinSCP or
FileZilla, use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within the
program. Use the SCP protocol with WinSCP (Port 22).

11. On the Stratusphere Database local console, while still logged in as the root user, make a copy
the original SSL certificate as a backup:

> c¢p /var/lib/pgsql/current/data/server.crt
/var/lib/pgsql/current/data/server.crt.orig

12. Place the new key and certificate in place of the original and modify the file permissions as
follows:

> cp /var/lib/pgsqgl/current/data/server.key.2048
/var/lib/pgsql/current/data/server.key

> mv /home/friend/server.crt
/var/lib/pgsql/current/data/server.crt

> chown postgres:postgres /var/lib/pgsgl/current/data/server.crt

> chmod 400 /var/lib/pgsqgl/current/data/server.crt

> chown postgres:postgres /var/lib/pgsgl/current/data/server.key

> chmod 400 /var/lib/pgsqgl/current/data/server.key

Stratusphere™ FIT & UX: Security Addendum Page 10



13. Restart the database server to load the newly added SQL Certificate:
On versions prior to 6.5.0, use the following command:

2 /etc/init.d/postgresgl<PRESS-TAB-KEY> restart
On versions 6.5.0 and higher, use the following command:

2 systemctl restart postgresqgl-12
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Collector Advanced Configuration

w

Power on the Collector appliance.

Set up network configuration

a. From the console complete the Network configuration wizard. DO NOT use DHCP.

b. Assign fixed IPv4 address.

c. Leave IPv6 Auto Config set to ‘yes’.

Log into the web interface for the Hub.

Navigate to the COLLECTOR ADMINISTRATION > COLLECTORS tab, and validate whether the
Collector appliance is displayed in the list of Collectors.

Instructions for Installing SSL Certificate on Stratusphere Collector Appliance

Start with these initial few steps to prepare the certificate request:

1.

On the Stratusphere Collector appliance local console, log in using User ID: ‘“friend’ and
Password: 'sspassword’ first.

Switch to ‘root’ user using the following command and enter the password when prompted
(default: ‘sspassword’):

>  su -
Change to the following folder using the command:

2 cd /home/friend

Please enter the following commands:

> openssl genrsa 2048 > /etc/lwl/ssl/ssl.key.2048

\%

cp /etc/lwl/ssl/ssl.key /etc/lwl/ssl/ssl.key.original

Generate a certificate request on the Stratusphere Collector using the existing SSL Key.

> openssl req -key /etc/lwl/ssl/ssl.key.2048 -out
colcertrequest.csr -new -sha256

When prompted for common name, make sure you provide your Collector’s fully qualified DNS
name.

> common name: <coldnsname.domain.com>

You will find the certificate request generated in the following location:
/home/friend/colcertrequest.csr

Change ownership of the file so that it accessible using the ‘friend’ user.

> chown friend:friend /home/friend/colcertrequest.csr

Use WinSCP or FileZilla or similar software to download this certificate request
‘/home/friend/colcertrequest.csr’ file to your local desktop. In WinSCP or FileZilla,
use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within the program. Use the
SCP protocol with WinSCP (Port 22).

Provide this certificate request file to your security provider or Certifying Authority and request
that they provide the SSL Certificate specifically in base64 / PEM format. For these instructions,
we will call it ‘colsslcert.crt’—thisis the actual SSL Certificate you will receive back from
your security provider or Certifying Authority.
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Pause here until you receive your SSL certificate from your provider.

After receiving your SSL Certificate from your provider, complete the

process with the remaining instructions:

10. Use WinSCP or FileZilla or similar software to upload this ‘colsslcert.crt’SSL Certificate
file to your Stratusphere Hub in the ‘/home /friend/colsslcert.crt’location. In
WinSCP or FileZilla, use User ID: ‘friend’ and Password: ‘sspassword’ as credentials within
the program. Use the SCP protocol with WinSCP (Port 22).

11. On the Stratusphere Collector local console, while still logged in as the root user, make a copy
the original SSL certificate as a backup:

> cp /etc/lwl/ssl/ssl.crt /etc/lwl/ssl/ssl.crt.orig

12. Place the new key and certificate in place of the original and modify the file permissions as

follows:

2 cp /etc/lwl/ssl/ssl.key.2048 /etc/lwl/ssl/ssl.key

> mv /home/friend/colsslcert.crt /etc/lwl/ssl/ssl.crt
> chown root:root /etc/lwl/ssl/ssl.crt

> chmod 644 /etc/lwl/ssl/ssl.crt

> chmod 640 /etc/lwl/ssl/ssl.key
> restorecon -RF /etc/lwl/ssl

13. Restart the Collector to load the newly added SSL Certificate.
On versions up to 6.1.1, use the following command:

> /etc/init.d/httpd restart
On versions 6.1.3 to 6.1.5, use the following command:

> /Jetc/init.d/lwl-httpd24 restart
On versions 6.5.0 and higher, use the following command:

> systemctl restart httpd
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Enable Enhanced Security Configuration

Once the Stratusphere Hub and Database appliances are joined together and are communicating with
each other, we can enable the Enhanced Security configuration option for each appliance. This option
implements all the STIGs on the appliance.

Immediately after enabling Enhanced Security, all existing passwords for the friend, root, and
ssconsole users are immediately set to expired status, and the user needs to be prepared to update
these user passwords with new, complex password as per STIG guidelines. The STIG password definitions
are stored within /etc/login.defs. Here are the default settings for the following items in that file:

Maximum number of days a password can be used.
PASS MAX DAYS 60

Minimum number of days a password can be used.
PASS MIN DAYS 1

Minimum acceptable password length.
PASS MIN LEN 15

Number of days warning given before a password expires.
PASS_WARN AGE 7

The STIG password complexity or quality definitions are stored within
/etc/security/pwquality.conf. Here are the default settings for the following items in that file:

The number of characters in the new password that must not be present in the old password.
difok = 8

The minimum acceptable size for the new password. Cannot be set to lower value than 6.
minlen = 15

The maximum credit for having digits in the new password. If less than 0, it is the minimum number of
digits in the new password.
dcredit = -1

The maximum credit for having uppercase characters in the new password. If less than 0, it is the
minimum number of uppercase characters in the new password.
ucredit = -1

The maximum credit for having lowercase characters in the new password. If less than 0, it is the
minimum number of lowercase characters in the new password.
lcredit = -1

The maximum credit for having other characters in the new password. If less than 0, it is the minimum

number of other characters in the new password.
ocredit = -1

The minimum number of required classes of characterd for the new password (digits, uppercase,

lowercase, others).
minclass = 4

The maximum number of allowed consecutive same characters in the new password. The check is
disabled if the value is 0.
maxrepeat = 3

The maximum number of allowed consecurity characters of the same class in the new password. The
check is disabled if the value is 0.
maxclassrepeat = 4
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Whether to check for the words from the passwd entry GECOS string of the user. The check is enabled if
the value is not 0.
gecoscheck =

Whether to check for the words from the cracklib dictionary. The check is enabled if the value is not 0.
dictcheck = 1

Whether to check if it contains the user name in some form. The check is enabled if the value is not 0.
usercheck = 1

Whether the check is enforced by the PAM module and possible other applications. The password is
rejected if it fails the check and the value is not 0.
enforcing = 1

The maximum number of allowed consecutive characters of the same class in the new password.
dictpath =

In addition, the following items automatically go into effect when Enhance Security is enabled on the
Stratusphere Appliances:

e Password complexity & expiration rules are enabled.

e Turns on issue notification in the user interface before logging.

e Turns off IPV6.

e Displays “For Official Use Only” messaging in the footer of the user interface.

e  Turns on Security-Enhanced Linux (SELinux) Auditing which saves logfiles to /var/log/audit.

e  Restricts access to port 5432. For the Hub appliance, only the localhost may login. For the
Database appliance, only the Hub may login.

All Collector appliances should be added to the installation AFTER Enhanced Security is enabled on the
Hub and Database.

1. On the Stratusphere Hub appliance:
a. Openacommand line console to the appliance.
b. Log into the console using credentials provided for the ssconsole user (default password
is sspassword).
In the main menu, select option E) Enable enhanced security option and hit enter.

e Hub Appli

[oN

ation
Menu

rom remote appliance

Passwords

Enable enhanced security

Quit

Your Choice? E
d. The appliance will now enable many STIGs and is now in enhanced security
configuration.
e. The appliance should reboot automatically after it finishes applying all the STIGs.
2. On the Stratusphere Database appliance:
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d.

e.

Open a command line console to the appliance.
Log into the console using credentials provided for the ssconsole user (default password
is sspassword).

In the main menu, select option E) Enable enhanced security option and hit enter.

Menu

are r1-—-r|u (8 updat
liance Utilitie

Software
Passwords

Enable enhanced

security

Please change the root password

{option ‘p")

Your Choice? E_
The appliance will now enable many STIGs and is now in enhanced security
configuration.

The appliance should reboot automatically after it finishes applying all the STIGs.

3. On the Stratusphere Collector appliance:

a.
b.

d.

e.

Open a command line console to the appliance.
Log into the console using credentials provided for the ssconsole user (default password
is sspassword).

In the main menu, select option E) Enable enhanced security option and hit enter.

Updd:ﬁ

Softuware
Passwore

Enable enhanced

security

Quit

Your Choice? Eg
The appliance will now enable many STIGs and is now in enhanced security
configuration.

The appliance should reboot automatically after it finishes applying all the STIGs.
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Enable CAC Authentication

Once ENHANCED SECURITY is enabled on the Stratusphere Hub and Database appliances, we can download,
install, and enable the CAC Authentication module for the Hub appliance. This module enables and then
requires a CAC Authentication certificate to be presented to access Stratusphere’s Web Ul.

1. Prior to enabling CAC Authentication, please ensure that the Stratusphere Hub is configured to
sync with your test or production Active Directory which would have users with their security
information available. Also, please make sure the role of the user is an Administrator if they need
to access the Administration section of the Stratusphere Web Ul.
Please make sure you have enabled Enhanced Security on the Hub appliance prior to proceeding.
Log out of all Stratusphere Web Ul sessions.
Liqguidware recommends taking a snapshot of the Hub appliance for safety.
On the Stratusphere Hub appliance:
a. Openacommand line console to the appliance.
b. Use UserID: ‘friend’ and enter your enhanced security STIG compliant password to
log in.
c. Usethecommand ‘su -‘and enter your enhanced security STIG compliant password
to switch to root.
d. Execute the following commands to install the CAC Authentication module:

AN

2 yum install -y --allowerasing --disablerepo=1lwl
/opt/lwl/rpms/lwl-stig-base-dod-cac—-*.rpm

[\

reboot

6. Once Stratusphere Hub appliance reboots, please wait for about 10-15 minutes for all the
services on the Stratusphere Hub to start especially, the Web UL.

7. You will now need a valid CAC to authenticate with the Web Ul through a browser.

8. Bring up the browser of your choice and navigate to the Stratusphere Web Ul address. The
browser will ask you to choose a client certificate — it will either list an ID or an EMAIL certificate.
Depending on the type of client certificate selected, here is what is expected:

a. Ifthe user selects the ID type certificate, access to the Stratusphere Web Ul Login page will
be granted. There may not be enough information available on the ID certificate to auto-
login the user.

b. If the user selects an EMAIL type certificate, and that certificate is associated with a
userPrincipalName attribute within a synced Active Directory, and that user has been
granted a User or Administrative role within Stratusphere, they will be transparently logged
into the Stratusphere Web UI.

9. A user should not be able to access the Stratusphere Web Ul Login page without a supported
client certificate. The browse should display a Bad SSL Client Authentication Certificate error.

CAC Certificate Revocation List Configuration

Once ENHANCED SECURITY is enabled, and CAC AUTHENTICATION is enabled on the Stratusphere Hub, the user
can update and customize how and where the Hub verifies whether the certificate is on the Certificate
Revocation List (CRL). The Hub supports two mechanisms of checking validity of a certificate against a CRL:

a. Online Service: In this recommended mechanism, the Hub is configured to use a remote service
to check the certificate against a hosted CRL.

b. Downloaded CRL: In this legacy mechanism, the Hub is configured to download a Certificate
Revocation List (CRL) at a configurable frequency and check each certificate whether it is
revoked.
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Configuring a Hub to use an online service (recommended)

The Hub can be configured to use the OCSP service to lookup the validity of a certificate. Here are
instructions on how to configure the service:

1. On the Stratusphere Hub appliance:
a. Openacommand line console to the appliance.
b. Use User ID: ‘friend’ and enter your enhanced security STIG compliant password to log in.
c. Usethecommand ‘su -‘and enter your enhanced security STIG compliant password to
switch to root.
2. Use the vi command to edit the /etc/lwl/httpd/conf.d/clientcerts.conf file.

2 vi /etc/lwl/httpd/conf.d/clientcerts.conf

3. Hereis what the file looks like. The end user will just need to uncomment the relevant lines by
deleting the ‘# before each line to enable network OCSP service.

SSLVerifyDepth 10

SSLCACertificateFile /etc/lwl/httpd/cacerts/dod-root-certs.pem
#SSLCACertificateFile /etc/lwl/httpd/cacerts/dod-root-certs-jitc.pem
#SSLCACertificateFile /etc/lwl/httpd/cacerts/dod-root-certs—-eca.pem
#

# uncomment and update below if a self-contained CRL is provided
#SSLCARevocationFile /etc/lwl/httpd/crls/crllist.crl

#

# uncomment and update below to use a network OCSP server
#SSLOCSPEnable on

#SSLOCSPDefaultResponder http://ocspserver:ocspport
#SSLOCSPOverrideResponder on

4. Usethe‘/’ key to type and search for SSLOCSP string.

When found, use the DELETE key to remove only the # at the beginning of the first line, as well on
the next two lines to enable OCSP and configure it.

Go into insert or append mode by entering either ‘i’ or ‘a’ key.

Update the SSLOCSPDefaultResponder URL to your preferred or custom URL as needed.

Use the EScAPE key and enter ‘:wq!’ to write and quit.

Restart the Apache Web Server for the new settings to take effect.

On versions up to 6.1.1, use the following command:

g

o oND

> /etc/init.d/httpd restart
On versions 6.1.3 to 6.1.5, use the following command:

> /Jetc/init.d/lwl-httpd24 restart
On versions 6.5.0 and higher, use the following command:

> gsystemctl restart httpd

10. Enter CTRL+D twice to log out of the console.

11. When a security card is presented, the Web Browser Ul will forward the certificate to the
Stratusphere Hub for authentication and verification, the Hub will forward the information to
this URL for checking revocation status and control granting or revoking access to the
Stratusphere Web UL.

Stratusphere™ FIT & UX: Security Addendum Page 18



Configuring a Hub to download a CRL locally

The Hub is not configured by default to connect to a publicly available, DoD designated, URL to download
the updated CRL. Liquidware has noticed that this publicly available URL may not always be reliable and
thus provides instructions on replacing this URL with an internal URL that may be more reliable. If a URL is
configured, then the Hub can download the updated CRL, every day after 1:00am UTC on a scheduled

basis.

NOTE: The Hub expects the target of the URL to be a ZIP file containing one or more CRL files.

Here are instructions on how to update the URL to download the CRL:

1.

PN AW

On the Stratusphere Hub appliance:

a. Openacommand line console to the appliance.

b. Use UserID: ‘friend’ and enter your enhanced security STIG compliant password to log in.

c. Usethecommand ‘su -‘and enter your enhanced security STIG compliant password to
switch to root.

Use the vi command to edit the /etc/tntdb.conf file.

2 vi /etc/tntdb.conf

Use the ‘/’ key to type and search for CRL_UPDATE_URLS.

When found, go into insert or append mode by entering either ‘i’ or ‘a’ key.

Update the URL to your preferred, custom URL as needed.

Use the ESCAPE key and enter ‘:wq!’ to write and quit.

Enter CTRL+D twice to log out of the console.

When the scheduled event triggers, the Hub will read this updated URL and download the CRL
from this new location.

Here are instructions on how to update the schedule or frequency of downloading the CRL:

1.

8.

9.

The schedule is stored in /etec/crontab on the Stratusphere Hub.

Only make changes to this cron job if you are aware of how cron works.

On the Stratusphere Hub appliance:

a. Openacommand line console to the appliance.

b. Use UserID: ‘friend’ and enter your enhanced security STIG compliant password to log in.

c. Usethecommand ‘su -‘and enter your enhanced security STIG compliant password to
switch to root.

Use the vi command to edit the /etc/crontab file.

2 vi /etc/crontab

Use the ‘/’ key to type and search for update_crls.sh

When found, go into insert or append mode by entering either ‘1’ or ‘a’ key.

Update the schedule as you prefer. The default settingof 0 1 * * * denotes, once every day
after 1:00am UTC time. The script randomizes the exact time of download to be anytime within 1
hour of being launched.

Use the EScAPE key and enter ‘:wq!’ to write and quit.

Enter CTRL+D twice to log out of the console.

10. The Hub will then start triggering the download of the CRL based on this new frequency.
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Enabling Privacy — Anonymizing User and Machine Names

Liqguidware understands and respects privacy related issues and concerns of its users across the world.
Whether it may be due to government regulations or some organizations ensuring privacy of its users,
there are legitimate requirements for enabling the option to anonymize end user names and machine
names within Stratusphere.

Liquidware offers the ability to totally anonymize end user names and machine names within
Stratusphere. It must be noted that once this privacy mode is enabled, each newly registered user name
and machine within the Stratusphere Database will be anonymized in a single one-way hash. The
conversion is permanent and cannot be undone. User names and machines that existed prior to turning
on privacy mode will still be stored in plain text. Privacy mode can be disabled. However, the user and
machine names already anonymized stay anonymized permanently. Any user name and machine name
registration received after disabling privacy mode will be stored in plain text and will not be hashed.

Any user and machine that registered prior to enabling privacy mode will remain visible in plain text.
Enabling privacy mode only works for users and machines that register from that point forward and does
NOT work to hash user and machine names registered before enabling privacy mode.

Using the privacy mode may make Stratusphere reporting harder to read and follow since instead of user
names and machines names, the end user will only see randomized pieces of text representing users and
machines.

Once Privacy mode is enabled the user and machine names already

anonymized stay anonymized permanently even if Privacy mode is disabled at
a later date.

Here are the instructions to enable Privacy mode:

1. Using an SSH client like PuTTY, log into the Stratusphere Hub console using credentials for the
friend user. Then use credentials for the root user to switch to the root using the ‘su - command.
Unless changed, the default password for both users is ‘sspassword’.

2. Execute the following command to invoke a limited shell prompt:

2 /opt/tnt/bin/mgrconfig
3. Onthe new shell prompt, execute the following commands to anonymize user and/or machine

names within the Stratusphere Database:
> set system user privacy on

2 set system machine privacy on

4. To save and quit enter the following commands:
2 write
2 quit
5. Enter CTRL+D twice to log out of root and friend SSH sessions and quit the SSH PuTTY client.

Please provide some time for Stratusphere to begin its anonymizing process. Once completed, please log
into the Administration section of the Stratusphere Web Ul and navigate to Inventory > Machines and
Inventory > Users tabs to verify if the names have been anonymized.
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Here are the instructions to disable Privacy mode:

1. Using an SSH client like PuTTY, log into the Stratusphere Hub console using credentials for the
friend user. Then use credentials for the root user to switch to the root using the ‘su - command.
Unless changed, the default password for both users is ‘sspassword’.

2. Execute the following command to invoke a limited shell prompt:

> /opt/tnt/bin/mgrconfig
3. On the new shell prompt, execute the following commands to anonymize user and/or machine

names within the Stratusphere Database:
2 set system user privacy off

2 set system machine privacy off

4. To save and quit enter the following commands:
2 write
2 quit
5. Enter CTRL+D twice to log out of root and friend SSH sessions and quit the SSH PuTTY client.

All users and machines registering for the first time since disabling privacy mode will now show up as plain
text and will not be hashed. Users and machines that were previously anonymized under Privacy mode
will remain anonymized.
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SSL / TLS Settings

The Stratusphere 6.5.x and higher appliances are configured with TLSv1.2 and TLSv1.3 out of the box. If
you are already on this version, you can choose to skip this section and jump to the next section.

However, older versions of Stratusphere appliances supported older versions of SSL and TLS to allow for
maximum compatibility with certain older Microsoft Windows based machines still stuck on legacy
browsers such as Internet Explorer. On older Microsoft Windows based machines, the CID Key also uses
the existing Microsoft Internet Explorer downloading framework thus forcing Stratusphere to ship with
older versions of SSL and TLS for maximum compatibility. If legacy versions of browsers are still in use,
these settings need to stay in place. However, if none of the legacy browsers are in use and have all been
phased out, these configuration settings can and should be hardened for a more secure posture. The
configuration settings must be manually updated on the Hub and each Collector(s) appliance installed.

Here are instructions on how to edit the configuration file on the Hub and each Collector(s) to change
these settings:

1. Onthe Stratusphere Hub and each Collector(s) appliance:
a. Openacommand line console to the appliance.
b. Use UserID: ‘friend’ and enter your enhanced security STIG compliant password to log in.
c. Usethecommand ‘su -‘and enter your enhanced security STIG compliant password to
switch to root.
2. Use the vicommand to edit the /etc/lwl/httpd/httpd.conf file.

2 vi /etc/lwl/httpd/httpd.conf

w

Use the ‘/’ key to type and search for “SSLProtocol” — this is case sensitive.
When found, go into insert or append mode by entering either ‘i’ or ‘a’ key.
5. Update the default line
a. From “SSLProtocol All -SSLv2 -SSLv3”
b. To“SSLProtocol TLSvl.2”
c. This would enable only TLS v1.2 on the Stratusphere appliance.
6. Use the EscAPE key and enter ‘:wq!’ to write and quit.
7. Restart the Web Server to load the newly updated settings.
On versions up to 6.1.1, use the following command:

E

> /etc/init.d/httpd restart
On versions 6.1.3 to 6.1.5, use the following command:

> /etc/init.d/lwl-httpd24 restart
On versions 6.5.0 and higher, use the following command:

2 systemctl restart httpd

8. Enter CTRL+D twice to log out of the console.
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Install Connector ID Keys (desktop agents)

1. Download CID installer from the hub’s web interface and install it on desktops / base image for
VDI.

2. Check the ADMINISTRATION > INVENTORY MACHINES and make sure CID registers the desktops with the
HUB.

CID Key Encryption

The CID Key uses straight SSL (TCP/443 with TLS 1.2) for communication with the Stratusphere Hub based
on URI located within mgrcert . pem file. All communications are signed using public private keys
generated by the CID Key and Hub. The CID Key generates a 2048-bit RSA public private key pair and
provides the public key to the Stratusphere Hub during registration. The Hub validates the CID Key on the
newly registered machine based on host name, and proceeds with the registration process by providing
an X.509 based cert . txt file that contains settings for the CID Key within custom option fields. The CID
Key receives the cert . txt file from the Hub and uses the Hub’s public key within the mgrcert.pem
to verify it came from the Hub, and if so, goes ahead and begins using the new configuration settings
within the cert. txt. From this point forward, the CID Key uses its private key to sign the payload it
transmits to the Stratusphere Hub. The Hub uses the public key of the CID Key on that machine to validate
it came from that CID Key on that machine before proceeding. All of this communication is within an
encrypted SSL connection on TCP/443 using TLS 1.2.
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Webserver Accounts and Usage

Accounts with Login Privileges

friend 500 501 vyes ssh access
root 0 0 yes root account
ssconsole 501 502 vyes appliance configuration

Accounts without Login Privileges (internal system accounts)
These are setup to be no login accounts and required for services.

adm yes
apache yes
audit yes
bin yes
clam yes
cntlm yes
daemon yes
dbus yes
distcache yes
haldaemon yes
identity yes
impadmin yes
Ip yes
mail yes
mnobody yes
munin yes
nobody yes
nscd yes
ntp yes
operator yes
postfix yes
postgres yes
rrdcached yes
saslauth yes
sshd yes
sync no (no password set)
tomcat yes
unbound yes
uucp yes
vcsa yes
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vsservice yes

Stratusphere Hub Appliance Installed Packages

1 Iwl-module-java-mail-1.6.2-2.noarch

2 perl-Sub-Install-0.928-14.el8.noarch

3 libxslt-1.1.32-5.el8.x86_64

4 fipscheck-1.5.0-4.el8.x86_64

5 Iwl-module-apache-common-codec-1.15-1.noarch
6 Iz4-libs-1.8.3-2.el8.x86_64

7 parted-3.2-38.el8.x86_64

8 Iwl-module-vms-model-0.34-1.noarch

9 liberation-serif-fonts-2.00.3-7.el8.noarch

10 Iwl-common-identity-osgi-modules-1.0.1-1.noarch
11 perl-DynalLoader-Functions-0.003-2.el8.noarch

12 libpcap-1.9.1-4.el8.x86_64

13 Iwl-module-node-model-0.21-1.noarch

14 xkeyboard-config-2.28-1.el8.noarch

15 Iwl-module-license-model-0.12-1.noarch

16 perl-10-Multiplex-1.16-9.el8.noarch

17 epel-release-8-10.el8.noarch

18 tnt-db-upgrade-1.5.0-77480.noarch

19 Iwl-module-common-dao-impl-jdbc-0.83-1.noarch
20 perl-List-MoreUtils-XS-0.428-3.e18.x86_64

21 libss-1.45.6-1.el8.x86_64

22 gdk-pixbuf2-modules-2.36.12-5.el8.x86_64

23 Iwl-service-cidd-0.1.0-1.x86_64

24 Iwl-base-appliance-8.0-master.9960ee9.noarch

25 Iwl-module-password-util-0.14-1.noarch

26 perl-NetAddr-1P-4.079-7.el8.x86_64

27 cyrus-sasl-lib-2.1.27-5.el8.x86_64

28 tnt-nps32-drivers-6.5.1-2.noarch

29 go-srpm-macros-2-16.el8.noarch

30 perl-Pod-Escapes-1.07-395.el8.noarch

31 platform-python-3.6.8-31.el8.x86_64

32 Iwl-birt-runtime-4.4.2-76957.noarch

33 Iwl-module-password-dao-impl-jdbc-0.5-1.noarch
34 perl-Variable-Magic-0.62-3.el8.x86_64

35 crypto-policies-scripts-20210209-1.gitbfb6bed.el8 3.noarch
36 tnt-policy-2.7.1-77494.noarch

37 Iwl-module-database-partition-postgresql-0.22-1.noarch
38 p7zip-9.20.1-2.el5.x86_64

39 gnutls-3.6.14-8.el8_3.x86_64
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40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

Iwl-module-node-dao-impl-jdbc-0.67-1.noarch
Iwl-module-license-decoder-cert-0.4-1.noarch
libpng15-1.5.30-7.el8.x86_64
libfdisk-2.32.1-24.el8.x86_64
tnt-setup-vmware-1.8.2-77499.noarch
perl-Scalar-List-Utils-1.49-2.e18.x86_64
ipa-mincho-fonts-003.03-5.el7.noarch
elfutils-libs-0.180-1.el8.x86_64
python3-libsemanage-2.9-3.el8.x86_64
nhn-nanum-gothic-fonts-3.020-9.el7.noarch
systemd-udev-239-41.el8 3.2.x86_64
grub2-tools-efi-2.02-90.el8 3.1.x86_64
lua-libs-5.3.4-11.el8.x86_64

giflib-5.1.4-3.el8.x86_64

libsolv-0.7.11-1.el8.x86_64
python3-dmidecode-3.12.2-15.el18.x86_64
iprutils-2.4.19-1.el8.x86_64
libjpeg-turbo-1.5.3-10.el18.x86_64
Iwl-module-stratusphere-api-inventory-user-0.15-1.noarch
postgresql12-libs-12.6-1PGDG.rhel8.x86_64
libpng-1.6.34-5.e18.x86_64
Iwl-module-stratusphere-api-software-cid-0.28-1.noarch
libXtst-1.2.3-7.el8.x86_64
openssh-8.0p1-5.el8.x86_64
gpg-pubkey-00f97f56-467e318a
pl1-kit-0.23.14-5.el8_0.x86_64
libfastjson-0.99.8-2.el18.x86_64
libsss_certmap-2.3.0-9.el8.x86_64
guile-2.0.14-7.el8.x86_64
mod_security-2.9.2-8.el8.x86_64
perl-10-Socket-SSL-2.066-4.module_el8.3.0+410+ff426aa3.noarch
apache-commons-cli-1.4-4.module_el8.0.0+39+6a9b6e22.noarch
gawk-4.2.1-1.el8.x86_64
rsyslog-gnutls-8.1911.0-6.el8.x86_64
perl-GSSAPI-0.28-23.el8.x86_64
Iwl-module-apache-common-beanutils-1.9.4-3.noarch
Iwl-birt-extras-1.0.0-66191.noarch
oddjob-mkhomedir-0.34.5-3.el8.x86_64
perl-Pod-Usage-1.69-395.el8.noarch
tmpwatch-2.11-14.el8.x86_64
rpm-plugin-systemd-inhibit-4.14.3-4.el8.x86_64
dhcp-libs-4.3.6-41.e18.x86_64
perl-MailTools-2.20-2.el8.noarch
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83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125

libicu-60.3-2.el8_1.x86_64
python3-hawkey-0.48.0-5.el8.x86_64
perl-Specio-0.42-2.el8.noarch
libdhash-0.5.0-39.e18.x86_64
yum-4.2.23-4.el8.noarch
perl-CGl-4.38-2.el8.noarch
libtasn1-4.13-3.el8.x86_64
libutempter-1.1.6-14.el18.x86_64
python2-libs-2.7.17-2.module_el8.3.0+478+7570e00c.x86_64
python3-setuptools-wheel-39.2.0-6.el8.noarch
os-prober-1.74-6.el8.x86_64
nss-sysinit-3.53.1-17.el8 3.x86_64
ipset-libs-7.1-1.e18.x86_64
python3-rpm-macros-3-39.el8.noarch
bind-export-libs-9.11.20-5.el8_3.1.x86_64
libcap-ng-utils-0.7.9-5.el8.x86_64
perl-File-Listing-6.04-17.module_el8.3.0+416+dee7bcef.noarch
python3-attrs-17.4.0-6.el8.noarch
bzip2-1.0.6-26.el8.x86_64
perl-Data-Dump-1.23-7.module_el8.3.0+416+dee7bcef.noarch
python3-setuptools-39.2.0-6.el8.noarch
perl-Errno-1.28-416.e18.x86_64
kbd-legacy-2.0.4-10.el8.noarch
kernel-core-4.18.0-193.19.1.el8_2.x86_64
audispd-plugins-3.0-0.17.20191104git1c2f876.el8.x86_64
perl-threads-2.21-2.el8.x86_64
filesystem-3.8-3.el18.x86_64
libgb-1.0.3-12.el8.x86_64
cairo-1.15.12-3.el8.x86_64
chkconfig-1.13-2.el8.x86_64
Imdb-libs-0.9.24-1.el8.x86_64
Iwl-station-munin-1.0.0-67978.noarch
perl-Socket6-0.28-6.el8.x86_64
libgcrypt-1.8.5-4.el8.x86_64
python3-psycopg2-2.8.6-1.rhel8.x86_64
munin-node-2.0.66-1.el8.noarch
GConf2-3.2.6-22.el8.x86_64
nhn-nanum-fonts-common-3.020-9.el7.noarch
Iwl-console-2.0.0-77311.noarch
libXext-1.3.4-1.e18.x86_64
perl-HTML-Template-2.97-10.el8.noarch
ima-evm-utils-1.1-5.el18.x86_64
mailcap-2.1.48-3.el8.noarch
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tnt-identity-common-backend-2.0.5-77465.noarch
apr-1.6.3-11.el8.x86_64
perl-Compress-Raw-Bzip2-2.081-1.el8.x86_64
lohit-devanagari-fonts-2.95.4-3.el8.noarch
Iwl-module-vms-connector-0.43-1.noarch
Iwl-module-globalopts-model-0.20-1.noarch
libpsl-0.20.2-6.e18.x86_64
perl-Error-0.17025-2.el8.noarch
pg_jobmon12-1.3.3-2.rhel8.1.noarch
rust-srpm-macros-5-2.el8.noarch
Iwl-module-user-model-0.15-1.noarch
Iwl-module-apache-common-math-3.6.1-2.noarch
nss-softokn-freebl-3.53.1-17.el8 3.x86_64
perl-Cache-Cache-1.08-15.el8.noarch
perl-srpm-macros-1-25.el8.noarch
Iwl-hub-munin-1.0.1-77358.noarch
Iwl-module-station-dao-0.9-1.noarch
zstd-1.4.4-1.el8.x86_64
perl-Math-BigInt-1.9998.11-7.el8.noarch
tnt-centos5-drivers-6.5.1-2.noarch
Iwl-module-user-group-dao-0.16-1.noarch
platform-python-setuptools-39.2.0-6.el8.noarch
perl-PadWalker-2.3-2.el8.x86_64
Iwl-collector-backend-1.0.0-77521.noarch
Iwl-module-session-dao-impl-jdbc-0.14-1.noarch
libkcapi-hmaccalc-1.2.0-2.el8.x86_64
perl-Term-Cap-1.17-395.el8.noarch
tnt-netaudit-1.8.0-77496.x86_64

Iwl-module-database-datasourceprovider-postgresql-0.13-1.noarch

coreutils-8.30-8.el8.x86_64
perl-File-ShareDir-1.104-3.el8.noarch
libprelude-5.2.0-1.el8.x86_64
Iwl-module-logrecord-dao-0.3-1.noarch
dbus-libs-1.12.8-12.el8 3.x86_64
xdelta-3.1.0-4.el8.x86_64
Iwl-hub-config-1.0.2-77513.x86_64
Iwl-module-hardware-profile-converter-vmware-0.4-1.noarch
kpartx-0.8.4-5.el8.x86_64
cjkuni-uming-fonts-0.2.20080216.1-53.el7.noarch
mod_fcgid-2.3.9-16.el8.x86_64
popt-1.16-14.el8.x86_64
vs-helper-6.5.1-2.x86_64
systemd-pam-239-41.el8_3.2.x86_64
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Iksctp-tools-1.0.18-3.el18.x86_64
network-scripts-10.00.9-1.e18.x86_64
Iwl-module-scheduler-0.12-1.noarch
libpg5-13.2-10PGDG.rhel8.x86_64
checkpolicy-2.9-1.e18.x86_64
python3-policycoreutils-2.9-9.el8.noarch
libomnl-1.0.4-6.el8.x86_64

libXft-2.3.3-1.el8.x86_64
Iwl-module-stratusphere-api-inventory-globalopts-0.4-1.noarch
clamav-update-0.103.1-3.el8.x86_64
python3-schedutils-0.6-6.el8.x86_64
libmaxminddb-1.2.0-10.el8.x86_64
Iwl-module-stratusphere-api-heartbeat-0.1-1.noarch
perl-DBD-Pg-3.7.4-4.module_el8.3.0+426+0b4e9c0a.x86_64
libXpm-3.5.12-8.e18.x86_64

json-c-0.13.1-0.2.el8.x86_64
gpg-pubkey-2f86d6al-5cf7cefb
Iwl-module-active-users-tracking-0.32-1.noarch

httpd-filesystem-2.4.37-30.module_el8.3.0+561+97fdbbcc.noarch

libdatrie-0.2.9-7.el8.x86_64
gpg-pubkey-478f8947-5ff329c5
Iwl-stratusphere-hub-osgi-modules-1.0.25-1.noarch
python3-libselinux-2.9-4.el8_3.x86_64
libnI3-3.5.0-1.e18.x86_64
perl-Text-ParseWords-3.30-395.el8.noarch
openssh-clients-8.0p1-5.el8.x86_64
xorg-x11-font-utils-7.5-40.e18.x86_64
xz-5.2.4-3.el8.x86_64
authselect-libs-1.2.1-2.el8.x86_64
libverto-0.3.0-5.el8.x86_64
perl-Digest-SHA-6.02-1.e18.x86_64
libcollection-0.7.0-39.el18.x86_64
Iwl-collector-common-1.0.0-76633.noarch
sysstat-11.7.3-5.el8.x86_64
perl-URI-1.73-3.el8.noarch
groff-base-1.22.3-18.el8.x86_64
elfutils-0.180-1.el8.x86_64
cracklib-2.9.6-15.el8.x86_64
kernel-4.18.0-193.19.1.el8_2.x86_64
gnupg2-2.2.20-2.el8.x86_64
openssl-pkcs11-0.4.10-2.el8.x86_64
perl-namespace-clean-0.27-7.el8.noarch
cpio-2.12-8.el8.x86_64
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man-db-2.7.6.1-17.el8.x86_64
python3-rpm-4.14.3-4.el8.x86_64
perl-DateTime-TimeZone-2.19-1.el8.noarch
libpath_utils-0.2.1-39.el8.x86_64
yum-utils-4.0.17-5.el8.noarch
squashfs-tools-4.3-19.el8.x86_64
binutils-2.30-79.el8.x86_64
ttmkfdir-3.0.9-54.el8.x86_64
tzdata-java-2021a-1.el8.noarch
java-1.8.0-openjdk-1.8.0.282.b08-2.el8_3.x86_64
libnetfilter_cttimeout-1.0.0-11.el8.x86_64
perl-Try-Tiny-0.30-7.module_el8.3.0+416+dee7bcef.noarch
kexec-tools-2.0.20-34.el8_3.1.x86_64
shared-mime-info-1.9-3.el8.x86_64
gdisk-1.0.3-6.el8.x86_64
perl-HTML-Tagset-3.20-34.module_el8.3.0+416+dee7bcef.noarch
python3-blessed-1.17.10-1.el8.noarch
perl-MRO-Compat-0.13-4.el8.noarch
libreport-filesystem-2.9.5-15.el8.x86_64
pg_partman_12-4.4.1-1.rhel8.x86_64
policycoreutils-2.9-9.el8.x86_64
perl-Unicode-Normalize-1.25-396.e18.x86_64
centos-linux-repos-8-2.el8.noarch
dmidecode-3.2-6.el8.x86_64
polkit-pkla-compat-0.1-12.el18.x86_64
perl-MIME-Base64-3.15-396.el8.x86_64
glibc-common-2.28-127.e18.x86_64
libsss_autofs-2.3.0-9.el8.x86_64
rrdtool-perl-1.7.0-16.e18.x86_64
perl-Module-Implementation-0.09-15.el8.noarch
libxml2-2.9.7-8.e18.x86_64
Isof-4.93.2-1.el8.x86_64
perl-XML-NamespaceSupport-1.12-4.el8.noarch
file-5.33-16.el8_3.1.x86_64
vim-minimal-8.0.1763-15.el8.x86_64
dbus-glib-0.110-2.el8.x86_64
perl-Devel-StackTrace-2.03-2.el8.noarch
fontpackages-filesystem-1.44-22.el8.noarch
python3-dbus-1.2.4-15.el8.x86_64
perl-Date-ISO8601-0.005-2.el8.noarch
liberation-fonts-common-2.00.3-7.el8.noarch
perl-Params-Validate-1.29-5.el18.x86_64
perl-Exception-Class-1.44-2.el8.noarch
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liberation-mono-fonts-2.00.3-7.el8.noarch
dejavu-sans-mono-fonts-2.35-6.el8.noarch

perl-Params-Classify-0.015-2.e18.x86_64
vlgothic-fonts-20141206-15.el8.1.noarch

perl-File-Copy-Recursive-0.40-3.el8.noarch

perl-10-Tty-1.12-11.el8.x86_64
perl-IPC-SysV-2.07-397.el18.x86_64
pkgconf-m4-1.4.2-1.el8.noarch
usermode-1.113-1.el8.x86_64
perl-MIME-Types-2.17-3.el8.noarch
ncurses-base-6.1-7.20180224.el8.noarch

kernel-modules-4.18.0-193.19.1.el8 2.x86_64

perl-Math-BigRat-0.2614-1.el8.noarch
python3-configobj-5.0.6-11.el8.noarch
perl-Sub-Exporter-0.987-15.el8.noarch
tmux-2.7-1.el8.x86_64
perl-Devel-Caller-2.06-15.el8.x86_64
fuse-common-3.2.1-12.el8.x86_64
xorg-x11-fonts-Typel-7.5-19.el8.noarch
perl-Text-Balanced-2.03-395.el8.noarch
perl-Text-Unidecode-1.30-5.el8.noarch
perl-XML-Parser-2.44-11.e18.x86_64
graphite2-1.3.10-10.el8.x86_64
ncurses-libs-6.1-7.20180224.el18.x86_64
atk-2.28.1-1.el8.x86_64
irgbalance-1.4.0-4.el8.x86_64
libfontenc-1.1.3-8.e18.x86_64
apr-util-1.6.1-6.e18.x86_64
tcl-8.6.8-2.e18.x86_64
perl-Exporter-5.72-396.el8.noarch
hostname-3.20-6.el8.x86_64
info-6.5-6.e18.x86_64
i